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Abstract

Thispapermakesa first attemptto givea precisechar-
acterisationof livenessin replicateddatabasesystems.We
introducethenotionof livenessdegrees, which expressthe
expectationa databaseuser might haveabout the termi-
nation of its transactions,despiteconcurrency and fail-
ures. Our livenessdegreesare complementaryto the tra-
ditional transactionalsafetydegrees(e.g., serializability)
and lead to a better characterisationof the reliability of
databasereplicationprotocols.Wepresenta genericframe-
work that abstractsseveral well-knownreplication proto-
colsandwepoint out an interestingtrade-off betweenlive-
nessandsafetypropertiesin theseprotocols.

1. Introduction

Replicationhasbeenconsideredfor a while now as a
usefulwayto increasefault-tolerance.In thedatabasecom-
munity, abig amountof work hasbeendevotedto thedevel-
opmentof replicationprotocolsthatensuredataconsistency
despiteconcurrency andfailures.Theseprotocolsareusu-
ally characterisedby their performanceandsafetydegrees
(e.g.,serializability).Surprisingly, replicationprotocolsare
rarelycharacterisedby theirdegreesof liveness, suchasthe
degreeto which transactionsare ensuredto commit. We
believe that this is somehow frustratingfrom the point of
view of areliableapplicationdeveloperas,ultimately, fault-
tolerancein a databasesystemmeanstransactionliveness.

In databasesystems,safetyhastraditionallybeenchar-
acterisedby thewell-known ACID properties[4], andfor-
malisedby theorieslike serializability[9]. More recently,
several authorshave discussedthe needfor tradingsafety
conditionsfor performance.As a result,weaker safetyde-
greeshave beenproposed[1, 4, 6], togetherwith adequate
replicationprotocolsthat take advantageof relaxingtradi-
tionalsafetyconditions.�
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Nevertheless,very little work has beendone to char-
acterisethe livenessof a replicateddatabasesystem. The
only dimensionthat is usuallyconsideredto expresstrans-
action livenessis the blocking/non-blocking characteristic
of databasereplicationprotocols[12]. Roughlyspeaking,
a protocol is said to be non-blockingif every transaction
eventuallyterminates(commitsor aborts),despiteconcur-
rency andfailures.This is an importantpropertyfor fault-
tolerantsystems,asterminatingatransactionusuallymeans
makingits dataaccessibleto othertransactions.However,
webelievethatthispropertyis still a weaklivenesscharac-
terisationof areplicationprotocol,asit couldbesatisfiedby
a trivial protocolthatsystematicallyabortsall transactions.

This paperis a first attemptto characteriselivenessin
databasesystems.Similarly to the isolationdegreesintro-
ducedby Jim Gray to measuretransactionsafety[4], we
introduceseveral degreesto measuretransactionliveness.
In our characterisation,livenessdegree1 is the onewhere
a transactionis guaranteedto terminate.It reflectsthenon-
blocking aspectof the replicationprotocol. Livenessde-
gree3 (thehighest)is theonewherea transactionis guar-
anteedto commit (unlessthe userexplicitly requeststhe
abort),whereaslivenessdegree2 is theonewherea read-
only transactionis guaranteedto commit.

We show how our livenessdegrees,togetherwith tradi-
tional safetydegrees,enableto characteriseand compare
the reliability of several well-known databasereplication
protocols. For a fair comparison,we introducea generic
framework which abstractsdatabasereplicationprotocols
that have the samecommunicationoverhead.Our frame-
work assumesa realisticreplicateddatabasemodelwith a
deferredupdatestrategy where transactionsare first exe-
cutedlocally andthenbroadcastto otherreplicamanagers
for certification.

Therestof thepaperis organisedasfollows. Section2
recallstraditionalsafetydegreesandintroducesourliveness
degrees. Section3 describesour genericframework and
Section4 shows how this framework canbe usedto com-
parethereliability of severalwell-known databasereplica-
tion protocols.Section5 concludesthepaperandmentions



somecomplementarywork.

2. Reliability Degrees

In this sectionwe characterisethedegreesof safetyand
livenessof areplicateddatabasesystemand,moreprecisely,
of its replicationprotocol.Levelsof safetyrepresentthede-
greesof consistency guaranteedby theprotocol. Levelsof
livenessexpresstheexpectationonemighthaveconcerning
a transactiontermination.

2.1. Safety Degrees

Thesafetydegreeswe considerarederivedfrom thede-
greesof isolationintroducedin [4] (seeFigure1). As we
will seein Section4, this classificationcan be extended
to distinguishcasesthatwould besimilar accordingto the
originalclassificationandthereforeleadto a moreaccurate
comparisonof replicationprotocols.

Basically, greaterdegreesare stricter. Safetydegree
�

embodiesall otherdegreessmallerthan
�
. Notethatall de-

greeswe considerrequirereplica convergence, that is, all
transactionupdatesareperformedin the sameorderat all
(non-crashed)replicas.1
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Figure 1. Degrees of safety

� Safety3 is the highestdegree. It correspondsto the
serializabilityconsistency criterion,i.e., it ensuresthat
any executionof a groupof transactionsis equivalent
to a sequentialexecutionof thesetransactions.

� Safety2 guaranteesthat transactionsseea consistent
andimmutableview of thedatabase.2 This view may
be defined,for example,when the transactionstarts
its execution. It just reflectsupdatesgeneratedby
committedtransactions.This degreeis weaker than
safety3 becausein the presenceof updates,the exe-
cutionmaynot beserializable.For example,consider
two transactions��� and ��� that executeconcurrently

1Without sucha propertyit would bemeaninglessto talk about“repli-
cas”of thesamedatabaseasthey wouldhave adivergentstate.

2Exceptionmadefor thewritesperformedby thetransactionitself dur-
ing its execution.

and� � reads	 andwrites 
 while � � reads
 andwrites
	 . In this casethereis no serialequivalentexecution
involving thesetransactions,althoughboth may read
theoriginalcommittedversionsof 	 and 
 .

� Safety1 is lessconstrainingthanlevel 2 in the sense
thattransactionsmight seea view of thedatabasethat
changeswith time (i.e.,asothertransactionscommit).
Nevertheless,this view shouldreflectupdatesgener-
ated by committedtransactions. As will be shown
later, a systemthat appliesthe writes atomically, all
together, at the endof the execution,guaranteesthis
safety.

2.2. Liveness Degrees

In the databaseliterature, the livenessof a replica-
tion protocol is only characterisedby its blocking/non-
blockingbehaviour. A non-blockingprotocolensuresthat
everytransactioneventuallyterminates(commitsor aborts).
Thoughwebelievethatthispropertyis mandatoryin afault-
tolerantdatabasesystem,it is still insufficientasit doesnot
give any informationon the commitmentof a transaction.
Basically, aprotocolcanachievethenon-blockingproperty
simplybyabortingtransactions,andasystemimplementing
suchaprotocolcouldhardlybeconsideredasa livesystem.

In the following, we introducelivenessdegreesthat, in
addition to the non-blockingproperty, provide somere-
quirementsfor transactioncommitment.Wedonotconsider
user-abortsituations,wherean abort is explicitly required
by theprogrammer(e.g.,theuserexplicitly cancelsa trans-
action). As for safety, we introducethreedegrees:greater
degreesarestricter, anddegree

�
embodiesall otherdegrees

smallerthan
�

(seeFigure2).

� Liveness3 (thehighestdegree)characterisessituations
whereevery transactionis guaranteedto commit. It
is importantto point out that this is somethingrather
difficult to achieve,sinceit meansunconditionalcom-
mit. For example,locking basedsystemsmay abort
transactionsin orderto resolvedeadlocksituationsand
henceneverachieve liveness3.

� Liveness2 characterisessituationswhereonly read-
only transactions(those that do not update the
database)areneveraborted.As wewill seein Section
4, thisdegreeis easierto achievethandegree3.

� Liveness1 doesnot requireanythingabouttransaction
commitment,thoughit ensuresthat every transaction
eventuallyterminates(i.e.,commitsor aborts).This is
thebehaviour of standarddatabasessystemswith non-
blockingprotocols[2].
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Figure 2. Degrees of liveness

3. Generic Replication Framework

In this sectionwe describea genericframework which
abstractsseveralwell-knowndatabasereplicationprotocols.
As we will seein Section4, this framework enablesto ex-
presstheseprotocolsin a uniform way andto characterise
andcomparethemaccordingto their reliability properties
(safetyandlivenessdegrees).Wefirst describethedatabase
replicationmodel,thenthetransactionexecutionandtermi-
nationmodels.Finally, we give anoverview of thegeneral
framework andpointout its genericfeatures.

3.1. Overview

As in [3], we considera peer-to-peer, fully replicated
databasesystemover a setof processescalledserverpro-
cesses. We assumeno centralisedcontrol over the server
processes.Thereis no masterprocess,all processeshave
thesamefunctionalityandthereis acopy of eachdataitem
ateveryserver (i.e., transactionsmayrunatany serverpro-
cess).Processesonly fail by crashingandwe do not con-
sider Byzantinefailures. A processthat doesnot fail is
calledcorrect.

The deferredtransactionmodel we considerhas been
shown to beanadequatemodelfor replicamanagement[3],
asit doesnotintroduceany communicationoverheadduring
transactionexecution. A transaction� � in executioninter-
actswith thedatabaseby requestingoperations(read,write,
commit andabort) to a unique(possiblynearby)database
server. This server executesthe operationslocally and,at
commit time, forwardsthe operationsto the otherservers
to becertifiedandif possiblecommitted(terminationpro-
tocol). Local transactionsin oneparticularserver may be
executedusing any concurrency control policy (e.g., pes-
simisticor optimistic).

We introducethe notationsreadset( �
� ) and writeset
( ��� ) to representthe set of dataaccessedby a transac-
tion. The set �
��������� containsan identificationfor each
dataitem readby ��� , andtheset ����������� containsthedata
itemswritten by � � . Eachdataitem 	 in the databasehas
a versionnumberassociatedwith it, indicatingwhenit was

last updated.In the commit,dataitemsthat wereupdated
havetheir versionnumbersincremented.

3.2. Termination Protocol

In orderto commit, sometransactioncontrol structures
andits deferredupdatesareforwardedto theotherreplicas
within a terminationprotocol. We call suchinformation,
the transactionterminationinformation. We assumehere
that this information is transmittedto their replicasusing
an atomicbroadcastprimitive (noted �����
����� ) that to-
tally ordersthemessagesandguaranteestheall-or-nothing
propertyamongall correctprocesses[5]. Formally, atomic
broadcastis defined by the following properties,where
�����
��������� � denotesthe eventof sendinga message�
to thesetof server processesand !#"%$ �'& ")(+*#��� � denotesthe
eventof deliveringa message� :

Order. Consider �����
�������,� -.� , �����
���������0/.�
andtwo server processes*1� and *2� . If *)� and *2� de-
liver messages� - and �0/ , they deliver them in the
sameorder(e.g.,either � - before � / , or � / before
� - ).
Atomicity. Consider �����
��������� � . If one server
process* delivers � , theneverycorrectserverprocess
delivers � .

Termination. If a correct server process * exe-
cutes�����
�������,�0� , theneverycorrectserverprocess
eventuallydelivers � .

Upon delivering a �����
����� message(containing a
transactionterminationinformation), eachserver process
executesacertificationtestandindependentlytakesits deci-
sionto commitor abortthetransaction.Whena transaction
commits,anew versionof thedatabaseis generated.Thisis
an atomicoperationso that all server processes,including
the onewherethe transactionoriginated,deliver andcer-
tify all transactionsin the sameorder. This fact, together
with the deterministicexecutionof the terminationproto-
col, guaranteesthateverycorrectserverprocesswill always
take thesamedecision(commitor abort).Theresultof this
is that transactionsare either committedby every correct
server or abortedby all of them, and so the databaseal-
waysconvergesto thesameconsistentstate.Note that the
terminationpropertyof the �����
����� primitive is a live-
nesspropertywhichexpressesits non-blockingcharacteris-
tic andensuresprogressof thesystem.

3.3. Generality of the Framework

Differentinstantiationof our framework canbeobtained
by varyingtwo genericparameters.



� Local control execution. This is the first genericpa-
rameterof our framework. As we will discussin the
next section, accordingto the desiredlivenessand
safety degrees,the local control may be performed
with different approaches(e.g., pessimisticor opti-
misticconcurrency control,singleor multiversiondata
itemaccesses).

� Termination protocol. The termination protocol is
basedon (1) theatomicbroadcastprimitive, which is
usedto sendtransactionterminationinformationto all
servers,and(2) a certificationtask,executedat each
server(afterdeliveringthe �����
����� message),tode-
cide,accordingto thetransactionterminationinforma-
tion, whetherto commit or abort the transaction.As
wewill seein thenext section,severaltransactioncer-
tification testsmaybeconsidered.

It is importanttonoticethatneitherthelocalconcurrency
controlnorthecertificationtestimpactsonthecommunica-
tion overhead.Thisoverheadis thatof anatomicbroadcast
primitive (see[10] for a discussionon the costof atomic
broadcastprimitives).

4. Characterising Replication Protocols

In thissectionweshow how theframework describedin
Section3 enablesto expressvariouswell-knownreplication
protocolsandto comparetheir reliability characteristicsac-
cordingto thesafetyandlivenessdegreesintroducedin Sec-
tion 2. Our approachconsistsin definingspecificinstantia-
tionsof thegenericparametersof our framework, namely,
localexecutioncontrolandcertificationtest.

4.1. Predeclared Transactions

This is a straightforwardapproachwith no local control
andnocertificationtest.It consistsin clientssubmittingthe
wholetransactionat once,insteadof having readandwrite
requestsbeing dynamicallygeneratedby them. Transac-
tionsarebroadcastto all servers(e.g.,theSQL statements)
thatdeliverandexecutethemlocally, in thesameorder[11].

Predeclaringtransactionsandexecutingthemin a com-
pletely serial basismay be seenas too restrictive. If the
dataitemsrequestedareknown a priori thensomeconcur-
rency is possible. However, the databasemanagerhasto
becarefulto avoid conflictsthat, for example,coulddead-
lock transactions[8]. In practicepredeclaringtransactions
leadsto anoverestimationof thedataitemsrequestedthat
restrictsconcurrency anyway[4].

On theonehandthisapproachoffersthebestsafetyand
livenessdegrees(degree3 for both). On the other hand,
it hastwo seriousdrawbacks.First, in many situationsit is

justnotfeasible,sinceit rulesoutany interactivetransaction
(i.e., transactionsthatarecreatedon thefly by theoperator,
dependingon the resultsof previous requests).Second,it
requiresthat every server, on locally executinga transac-
tion, producethevery sameresults.In this casethewhole
databasehasto bedeterministic,whichmaybeimpractical.

4.2. Serial Equivalence

Kung and Robinsonhave proposeda certificationtest
thatguaranteesthatconcurrenttransactionsexecutein com-
plete isolation (which would be true in a serial execu-
tion) [7]. Thegeneralideais to executetransactionswithout
any pessimisticconcurrency controlandbeforecommitting
thetransaction,checkwhetherthecommitwill not causea
non-serializableexecution.

In the serial case,no transaction� � would run con-
currently with another transaction � � and so no data
item read or written by � � would be overwritten by
� � . This leadsto the following test: assuminga group
of 31� �54 � �768-%4 � �96:/+41;.;1;.4 � �=< transactionsexecutingconcur-
rently (in any server)and,at themoment� � is tested,all the
other 31���96>- 4 ���96:/ 4.;.;1;.4 �?� < transactionshave alreadycom-
mitted.Thistestchecksif dataitemsreadby thecommitting
transactionwerenotwrittenbyconcurrentonesthathaveal-
readycommitted.Notethatthereareno interleaving writes
sincethetransactionupdatesareall processedatomically.

@BA�CED?F�G#HIC,JKA�CED?F9L�M5GON�JKA�CED?F7L�PQGRNTSUSUSVN�JKA�CEDXW.GYG[Z]\
(1)

This approachprovidesdegree3 of safetybut with the
costof abortingsomeconcurrenttransactions(degree1 of
liveness).

4.3. Multiversion Database

Databasesbasedon singledataitemsarethemostcom-
monones[2]. In our distributedframework, onecouldar-
gue that this is never the casesincedeferredwrites may
beseenasnew versionsof thedataitems. However, these
maybeconsideredassingledataitemsbecauseassoonasa
transactionis committed,thepreviousversionsof thedata
itemsit updatesareno longeravailable.Othertransactions
in executionthat requesttheseitemsmay either live with
multiple versionsor abortandrestarttheir executionwith
the new version. By contrast,multiversiondatabasesare
ableto providetransactionsin executionwith olderversions
of dataitems,evenafter thesehave beenupdatedby com-
mittedtransactions.Oracle7 release7.3, for instance,pro-
videssuchfacility [6].

Readonly transactionsareclearly benefitedby this ap-
proach.Consideringagainthecertificationtestemployedin



theprevioussectionwith singledataitems,read-onlytrans-
actionswouldalsobeabortedbecausethesystemis notable
to provide a consistentview of the database.This canbe
betterunderstoodby the following example. Assumethat
(1�V^ 	?_ is a readoperationissuedby ��� , `B�Q^ 	a_ a write oper-
ationand b.� the commit. The problemwith this history is
thattransaction��� executesneitherbeforenorafter ��� .

c Fed f�Zhgji1i.k=SUSVSel[W+d f�Zhg2m.i.konUFOSUSjS c FYd f�Zhg2m.i.k

In a multiversiondatabase,thesystemwouldprovide ���
with thesameview of thedatabase(e.g., 	qpsr1tXt ) andso,
read-onlytransactionswould not beaborted.Multiversion
databasestogetherwith the serial equivalencetest shown
beforeprovidesdegree3 of safetyand2 of liveness.

A variationof this approachmight useno certification
testatall, but still takeadvantageof thesafetycomingfrom
themultiversiondatabase.However, if no testis used,just
multiversionis not enoughto guaranteeserializability in
thepresenceof updates,asillustratedby thenext example,
wheretransaction� � triesto copy thevalueof 	 into 
 and
� � thevalueof 
 into 	 . In any serialexecutionof thesetwo
transactions,thefinal resultwouldbe 	 equalto 
 .
c F d f�Zhgji1i.k=SUSUS c W d u
Zwv.i)i.k=SVSjSYl F d u�Zhgji1i.k+SUSUSYl W d f�Zxv.i)i2k)n F n W

This variationstill providesdegree3 of liveness,but no
longerserializableexecutions,althoughtransactionswould
still have an immutableview of the database(degree2 of
safety).

4.4. Snapshot Isolation

Snapshotisolationusesmultiversiondatabasesandmay
beseenasa relaxationof theserialequivalence[1]. It does
notconsiderreaddependenciesamongtransactionsbutonly
write dependencies.This featureis calledtransaction-level
snapshotin Oracle7 [6], and the idea is to prevent lost
updates, a phenomenonthat occurswhena transaction� �
readsa dataitem, anothertransaction� � updatesthis data
(possiblybasedon a previous read)and � � (basedon the
valuereadearlier)updatesthedataitemandcommits.This
is illustratedin thefollowing examplewheretherole of � �
is to incrementthevalueof 	 by 10 and � � is to decrement
	 of 20.

c FYd f�Zhgji1i.k=SUSUS c W=d f�Zhgji)i2k=SUSjSYl[W=d f�Zxy1i.k.nYW>SjSUS'lzFed f�Zhg)gUi.k1nUF

The problemwith this history is that ��� losesits up-
datebecause��� writes over it. This history is not serial
andwould not beallowedin theserialequivalencetest( � �
wouldbeaborted).

The snapshotvalidation test aborts transactionsthat
overwritethedatawrittenby otherconcurrenttransactions.
Thetestthatevaluatesthismaybestatedascondition(2).

JKA�CED?F�G+H�C,JKA�CED?F9L�MeG+N{JKA�CED?F9L?PUG+N
SUSUSeN{JKA�CEDXW.GYG[Z]\
(2)

This approachguaranteessafety2 andliveness1. How-
ever, differently from the multiversionwithout any test, it
preventslost updatesandthereforeoffers a level of safety
thatis in factgreaterthan2, but smallerthan3 becauseex-
ecutionsarenot serializable. This observation suggestsa
subdivision of the levelsof safetyinto innergroups.In [1]
an attempthas beenmadeconsideringsomephenomena
(e.g.,lostupdates)thattransactionsmayexperiment.

4.5. Convergence only

A naturalextensionto the previous caseis the generic
framework with no test. This meansthat transactionsare
never aborted,which would give themthe highestlevel of
liveness(degree3). Thequestionthatarisesis whetherthis
methodguaranteessomethingto the transactions.In fact,
it is still possibleto offer a usefuldegreeof safetywith it.
Thebenefitsachievablehereareadirectconsequenceof the
atomicbroadcast,which guaranteesthat the databasewill
not divergeamongthe replicas,causingan unwantedphe-
nomenoncalledsystemdelusion[3].

We can also augmentthis approachwith the snapshot
isolationcertification.This is thecaseof Oracle7’s query-
level snapshot[6], wherequeriesseea committedversion
of thedatabasebut two queriesin thesametransactionsmay
returndifferentresults.As thesnapshottestis applied,up-
datingtransactionsmay abort. This correspondsto safety
andlivenessdegree1.

4.6. Trading Liveness for Safety

Figure3 summarisestheprotocolsdescribedin this sec-
tion and their characteristics.The transaction-level snap-
shotimplementedby Oracle7 offerssafetyandlivenessde-
gree2. Consideringthat the executionof read-onlytrans-
actionsin suchenvironmentwould alsobeserializable,we
couldalsoclassifyit assafety3 for read-onlytransactions.
The samehappensfor Oracle7 query-level snapshot,that
hassafetyandlivenessdegree1, but read-onlytransaction
will neverbeabortedandsohaveahigherdegreeof liveness
(degree2).

As shown in [4], transactionscancoexist usingdifferent
levelsof isolation(safety).Transactionsexecutingin lower
levelsmayproducebaddatafor transactionin upperones,
and this hasto be regulatedby the user. In suchscenar-
ios, read-onlytransactions,for example,might executein
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Figure 3. The trade-off safety vs. liveness

a convergenceonly fashionwithout incurringany addition
overheadwith tests.

5. Concluding Remarks

This papercontributesto thedefinitionof a setof relia-
bility propertiesto characterisedatabasereplicationproto-
cols. Thepropertieswe introduce,calledlivenessdegrees,
expresstheexpectationthattheuserof areplicateddatabase
systemmighthaveabouttheterminationof his transactions
(despiteconcurrency andfailures).Whendefiningour live-
nessdegrees,we wereinspiredby thesafetydegreesintro-
ducedby Gray et al. (also called isolation degrees[4]),
which expressthe expectationthat the userof a database
systemmighthaveabouttheconsistency of histransactions.

The reliability of a databasereplication protocol can
hencebe accuratelycharacterisedwith a livenessand a
safetydegree. Given suchcharacterisation,onecancom-
pareexisting databasereplicationprotocols,andpoint out
interestingtrade-offs betweenlivenessand safetyproper-
ties. We have presenteda genericframework that simpli-
fiesthiscomparisontaskby abstractingseveralwell known
replicationprotocols,in arealistic(deferredupdatetransac-
tion) model,wherethe protocolsintroducethe samecom-
municationoverhead.In this sense,our framework leadsto
a fair comparisonamongthereplicationprotocolswe have
presented.

As we mentionedearlier, our work canbe viewed asa
first attemptto characteriselivenessin replicateddatabase
systems, beyond the simple transaction blocking/non-
blocking distinction. In fact, a lot of work is still to be
doneto identify trade-offs in replicationprotocolsinvolv-

ing safety, livenessandperformance.For instance,in the
framework we have considered,our liveness/safetytrade-
off doesnot affect performancesin termsof remotecom-
munications.Onecoulddiscussperformanceoptimisations
and their impacton livenessandsafetydegrees. Further-
more, besidesthe threelivenessdegreeswe consider, we
couldcomeupwith otherdegrees,suchasonestatingthata
transactionis ensuredto eventuallycommit(i.e.,evenafter
successiveaborts).
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