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Abstract

This papermalesa first attemptto give a precisechar-
acterisationof livenesdn replicateddatabasesystems\We
introducethe notion of livenesdegrees which expressthe
expectationa databaseuser might have about the termi-
nation of its transactions,despiteconcuriency and fail-
ures. Our livenessdegreesare complementaryo the tra-
ditional transactionalsafetydegrees(e.g., serializability)
and lead to a better characterisationof the reliability of
databaseeplicationprotocols.We presenta genericframe-
work that abstiacts several well-knownreplication proto-
colsandwe point out an interestingtrade-of betweerlive-
nessand safetypropertiesin theseprotocols.

1. Introduction

Replicationhasbeenconsideredor a while now asa
usefulwayto increasdault-toleranceln the databaseom-
munity, abig amouniof work hasbeendevotedto thedevel-
opmenbf replicationprotocolshatensuredataconsisteng
despiteconcurreng andfailures. Theseprotocolsareusu-
ally characterisetby their performanceand safetydegrees
(e.g.,serializability). Surprisingly replicationprotocolsare
rarelycharacterisetly their degreesof livenesssuchasthe
degreeto which transactionsare ensuredto commit. We
believe that this is someha frustratingfrom the point of
view of areliableapplicationdeveloperas,ultimately, fault-
tolerancdn adatabassystemmeandransactioriveness.

In databaseystemssafetyhastraditionally beenchar
acterisedy the well-known ACID propertieg4], andfor-
malisedby theorieslik e serializability[9]. More recently
several authorshave discussedhe needfor trading safety
conditionsfor performance As aresult,wealer safetyde-
greeshave beenproposed1, 4, 6], togethemwith adequate
replicationprotocolsthat take advantageof relaxingtradi-
tional safetyconditions.
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Neverthelessyvery little work hasbeendoneto char
acterisethe livenessof a replicateddatabasesystem. The
only dimensionthatis usuallyconsideredo expresstrans-
actionlivenesss the blodking/non-blo&ing characteristic
of databaseeplicationprotocols[12]. Roughlyspeaking,
a protocolis saidto be non-blockingif every transaction
eventuallyterminategcommitsor aborts),despiteconcur
reng/ andfailures. This is animportantpropertyfor fault-
tolerantsystemsasterminatingatransactiorusuallymeans
makingits dataaccessibléo othertransactions However,
we believe thatthis propertyis still aweaklivenessharac-
terisationof areplicationprotocol,asit couldbesatisfiedby
atrivial protocolthatsystematicallyabortsall transactions.

This paperis a first attemptto characterisdivenessn
databaseystems.Similarly to the isolationdegreesintro-
ducedby Jim Gray to measurdransactionsafety[4], we
introduceseveral degreesto measurdransactiorliveness.
In our characterisationjvenessdeggreel is the onewhere
atransactions guaranteedo terminate.lt reflectsthe non-
blocking aspectof the replicationprotocol. Livenessde-
gree3 (the highest)is the onewherea transactioris guar
anteedto commit (unlessthe userexplicitly requestghe
abort),whereadivenesglegree? is the onewherea read-
only transactioris guaranteetb commit.

We shav how our livenesslegrees togetherwith tradi-
tional safetydegrees,enableto characteriseand compare
the reliability of several well-known databaseeplication
protocols. For a fair comparisonwe introducea generic
frameawvork which abstractedatabaseeplication protocols
that have the samecommunicatioroverhead. Our frame-
work assumes realisticreplicateddatabasenodelwith a
deferredupdatestratgyy where transactionsare first exe-
cutedlocally andthenbroadcasto otherreplicamanagers
for certification.

The restof the paperis organisedasfollows. Section2
recallstraditionalsafetydegreesandintroducesurliveness
degrees. Section3 describesour genericframewnork and
Section4 shavs how this framework canbe usedto com-
parethereliability of severalwell-known databaseeplica-
tion protocols.Section5 concludeghe paperandmentions



somecomplementaryvork.
2. Reliability Degrees

In this sectionwe characteris¢he degreesof safetyand
livenes®f areplicatedatabassystermand,moreprecisely
of its replicationprotocol. Levelsof safetyrepresenthede-
greesof consisteng guaranteedby the protocol. Levels of
livenesexpressheexpectatioronemighthave concerning
atransactiortermination.

2.1. Safety Degrees

The safetydegreeswe considerarederivedfrom the de-
greesof isolationintroducedin [4] (seeFigurel). As we
will seein Section4, this classificationcan be extended
to distinguishcaseghatwould be similar accordingto the
original classificatiorandtherefordeadto a moreaccurate
comparisorof replicationprotocols.

Basically greaterdegreesare stricter Safetydegrees
embodiesall otherdegreessmallerthani. Notethatall de-
greeswe considerrequirereplica corvergence thatis, all
transactiorupdatesare performedin the sameorderat all
(non-crashedjeplicast

Serializable
Safety 3

Repeatable Read
Safety 2

Read Committed
Safety 1

Figure 1. Degrees of safety

e Safety3 is the highestdegree. It correspondso the
serializabilityconsisteng criterion,i.e., it ensuresghat
ary executionof a groupof transactionsgs equialent
to a sequentiaéxecutionof thesetransactions.

e Safety2 guaranteeshattransactionseea consistent
andimmutableview of the databasé. This view may
be defined,for example,when the transactionstarts
its execution. It just reflectsupdatesgeneratedby
committedtransactions. This degreeis wealer than
safety3 becausén the presenceof updatesthe exe-
cutionmay not be serializable For example,consider
two transactionsl; andT; that executeconcurrently

1without sucha propertyit would be meaninglesso talk about“repli-
cas”of thesamedatabasasthey would have adivergentstate.

2Exceptionmadefor thewritesperformecdby thetransactiontself dur-
ing its execution.

andT; readsr andwritesy while T; readsy andwrites
z. In this casethereis no serialequivalentexecution
involving thesetransactionsalthoughboth may read
theoriginal committedversionsof z andy.

e Safetyl is lessconstraininghanlevel 2 in the sense
thattransactionsnight seea view of the databas¢hat
changewwith time (i.e., asothertransactiongommit).
Neverthelessthis view shouldreflectupdatesgener
ated by committedtransactions. As will be shavn
later, a systemthat appliesthe writes atomically all
together at the end of the execution,guaranteeshis
safety

2.2. Liveness Degrees

In the databasédliterature, the livenessof a replica-
tion protocol is only characterisedy its blocking/non-
blocking behaiour. A non-blockingprotocolensureghat
everytransactioreventuallyterminategcommitsor aborts).
Thoughwe believe thatthis propertyis mandatoryn afault-
tolerantdatabassystemit is still insuflicientasit doesnot
give ary information on the commitmenbf a transaction.
Basically a protocolcanachiere the non-blockingproperty
simply by abortingtransactionsandasystenmmplementing
sucha protocolcouldhardlybeconsideredsalive system.

In the following, we introducelivenessdegreesthat, in
addition to the non-blocking property provide somere-
guirementdgor transactiorommitmentWe donotconsider
userabortsituations,wherean abortis explicitly required
by the programme(e.g.,theuserexplicitly cancelsatrans-
action). As for safety we introducethreedegrees:greater
degreesarestricter anddegreei embodiesll otherdegrees
smallerthani (seeFigure2).

e Liveness (thehighestdegree)characterisesituations
where every transactionis guaranteedo commit. It
is importantto point out that this is somethingrather
difficult to achieve, sinceit meansunconditionakcom-
mit. For example,locking basedsystemsmay abort
transaction# orderto resolhe deadlocksituationsand
henceneverachieve liveness3.

e Liveness? characterisesituationswhere only read-
only transactions(those that do not update the
databasedreneveraborted.As we will seein Section
4, this degreeis easietto achiere thandegree3.

e Livenesd doesnotrequireanythingabouttransaction
commitmentthoughit ensureghat every transaction
eventuallyterminategi.e.,commitsor aborts).Thisis
thebehaiour of standardlatabasesystemswith non-
blockingprotocols[2].
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Figure 2. Degrees of liveness

3. Generic Replication Framewor k

In this sectionwe describea genericframenork which
abstractseveralwell-known databaseeplicationprotocols.
As we will seein Section4, this framewnork enablego ex-
presstheseprotocolsin a uniform way andto characterise
and comparethemaccordingto their reliability properties
(safetyandlivenesslegrees) Wefirst describehedatabase
replicationmodel,thenthetransactiorexecutionandtermi-
nationmodels.Finally, we give anoverview of the general
framevork andpoint outits genericfeatures.

3.1. Overview

As in [3], we considera peerto-peer fully replicated
databaseystemover a setof processesalledserverpro-
cesses We assumeno centralisedcontrol over the sener
processesThereis no masterprocessall processediave
thesamefunctionalityandthereis a copy of eachdataitem
ateverysener(i.e.,transactionsnayrun atary senerpro-
cess). Processesnly fail by crashingandwe do not con-
sider Byzantinefailures. A processthat doesnot fail is
calledcorrect.

The deferredtransactionmodel we considerhas been
shavn to beanadequatenodelfor replicamanagemerig],
asit doesnotintroduceary communicatioroverheadiuring
transactiorexecution. A transactior; in executioninter-
actswith thedatabasby requestingperationgread,write,
commitand abort)to a unique(possiblynearby)database
sener. This sener executesthe operationdocally and, at
committime, forwardsthe operationgo the otherseners
to be certifiedandif possiblecommitted(terminationpro-
tocol). Local transactionsn one particularsener may be
executedusing ary concurreng control policy (e.g., pes-
simisticor optimistic).

We introducethe notationsreadset(RS) and writeset
(W S) to representhe setof dataaccessedby a transac-
tion. The set RS(T;) containsan identificationfor each
dataitem readby T;, andthe setWW S(T;) containghe data
itemswritten by T;. Eachdataitem z in the databasdas
aversionnumberassociateavith it, indicatingwhenit was

lastupdated.In the commit, dataitemsthat were updated
have theirversionnumbersncremented.

3.2. Termination Protocol

In orderto commit, sometransactiorcontrol structures
andits deferredupdatesareforwardedto the otherreplicas
within a terminationprotocol. We call suchinformation,
the transactionterminationinformation We assumehere
that this informationis transmittedto their replicasusing
an atomic broadcasprimitive (noted7OC AST) that to-
tally ordersthe messageandguaranteethe all-or-nothing
propertyamongall correctprocessefb]. Formally, atomic
broadcastis defined by the following properties,where
TOCAST (m) denoteghe event of sendinga messagen
to the setof sener processeanddelivers(m) denoteghe
eventof deliveringamessagen:

Order. ConsiderTOCAST (m1), TOCAST (ms)
andtwo sener processes; ands;. If s; ands; de-
liver messagesn; andms., they deliver themin the
sameorder (e.g., eitherm; beforems, or my before
ml).

Atomicity. ConsiderTOCAST (m). If onesener
process deliversm, thenevery correctsener process
deliversm.

Termination. If a correct sener processs exe-
cutesTOC AST (m), theneverycorrectsenerprocess
eventuallydeliversm.

Upon delivering a TOCAST messagecontaining a
transactionterminationinformation), eachsener process
executescertificationtestandindependentlyakesits deci-
sionto commitor abortthetransactionWhenatransaction
commits,anew versionof thedatabasés generatedThisis
an atomicoperationso thatall sener processesncluding
the onewherethe transactionoriginated,deliver and cer
tify all transactionsn the sameorder This fact, together
with the deterministicexecutionof the terminationproto-
col, guaranteethatevery correctsener proceswill always
take the samedecision(commitor abort). Theresultof this
is that transactionsare either committedby every correct
sener or abortedby all of them, and so the databasel-
ways corvergesto the sameconsistenstate. Note thatthe
terminationpropertyof the TOC AST primitive is a live-
nesspropertywhich expressests non-blockingcharacteris-
tic andensuregprogressf the system.

3.3. Generality of the Framework

Differentinstantiationof our framewvork canbeobtained
by varyingtwo genericparameters.



e Local control execution. This is the first genericpa-
rameterof our framewvork. As we will discussin the
next section, accordingto the desiredlivenessand
safety degrees, the local control may be performed
with different approachege.g., pessimisticor opti-
mistic concurreng control,singleor multiversiondata
itemaccesses).

e Termination protocol. The termination protocol is
basedon (1) the atomicbroadcasprimitive, which is
usedto sendtransactiorterminationinformationto all
seners,and(2) a certificationtask, executedat each
sener(afterdeliveringtheTOC AST message}p de-
cide,accordingo thetransactionterminationinforma-
tion, whetherto commit or abortthe transaction.As
wewill seein thenext section severaltransactiorcer
tification testsmaybe considered.

It isimportantto noticethatneitherthelocalconcurreng
controlnorthe certificationtestimpactsonthecommunica-
tion overheadThis overheads thatof anatomicbroadcast
primitive (see[10] for a discussionon the costof atomic
broadcasprimitives).

4. Characterising Replication Protocols

In this sectionwe shav how theframework describedn
Section3 enabledo expressvariouswell-knownreplication
protocolsandto compareheir reliability characteristicac-
cordingto thesafetyandlivenessiegreesntroducedn Sec-
tion 2. Our approaclctonsistdn definingspecificinstantia-
tions of the genericparametersf our framewvork, namely
local executioncontrolandcertificationtest.

4.1. Predeclared Transactions

This is a straightforward approachwith nolocal control
andno certificationtest. It consistsn clientssubmittingthe
wholetransactiorat once,insteadof having readandwrite
requestseing dynamicallygeneratedoy them. Transac-
tionsarebroadcasto all seners(e.g.,the SQL statements)
thatdeliverandexecutethemlocally, in thesameorder[11].

Predeclaringransactiongndexecutingthemin a com-
pletely serial basismay be seenastoo restrictive. If the
dataitemsrequestedireknown a priori thensomeconcur
reng is possible. However, the databasenanagerasto
be carefulto avoid conflictsthat, for example,could dead-
lock transaction$8]. In practicepredeclaringransactions
leadsto an overestimatiorof the dataitemsrequestedhat
restrictsconcurreng aryway [4].

Ontheonehandthis approactoffersthe bestsafetyand
livenessdegrees(degree 3 for both). On the other hand,
it hastwo seriousdravbacks.First, in mary situationsit is

justnotfeasible sinceit rulesoutary interactvetransaction
(i.e.,transactionshatarecreatecbn thefly by the operator
dependingon the resultsof previous requests).Secondjt

requiresthat every sener, on locally executinga transac-
tion, producethe very sameresults. In this casethe whole
databaskasto bedeterministicwhichmaybeimpractical.

4.2. Serial Equivalence

Kung and Robinsonhave proposeda certificationtest
thatguaranteethatconcurrentransactiongxecutein com-
plete isolation (which would be true in a serial execu-
tion) [7]. Thegeneraldeais to executetransactionsvithout
ary pessimisticoncurreng controlandbeforecommitting
thetransactioncheckwhetherthe commitwill notcausea
non-serializablexecution.

In the serial case, no transactionT; would run con-
currently with another transaction7; and so no data
item read or written by 7; would be overwritten by
T;. This leadsto the following test: assuminga group

of {T;, Tit1, Tiyo, ..., T;} transactiongxecutingconcur
rently (in ary sener) and,atthemomentT; is testedall the
other{T;;+1,Ti42,...,T;} transactionhave alreadycom-

mitted. Thistestchecksf dataitemsreadby thecommitting
transactiorwerenotwrittenby concurrenbneghathaveal-
readycommitted.Notethatthereareno interlearing writes
sincethetransactiorupdatesareall processeatomically

RS(T)N(WS(Ti41) UWS(Ts42) U.. .UWS(T;)) =0 (1)

This approachprovidesdegree3 of safetybut with the
costof abortingsomeconcurrentransactiongdegreel of
liveness).

4.3. Multiversion Database

Databasebasedon singledataitemsarethe mostcom-
monones[2]. In our distributedframenork, onecould ar
gue that this is never the casesince deferredwrites may
be seenasnew versionsof the dataitems. However, these
maybeconsidere@ssingledataitemsbecausassoonasa
transactioris committed,the previous versionsof the data
itemsit updatesareno longeravailable. Othertransactions
in executionthat requesttheseitems may eitherlive with
multiple versionsor abortand restarttheir executionwith
the new version. By contrast,multiversiondatabasesre
ableto providetransactiongn executionwith olderversions
of dataitems, even after thesehave beenupdatedoy com-
mittedtransactionsQracle7 releaser.3, for instancepro-
videssuchfacility [6].

Readonly transactionsre clearly benefitedby this ap-
proach.Consideringagainthecertificationtestemployedin



theprevioussectionwith singledataitems,read-onlytrans-
actionswould alsobeabortechecaus¢hesystenis notable
to provide a consistenwiew of the database.This canbe
betterunderstooddy the following example. Assumethat
r;[z] is a readoperationissuedby T;, w;[z] a write oper
ationandc; the commit. The problemwith this historyis
thattransactiorf; executemeitherbeforenor afterT).

ri[z =100] ... w;j[z = 150]c; . . . m;[z = 150]

In amultiversiondatabasethe systemwould provide T;
with the sameview of the databasée.g.,z = 100) andso,
read-onlytransactionsvould not be aborted. Multiversion
databasesogetherwith the serial equivalencetest shavn
beforeprovidesdegree3 of safetyand?2 of liveness.

A variation of this approachmight useno certification
testatall, but still take advantageof the safetycomingfrom
the multiversiondatabaseHowever, if no testis used,just
multiversionis not enoughto guaranteeserializability in
the presencef updatesasillustratedby the next example,
wheretransactiori; triesto copy thevalueof z into y and
T; thevalueof y into z. In ary serialexecutionof thesetwo
transactionsthefinal resultwould be z equalto y.

rifz =100]...7;[y = 200]...w;[y = 100] ... w;[z = 200] ¢; ¢;

This variationstill providesdegree3 of livenesshut no
longerserializablesxecutions althoughtransactionsvould
still have animmutableview of the databasédegree?2 of
safety).

4.4. Snapshot | solation

Snapshotsolationusesmultiversiondatabaseandmay
be seenasarelaxationof the serialequivalence1]. It does
notconsidereaddependenciesmongransactionsut only
write dependencieslhis featureis calledtransaction-leel
snapshotin Oracle7 [6], andthe ideais to prevent lost
updates a phenomenonhat occurswhena transactiorn’;
readsa dataitem, anothertransactioril; updateshis data
(possiblybasedon a previous read)and T; (basedon the
valuereadearlier)updateghe dataitem andcommits.This
is illustratedin the following examplewherethe role of T;
is to incrementhevalueof z by 10 andT} is to decrement
z of 20.

ri[z =100]...7;[x = 100]...w;[z = 80] ¢; - .. wi[z = 110] ¢;

The problemwith this history is that T; losesits up-
date because€rl; writes over it. This history is not serial
andwould not be allowedin the serialequivalencetest(T;
would beaborted).

The snapshotvalidation test aborts transactionsthat
overwritethe datawritten by otherconcurrentransactions.
Thetestthatevaluateghis maybe statedascondition(2).

WS(T) N (WS(Tip1) UWS(Tiy2)U.. .UWS(T;)) =0 (2)

This approachyuaranteesafety2 andlivenessl. How-
ever, differently from the multiversionwithout ary test, it
preventslost updatesandthereforeoffers a level of safety
thatis in factgreatetthan2, but smallerthan3 becausex-
ecutionsare not serializable. This obsenation suggesta
subdvision of the levels of safetyinto innergroups.in [1]
an attempthas beenmade consideringsome phenomena
(e.g.,lostupdates}hattransactionsnay experiment.

4.5. Convergenceonly

A naturalextensionto the previous caseis the generic
frameavork with no test. This meansthat transactionsare
never aborted which would give themthe highestlevel of
livenesgdegree3). Thequestiorthatarisesis whetherthis
methodguaranteesomethingto the transactions.In fact,
it is still possibleto offer a usefuldegreeof safetywith it.
Thebenefitsachievablehereareadirectconsequencef the
atomic broadcastwhich guaranteeshat the databasewill
not diverge amongthe replicas,causingan unwantedphe-
nomenorcalledsystendelusion[3].

We can also augmentthis approachwith the snapshot
isolationcertification. This is the caseof Oracle7’s query-
level snapshof6], wherequeriesseea committedversion
of thedatabaséut two queriesn thesamedransactionsnay
returndifferentresults.As the snapshotestis applied,up-
datingtransactionsnay abort. This correspondso safety
andlivenesglegreel.

4.6. Trading Livenessfor Safety

Figure3 summarisethe protocolsdescribedn this sec-
tion andtheir characteristics.The transaction-leel snap-
shotimplementedy Oracle? offerssafetyandlivenesgsle-
gree2. Consideringthatthe executionof read-onlytrans-
actionsin suchervironmentwould alsobe serializablewe
couldalsoclassifyit assafety3 for read-onlytransactions.
The samehappendor Oracle7 query-level snapshotthat
hassafetyandlivenessdegreel, but read-onlytransaction
will neverbeabortecandsohaveahigherdegreeof liveness
(degree2).

As shawn in [4], transactiongancoexist usingdifferent
levelsof isolation(safety). Transactiongxecutingin lower
levels may producebaddatafor transactiorin upperones,
andthis hasto be regulatedby the user In suchscenar
ios, read-onlytransactionsfor example,might executein
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Figure 3. The trade-off safety vs.liveness

a corvergenceonly fashionwithout incurring ary addition
overheadwith tests.

5. Concluding Remarks

This papercontritutesto the definition of a setof relia-
bility propertiesto characteriselatabaseeplicationproto-
cols. The propertieswve introduce calledlivenessdegrees
expressheexpectatiorthattheuserof areplicateddatabase
systenmight have abouttheterminationof his transactions
(despiteconcurreng andfailures).Whendefiningourlive-
nessdegreeswe wereinspiredby the safetydegreesintro-
ducedby Gray et al. (also called isolation degrees[4]),
which expressthe expectationthat the userof a database
systenmighthave abouttheconsisteng of histransactions.

The reliability of a databasereplication protocol can
hencebe accuratelycharacterisedvith a livenessand a
safetydegree. Given suchcharacterisationpne cancom-
pareexisting databaseeplicationprotocols,and point out
interestingtrade-ofs betweenlivenessand safety proper
ties. We have presentedh genericframevork that simpli-
fiesthis comparisontaskby abstractingseveralwell known
replicationprotocols,n arealistic(deferredupdatetransac-
tion) model,wherethe protocolsintroducethe samecom-
municationoverheadln this sensepurframework leadsto
afair comparisoramongthereplicationprotocolswe have
presented.

As we mentionedearlier our work canbe viewed asa
first attemptto characteriséivenesdn replicateddatabase
systems, beyond the simple transaction blocking/non-
blocking distinction. In fact, a lot of work is still to be
doneto identify trade-ofs in replicationprotocolsinvolv-

ing safety livenessand performance.For instance,n the

framewvork we have consideredpur liveness/safetyrade-
off doesnot affect performancesn termsof remotecom-

munications Onecoulddiscusperformanceptimisations
andtheir impacton livenessand safetydegrees. Further

more, besidesthe threelivenessdegreeswe consider we

couldcomeupwith otherdegreessuchasonestatingthata

transactioris ensuredo eventuallycommit(i.e., evenafter
successie aborts).
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