
Third International Workshop on
Distributed Event-Based Systems

DEBS 2004

May 24–25, 2004
Edinburgh, Scotland, UK



Workshop Organization

Program Co-Chairs

Antonio Carzaniga
University of Colorado, USA

Pascal Fenkam
Vienna University of Technology, Austria

Program Committee

Bernhard Aichernig
United Nations University, Macau
Jean Bacon
University of Cambridge, UK
Gianpaolo Cugola
Politecnico di Milano, Italy
Juergen Dingel
Queen’s University, Canada
Gabi Dreo-Rodosek
Leibniz Supercomputing Center, Germany
Schahram Dustdar
Caramba Labs, Austria
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Industrial Challenges in Working with Events

Petre Dini
Cisco Systems, Inc., USA, and Concordia University, Canada

Event-based systems, event-driven management systems, event-based applications, publish/subscribe systems,
content-based networking, event-processing, incident handling events, intrusion detection events, application-
related events, configuration-change events, and other similar event-based expressions capture so much semantic
and complexity that each in turn deserves a special presentation. There is a growing consensus between practition-
ers and scientists on event taxonomy, event processing operations (filtering, correlating, aggregation, etc.), tem-
poral representation, and the system requirements to receive, subscribe, process, and deliver events. Nonetheless,
the hot industrial challenges in management systems to producing, handling and reacting to events are shadowed
by very simple problems that are yet unsolved problems across the industry. These problems are in the definition,
interoperability, and implementation.
This talk will briefly illustrate several angles of current concerns, through use cases covering device instrumen-
tation, network protocols, domain-oriented application, and management applications. The declared target is to
identify challenges and raise appropriate questions, open to a large debate. Some issues may have immediate and
simple solutions; others may be simply postponed, due to the lack of feasible and testable solutions.
At the device instrumentation level, we will tackle the loose and strong events forms, and their related notions of
simple, complex, and preprocessed events, with examples from Syslog-based and SNMP-based systems. Issues
related to the performance of parsing and tagging in normal and high speed networks will be analyzed. We
will then focus on some versioning and version conversion aspects concerning SNMP-events’ OIDs and naming,
the inconsistency in definition/implementation of mandatory/optional recommendations, and the reliability and
scalability in event systems at this level.
Generic concerns relate to the temporal issues. In general, multiple timestamps make event processing difficult.
On the other hand, some device types may not have clocks at all., and some types of networks may well tolerate
delays and clock inconsistencies. A uniform representation of the timestamps, which is still under consideration
in standards, will be briefly discussed.
Linking the events to the system behavior raises the problem of a common syntax, if not a common semantic.
Alternatively, event conversions and format translations are needed. Domain-oriented events are the most chal-
lenging for system interactions and event processing, as we count a growing number of heterogeneous formats
covering intrusion detection, accounting, fault, performance, incident, vulnerability, state change, etc. The mes-
sage intended by this talk is that an educated event design and a consistent implementation could dramatically
reduce the set of real concerns, regardless of the systems used to handle (transport, process, and react to) the
events, and independent of the technology used for supporting that design (e.g., CORBA, JMS, and TIBCO).
The talk will also cover several basic solutions that are under development at Cisco Systems, Inc., and that are
intended to be ported towards standards. These solutions are especially related to reporting complex semantic
behavior, embedded preprocessing directives, and smart buffering mechanisms for reliable events.
Several remaining questions will be used as a basis for an open debate. These questions are related to the workshop
topics, but they also expand to new industrial paradigms. These paradigms, which include utility-based computing,
autonomic computing, diagnosis in-the-box, diagnosis out-of-box, adaptable applications, self-adaptable applica-
tions, and reflexive environments require a new approach to formalizing events, architecting event-based systems,
and integrating such systems. GRID systems, for example, introduce the concept of intermittent and partial be-
havior related to resource sharing, which may require a special semantic on SLA/QoS violation events. Events
related to traffic patterns and the dynamics of performance and availability changes also require particular metrics
and processing. Another hot area, quite poorly covered in terms of event-related requirements, is MPLS OAM and
all aspects related to MPLS VPN. The talk will discuss why these areas are perceived as hot topics in industrial
research, and where the challenging issues are.

Petre Dini is a senior technical leader and principal architect with Cisco Systems, Inc., being responsible
for policy-based strategic architectures and protocols for network management, QoS/SLA, performance, pro-
grammable networks and services, provisioning under QoS constraints, and consistent service manageability.
He’s industrial research interests include mobile systems, performance, scalability, and policy-related issues in
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GRID networks. He’s also working on particular issues in multimedia systems concerning traffic patterns and se-
curity. He worked on various industrial applications including CAD/CAM, nuclear plant monitoring, and real-time
embedded software. In early 90’s he worked on various Pan-Canadian projects related to object-oriented manage-
ment applications for distributed systems, and to broadband services in multimedia applications. As a Researcher
at the Computer Science Research Institute of Montreal he coordinated many projects on distributed software and
management architectures. In this period he was an Adjunct Professor with McGill University, Montreal, Canada,
and a Canadian representative in the European projects. Since 1998 he was with AT&T Labs, as a senior technical
manager, focusing on distributed QoS, SLA, and Performance in content delivery services.
Petre is the IEEE ComSoc Committee Chair of Dynamic Policy-Based Control in Distributed Systems, and in-
volved in the innovative NGOSS industrial initiative in TeleManagement Forum. Petre is also a Rapporteur in
Study Group 4 at ITU-T. He has been an invited speaker to many international conferences, a tutorial lecturer,
chaired several international conferences, and published many technical papers.
He is currently an Adjunct Professor at Concordia University, Montreal, Canada, a Senior IEEE member, and
an ACM member. He recently founded IARIA, a non-profit organization for promoting new ideas and bridging
scientific events across the world.
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A Self-Organizing Crash-Resilient Topology Management System
for Content-Based Publish/Subscribe

R. Baldoni, R. Beraldi, L. Querzoni and A. Virgillito
Dipartimento di Informatica e Sistemistica

Universit̀a di Roma “La Sapienza”
Via Salaria 113, 00198, Roma, Italy

email:{baldoni, beraldi, querzoni, virgi}@dis.uniroma1.it

Abstract

Content-based routing realized through static networks
of brokers usually exhibit nice performance when sub-
scribers with similar interest are physically close to each
other (e.g. in the same LAN, domain or in the same ge-
ographical area) and connected to a broker which is also
nearby. If these subscribers are dispersed on the Inter-
net, benefits of such routing strategy significantly decrease.
In this paper we present a Topology Management System
(TMS), a component of a content-based pub/sub broker. The
aim of a TMS is to mask dynamic changes of the brokers’
topology to the content-based routing engine. TMS relies on
a self-organizing algorithm whose goal is to place close (in
terms of TCP hops) brokers that manage subscribers with
similar interests keeping acyclic the topology and without
compromising network-level performance. TMS is also re-
silient to broker failures and allows brokers join and leave.

1. Introduction

Content-based publish/subscribe (pub/sub) communica-
tion systems are a basic technology for many-to-many event
diffusion over large scale networks with a potentially huge
number of clients. Scalable solutions are obtainable only
deploying a distributed event system made up of a large
number of cooperating processes (namely brokers) forming
a large scale application level infrastructure.

Current state-of-the-art content-based systems ([3], [4],
[6] and [10]) work over networks of brokers with acyclic
and static topologies. These systems exploit the content-
based routing algorithm (CBR) introduced in SIENA [3]
for efficient event diffusion. By making a mapping between
the brokers’ topology and the subscriptions present at each
broker, CBR avoids an event to be diffused in parts of the

network where there are no subscribers interested in, thus
reducing the number of TCP hops experienced during the
event diffusion toward all the intended subscribers. How-
ever, such a filtering capability performs at its best only
when each broker presents a high physical similarity among
its subscriptions (i.e., all subscribers sharing similar inter-
est are physically connected to the same broker). On the
contrary, when subscribers sharing similar interests are con-
nected to a dispersed subset of distinct brokers, which are
far from each other in terms of hops, the performance gain
obtained using the CBR algorithm, with respect to an algo-
rithm that simply floods the network with events, becomes
negligible. Therefore such performance gain depends from
the distribution of the subscriptions in the brokers’ network,
which is usually not under control.

In this paper we present a self-organizing topol-
ogy management system (TMS) for content-based pub-
lish/subscribe. TMS encapsulates all the logic associated
with the management of a dynamic network of brokers. The
main aim of a TMS system is to put a CBR algorithm work-
ing at its best condition of efficiency. Therefore, TMS dy-
namically rearranges TCP connections between pair of bro-
kers in order to put subscribers sharing similar interests as
close as possible, even though they are connected to distinct
brokers, thus creating the conditions for a reduction of TCP
hops per event diffusion. Unfortunately, on TCP/IP net-
works reducing an application level metric (like TCP hops)
can lead to poor performance at the network level. TMS
exploits network-awareness capabilities to ensure that a re-
configuration is made permanent only if it does not harm
network-level performance.

TMS also includes a module to heal the network after
joining/leaving/crashing of brokers in order to maintain an
acyclic topology. In general, such a reconfiguration is con-
fined in the neighborhood of the failed node. In this sense,
the system provides local self-healing capabilities. Let us
finally remark that content-based systems like ([3], [4] and
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[6]) require human intervention whenever the brokers’ net-
work topology has to be changed in order to add or remove
brokers.

In the rest of this paper we give a general overview of
the TMS, explaining its features. The paper is structured
as follows. Section 2 presents the general architecture of
a content-based publish/subscribe system. Section 3 de-
scribes the internal architecture of our new Topology Man-
agement System. Section 4 describes the details of the
algorithms used to handle topology maintenance and self-
organization. Section 5 compares our work with the related
works in this research area. Finally, Section 6 concludes the
paper.

2. Content-Based Pub/Sub Background

This Section defines the key concepts related to a
content-based publish/subscribe system and the architecture
of a generic broker. Such a system manages subscriptions
and events defined over a predetermined event schema, con-
stituted by a set ofn attributes. An event is a set ofn values,
one for each attribute, while a subscription is defined as a
set ofconstraintsover attributes.

A content-based pub/sub system is structured as a set
of processes, namelyevent brokers, {B1, .., BN} intercon-
nected through transport-level links which form an acyclic
topology. In particular each broker maintains a set of open
connections (links) with other brokers (its neighbors). The
link connecting brokerBi with brokerBj is denoted asli,j
or lj,i. Each broker may have only a bounded number of
neighbors (its maximum fan-outF ) to ensure that the num-
ber of concurrent open connections does not harm process
performance.

The internal architecture of a generic broker is depicted
in figure 1; each broker is composed by five components:

Subscription table. This table contains all the subscrip-
tions issued by subscribers to the broker. We define as the
zone of interestof a brokerBi, denotedZi, the union of all
local subscriptions atBi.

Pub/Sub manager. A broker can be contacted by clients,
that, depending on their role, can be divided insubscribers
or publishers. Publishers produce information by firing
events to one of the brokers, while subscribers express their
interests for specific events by issuing subscriptions to one
of the brokers. The Pub/Sub manager has the responsibility
of managing message exchanges with clients (i.e. publish-
ers and subscribers). Subscriptions received by subscribers
are inserted in the subscription table, while events received
by publishers are passed to the CBR engine. The Pub/Sub
manager is also responsible of matching events received
by the network (and passed to it by the CBR engine) with
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Figure 1. A generic broker architecture

local subscriptions contained in the subscription table, in
order to notify the corresponding subscribers.

Routing table. This table stores a local view of both the
the broker’s network topology and the global subscription
distribution. Specifically, the number of entries of the
routing table at brokerBi is equal to the number ofBi’s
neighbor brokers. Each entry provides the zone of interest
advertised by the corresponding neighbor node. For exam-
ple letBj be a neighbor ofBi. The zone of interest stored
into the row associated withBj in Bi’s routing table rep-
resents the union of all zones of interests behind the linkli,j .

CBR engine. This component implements the content-
based routing algorithm (CBR) for acyclic peer-to-peer
topologies introduced in SIENA [3]. It has two main func-
tions that read and update the routing table: forwarding of
events and updating of the zone of interests of each broker.

Each time an evente is received by the broker either from
its local publishers (via the Pub/Sub manager) or from a
link, this component forwardse only through those links
which can lead to potentiale’s subscribers. In this case
we say thatBi acts as aforwarder for e. Moreover we
definepure forwarder, a forwarder broker which hosts no
subscriptions matching the evente. Forwarding links are
determined by the CBR engine from the routing table, by
matching the event against the entries contained in it.

When a new subscriptionS arrives at the pub/sub
manager broker ofBi, if S is not a subset ofZi, it is first
added to the Subscription table and then spreaded toBi’s
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neighbors via the CBR engine. When a CBR component
of a brokerBj becomes aware ofS through a message
received from one of its incoming TCP links, namelyl,
it updates the row of its routing table by addingS to the
l’s entry in the routing table. Note that only the zone of
interest can be changed by the routing protocol.

Network Interface. This component manages all the low
level network-related issues. Different implementations can
be used to let the broker work on different types of network.

While the first three components constitute the core of
the pub/sub engine, the routing table can be considered the
distributed representation of the brokers’ network. In this
sense we define it as the Topology Management System
(TMS) of the broker. For a simple content-based pub/sub
broker based on a static and acyclic network topology, like
the one depicted in figure 1, the TMS is reduced to a single
data structure, i.e. the routing table. Due to the absence of
“active components” inside the TMS, this type of systems
require human intervention in order to modify the network
topology (adding or removing entries inside the routing ta-
ble).

3. A TMS Architecture

This Section describes the internal architecture of a
novel Topology Management System for Content-based
Publish/Subscribe. Our TMS is capable of adding au-
tomatic network management, failure resiliency and self-
organization to a plain CBR-routing algorithm. This is done
by a set of components that update transparently the set of
neighbors of a brokerBi by modifying the number of rows
and/or the content of a row in the routing table.

The architecture of the TMS at brokerBi is depicted in
figure 2; we added three main active elements to the simpler
TMS shown in the previous figure (a detailed description
of each of these components can be found in Section 4.1):

Broker join manager. This component is used byBi to
manage a new brokerBj trying to join the network. The
algorithm used by this component (i) tries to obtain a fair
distribution of the brokers over the whole network and (ii)
updatesBi’s routing table as soon asBi acceptsBj as a
new neighbor.

Broker leave manager. This component is used byBi
to manage brokers that want to leave the network and
maintain the network healthiness through algorithms that
handle broker crash failures. In order to reach this last goal,
the component incorporates an eventually perfect failure
detector based on heartbeats. The algorithm ensures that
the topology remains acyclic without partitioning despite
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Figure 2. A crash-resilient self-organizing
broker architecture

broker crash and/or leave. Each neighbor of the failed
broker, sayBj , has to cooperate with the rest ofBj ’s
neighbors to consistently modify its local routing table.

Self-organization engine. This component implements
a self-organization algorithm capable of increasing CBR
performance through topology reconfiguration of the
brokers’ network. Each reconfiguration tends to place
close to each other, in terms of TCP hops, brokers whose
zone of interests are very similar in order to reduce as
much as possible the number of pure forwarder. However,
a reduction of TCP hops does not always leads to better
network level performance (for example establishing a TCP
connections between two brokers with a narrow bandwidth
can decrease the performance of the overall system even
though these brokers share a large zone of interest). There-
fore this component embeds a network-awareness module
that allows topology reconfigurations only if network level
performance are not severely harmed.

It is important to remark that TMS varies the number
of entries in the routing table transparently wrt to the CBR
engine; a cooperation between TMS and the CBR can how-
ever increase the performance of the pub/sub system.
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4. A Detailed View of the TMS

4.1. Broker Join

A broker joining the system is added as a new neighbor
to one already in the system. The join algorithm ensures a
fair distribution of the brokers inside the network (i.e, new
brokers are added with higher probability to brokers having
a small number of neighbors). Moreover, it ensures that the
number of connections handled by each broker is always
bounded. When a new brokerBj wants to join the sys-
tem, it starts contacting a broker randomly chosen among
the ones already in the system. A broker receiving a request
can choose to accept or forward it to its neighbors (one at
a time, with the eventual exclusion of the broker it received
the request from). A join request is accepted by a broker
Bi with probabilityp = F−|Ri|

F , where|Ri| is the number
of rows inBi’s routing table. This ensures that the number
of neighbors for a broker does not exceeds the maximum
allowed. When a brokerBi accepts a join request, it adds
a new entry forBj to its routing table and sends toBj the
union of its zone of interestZi with all the zones covered
by its links. This zone is added byBj to its routing table,
associated to the newly created link.

4.2. Broker Leave and Failures

A broker may leave the network voluntarily or if a fail-
ure occurs. We assume that brokers can fail by crashing,
that they can fail only one at a time, and that the failure of a
broker is eventually detected by all its neighbor brokers (us-
ing well-know failure detection techniques, like heartbeats).
Moreover, a non-faulty broker can be erroneously detected
as faulty by its neighbors only for a finite amount of time.

The leave-handling protocol must ensure that after a bro-
ker leaves, the global properties of the brokers’ network are
maintained, i.e. new connections have to be established,
such that the network topology remains acyclic. Moreover,
the state of the routing tables must be kept consistent re-
moving the subscriptions that were hosted by the leaving
broker and adding the newly created paths. We will present
the protocol in the following by referring to Figure 3.

The leave-handling protocol requires an additional data
structure at each broker. A brokerBi maintains aneighbors
list NLj for any of its neighborsBj . This is an ordered list
containing all the brokers that are neighbors forBj . Figure
3(a) shows the neighbors listNL3 of BrokerB3, contained
in each of its neighbors. Neighbor lists are updated at each
new brokers join or leave.

If a brokerBj leaves the network voluntarily, it sends
a disconnection message to all its neighbors, while if it is
faulty, it simply stops sending heartbeats. In both cases each
broker inNLj will eventually become aware ofBj leave

B2

B3

B1

N1

N2

B4

N4

 NL3:B 1,B 2,B 4

(a)

B2

B3

B1

N1

N2

B4

N4

RTUPD(Z(B4),Z(N 4))

RTUPD(Z(B1),Z(N 1),Z(B 2),Z(N 2))

RTUPD(Z(B2),Z(N 2),Z(B 4),Z(N 4))

RTUPD(Z(B1),Z(N 1))

(b)

Figure 3. Managing Fault of a Broker

and will request a new connection to the broker following
itself in NLj . Each brokerBi ∈ NLj receiving a con-
nection request from the preceding broker inNLj (with the
exception of the first broker inNLj) will accept the connec-
tion and test ifBj has actually left the network; if this is the
caseBi will issue a connection request to the next broker
in NLj . When a connection request reaches the last broker
in NLj , a new path connecting all brokers previously con-
nected byBj has been created. Consider the Figure 3(b).
If the brokerB3 leaves the network, eventually the connec-
tions shown as dashed lines will be set up. It may happen
that a broker is erroneously suspected as faulty by some of
its neighbors. A brokerBi suspecting a fault in one of its
neighborsBj , sends it a disconnect message before starting
the protocol, forcing the link tear down.

At this point, routing tables have to be repaired. This
means (i) deleting all the subscriptions that previously be-
longed toBj on allBi’s outgoing links, except the one con-
necting toBi and (ii) updating the routing tables on all the
newly created links.

As far as the latter point is concerned, two route up-
date messages are generated. The first one is generated
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by the broker that started the reconstruction procedure, say
nodeB′, and the other by the one that ended the procedure,
say nodeB′′. B′ sends its message towardB′′ and vice
versa. Each message is forwarded by all brokers inNLj ,
before reaching the destination. Before forwarding the up-
date message to the destination, each broker adds its local
subscriptions and the zones of interest of its other links to
it. Figure 3(b) shows the details of the route update mes-
sages (RTUPD) sent by each broker. The routing table up-
date involves only the neighbors of the faulty brokers with-
out impacting on other parts of the network. In order to
avoid message losses all events and subscriptions in transit
while repairing the topology are buffered until the repairing
process is completed. It is important to point out that the
fan-out constraints could be altered after a broker leave. A
neighbor of a leaving node (with the exception of first and
the last in the neighbors list) opens two new connections,
indeed, while dropping only one, thus possibly reaching a
number of open connections which is higher than its maxi-
mum fanout.

4.3. Subscription-Aware Self-Organization

Our self-organization component works in synergy with
the content-based routing algorithm (i.e., it can read the
CBR table and modify it after the self-organization) but
its actions are totally transparent to it. In the following we
describe the various aspects involved in self-organization.

Cost Metrics. The main target of the self-organization
is to do its best to avoid the presence of pure forwarders
during event diffusion due to the fact that a pure forwarder
adds a useless TCP hop to the event diffusion path. This
is done through a reorganization of the brokers’ network
with the aim of minimizing the TPC-hops experienced by
an event to reach all its intended destinations. Lowering
the number of TCP hops has a positive impact on the
scalability of the system: each broker has to process
a lower number of messages, and this leads to lower
costs for events matching and forwarding. However, it
is important to remark that reducing the TCP hops per
notification diffusion through a topology rearrangement
not necessarily leads to an equal improvement on network
level metrics such as IP hops, latency and bandwidth.
In other words, an efficient topology configuration wrt
TCP hops could exhibit very poor performance wrt, for
example, IP hops. Then, our self-organization component
takes into account network-level metrics in order to decide
if a new connection can lead to a non-efficient network path.

Measuring Subscription Similarity: the Associativity
Metrics. Defining subscription similarity in a content based
system can be very difficult due to the very generic language

used for subscriptions. We introduce an associativity met-
ric which measures the similarity between the interests of
two brokers. In a former version of the self-organization al-
gorithm, we exploited the geometric interpretation of sub-
scriptions to compute associativity, starting from the ge-
ometrical intersection of the hyper-rectangles representing
brokers’ subscriptions. However, the method used to mea-
sure these intersections introduces a significant computa-
tional overhead and it is not straightforwardly extensible to
operators such as prefixes and wildcards.

In this paper we introduce a novel solution for comput-
ing associativity, which is based on statistics over events re-
ceived by each broker. A brokerBi maintains the historyHi

of the lastn received events. Note that, due to the features
of the CBR algorithm, histories of distinct brokers usually
are completely different. Any event inHi that matches a
subscription ofBi is included in another listM(Hi). Asso-
ciativity of a brokerBi with respect to another brokerBj ,
denoted asAS(j)i is computed as the percentage of events
matched byBi that are also matched byBj :

AS(j)i = |M(Hi) ∩M(Hj)|

We can also define the total associativity at a broker B
(AS(B)), as the sum of the associativity among the bro-
ker and all its neighbors and, finally, the associativity of the
whole system (AS) as the sum of associativity of all the
brokers.
Self-Organization Algorithm. The algorithm follows this
basic simple heuristic: each brokerB tries to rearrange the
network in order to obtain an increment of its associativity
AS(B) while not decreasingAS. In the following we give
a quick sketch of the algorithm; a complete specification,
along with implementation details and experimental results,
can be found in [1].

A self-organization is triggered by a brokerB when it
detects (through the reading of the CBR tables) that there
can be a brokerB′, not directly connected toB, that can
increase its associativity. The aim of the self-organization
is: (i) to connectB to B′ and (ii) to tear down a link in
the path betweenB andB′ in order to keep the topology of
the network acyclic (a requirement of the CBR algorithm).
The algorithm does its best to select the link in the path be-
tweenB andB′ such that the two brokers it connects have
the lowest associativity. Self-organization takes place only
if it leads to an increase ofAS and this, as confirmed by
experiments, means increasing the probability that two bro-
kers with common interests are placed close in the network.
Network-level performance is accounted in the algorithm
following this simple principle: self-organization can occur
only with those brokers whose network-level distance with
the source broker is less than a reference valued. In other
words, a brokerB starting the reconfiguration will choose
as its new neighbor the most similar one having a network

7



distance from it in the range delimited byd. Network dis-
tance can be measured indifferently with any metric, either
IP hops or latency or bandwidth, depending on the specific
requirements of the application.

5. Related Work

Several content-based pub/sub systems have been pre-
sented in the literature. Early content-based systems, such
as SIENA [3] or Gryphon [2] did not provide any form of
self-organization. The creation and the maintenance of the
topology is left to the user. Peer-to-peer overlay network in-
frastructures, such as Pastry [9] and Tapestry [12] exploits
self-reconfiguration capability for fault-tolerant routing and
for adjusting routing paths with respect to metrics of the
underlying network. Overlay network infrastructures rep-
resent a general connectivity framework for many classes
of peer-to-peer applications, including publish/subscribe.
For example, Scribe [8] and Bayeux [11] are two topic-
based publish/subscribe systems built on top of two overlay
network infrastructures (respectively Pastry and Tapestry).
Only recently in ([7] and [10]) the same idea is being ap-
plied to two content-based systems.

None of the aforementioned systems include a
subscription-driven self-organization mechanism. A
reconfiguration algorithm similar to the one included in our
TMS is described in [5]. Authors assume that some link
may disappear and others appear elsewhere, because of
changes in the underlying connectivity (this is the case, for
example, of mobile ad-hoc networks). “Reconfiguration” in
this case means fixing routing tables entries no longer valid
after the topology change. In contrast, in our approach
we induce a reconfiguration to create more favorable
conditions for event routing.

6. Conclusions and Future Work

In this paper we presented a crash-resilient, self-
organizing Topology Management System for content-
based publish/subscribe. TMS masks topology changes to
the content-based routing algorithm in order to keep an
acyclic topology. TMS is self-organizing in three senses:
(i) it handles autonomically brokers joining/leaving the sys-
tem, (ii) it can self-heal the application-level network after
a broker crash and (iii) it can dynamically reconfigure the
connections among brokers in order to create paths that in-
crease the performance of content-based routing.

While the implementation of the TMS is currently un-
der development, we already did a simulation study of all
the algorithms sketched in this paper. The simulations show
how the self organization algorithm achieves significant im-
provements wrt the TCP hop metric compared to a simple

CBR and without affecting the network latency of notifi-
cations (more details can be found in [1]). Moreover the
topology maintenance algorithm allows the system to offer
self-healing properties in presence of single broker crash.
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Abstract

Content-based publish/subscribe systems offer a conve-
nient abstraction for data producer and consumers, as most
of the complexity related to addressing and routing is en-
capsulated within the network infrastructure. A major chal-
lenge of content-based networks is their ability to efficiently
cope with changes in consumer membership. In ourXNET

XML content network, we have addressed this issue by de-
signing novel algorithms to speed up subscription manage-
ment at the routers, while guaranteeing perfect routing at
all times and maintaining compact routing tables thanks to
extensive usage of “aggregation.” In this paper, we discuss
the issue of subscription management in content-based net-
works, and we specifically describe and evaluate the algo-
rithms that we have developed forXNET.

1 Introduction

In content-based publish/subscribe systems, messages
are routed on the basis of their content and the inter-
ests (subscriptions) of the message consumers. This form
of communication is well adapted to loosely-coupled dis-
tributed systems with large consumer populations, with di-
verse interests, wide geographical dispersion, and hetero-
geneous resources (e.g., CPU, bandwidth). Several tech-
niques have been proposed to implement content routing,
with various trade offs in terms of algorithmic complex-
ity, runtime overhead, or bandwidth utilization. In partic-
ular, support forperfectrouting (i.e., a message traverses a
communication link only if there is some consumer down-
stream that is interested in that message) introduces signifi-
cant management complexity at the routers in the presence
of dynamic subscription registrations and cancellations. As
a consequence, several content-based publish/subscribe net-
works do not systematically update their routing tables upon
consumer departure and let the accuracy of routing degrade
over time.

In our XNET XML content network [7], we have ad-
dressed this issue by designing novel techniques to speed up
the most time-consuming subscription management opera-

tion of the routers. Specifically, we propose algorithms that
allow routers to quickly determine the “covering” relation-
ships between an incoming subscription and all the entries
of their routing table. Covering relationships are at the core
of subscription aggregationmechanisms, which help limit
the size of routing tables and hence improve the efficiency
of the filtering engine while ensuring perfect routing. Al-
though the algorithms presented in this paper have been de-
signed for XPath tree-structured subscriptions, they can be
readily applied to other subscription language with similar
characteristics. Experimental evaluation demonstrates that
these algorithms are highly efficient even when the number
of subscriptions in the routing table grows very large.

2 Related Work

Several publish/subscribe systems implement some form
of distributed content based routing, most notably IBM
Gryphon [2], Siena [3], and Jedi [10]. These systems adopt
various approaches to subscription management.

IBM Gryphon [2] uses a distributed filtering algorithm
based on parallel search trees maintained on each of the bro-
kers to efficiently determine where to route the messages.
The system implements perfect routing and supports sub-
scription registrations and cancellations; in fact, registering
(canceling) a subscription reduces to inserting (removing)
it from the search tree and is thus an efficient operation.
However, to maintain and update the parallel search tree,
each broker must have a copy of all the subscriptions in the
system. As a consequence, this approach may not scale well
to large and highly dynamic consumer populations.

Siena [3] also uses a network of event servers for
content-based event distribution, and relies upon a routing
protocol most similar to ours, but with limited support for
subscription cancellation. In a recent paper [4], the authors
of Siena introduce a novel routing scheme for content-based
networking based on a combination of broadcast and selec-
tive routing. Subscription management is simple and effi-
cient but the system does not guarantee perfect routing, in
the sense that consumers may receive messages that they
are not interested in. The authors have addressed this issue
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by having routers periodically request for the routing table
of other routers.

JEDI [10] proposes several variations for routing events
among its networked event servers; in particular, with the
hierarchicalapproach, subscriptions are propagated upward
a spanning tree and messages are propagated both upward
and downward to the children that have matching subscrip-
tions. Subscription management is simple and efficient, but
this approach may lead to large routing tables at the root and
unnecessary propagation of events upward the tree.

Our subscription containment and matching techniques
are related to the widely studied problem of pattern and
regular expression matching. There exists several indexing
methods to speed up the search of textual data with regular
expressions, like the bit-parallel implementation of NFA [1]
and suffix trees [14]. In [6], the authors have addressed the
reverse indexing problem of retrieving all the regular ex-
pressions that match a given string. They propose RE-Tree,
an index structure to quickly determine the regular expres-
sions that match a given input string, by focusing the search
on only a small fraction of the expressions in the database.

In [12], Tozawa and Hagiya present a containment
checking technique for XML schemas, which is based on
binary decision diagrams. Little work has been done on the
problem of containment checking for tree-structured XPath
expressions. In fact, the problem has been shown to be
coNP-complete [11]. A sound but non-complete algorithm
has been proposed in [5] to determine whether a given tree-
structured subscription covers another subscription, but it
does not address the problem of covering relationships be-
tween large sets of subscriptions.

3 System Overview
This section gives an overview of the XNET content

routing network. We also briefly describe its most essential
mechanisms, which are relevant for the rest of the paper.
More details can be found in [7].

System Model and Definitions. XNET is a distributed
publish/subscribe system which consists of a collection of
content-based routers (or nodes) organized in an overlay
network. Each node routes the messages based on its lo-
cal knowledge of the consumer subscriptions and the actual
content of the messages.

Each data consumer and producer is connected to some
node in the network; we call such nodesconsumerandpro-
ducernodes. We assume that all routers know their neigh-
bors, as well as the best paths that lead to each producer.
We also assume that the number and location of the pro-
ducer nodes is known. From the point of view of a router,
this amounts to knowing which neighbors lead to some pro-
ducer. The consumer population can be highly dynamic and
does not need to be known a priori. The most recent imple-
mentation of our routing protocol, XROUTE, handles mul-

tiple producers [8]; for the sake of simplicity, however, we
only consider networks with a single producer in this paper.

Each node has a set oflinks, or interfaces, that connects
the node to its direct neighbors. We assume that there exists
exactly one interface per neighbor, and that communication
between two nodes is reliable. Our system also incorpo-
rates fault-tolerant mechanisms to handle both transient and
permanent failures.

<Quotes>
<Stock>

<Symbol>DEF</Symbol>
<Price>34.1</Price>

</Stock>
<Stock>

<Symbol>GHI</Symbol>
<Price>11.5</Price>

</Stock>
</Quotes>

(a)

Stock

PriceSymbol

//

="GHI" >"15"

(b)

Figure 1: (a) A sample XML document describing two stock
quotes. (b) Tree representation of a sample XPath subscrip-
tion (//Stock[Symbol="GHI"][Price>15] ) that does not
match the XML document.

XNET was designed to deal with XML data, thede
facto interchange language on the Internet. Producers can
thus define custom data types and generate arbitrary semi-
structured events, as long as they are well-formed XML
documents.

Consumer interests are expressed using a subscription
language. Subscriptions allow to specify predicates on the
set of valid events for a given consumer. XNET uses a sig-
nificant subset of the standard XPath language to specify
complex, tree-structured subscriptions [13].

An XPath expression contains one or morelocation
steps, separated by slashes (/ ). In its most basic form, a
location step designates an element name followed by zero
or more predicates specified between brackets. Predicates
generally specify constraints on the presence of structural
elements, or on the values of XML documents using ba-
sic comparison operators. XPath also allows the use of
wildcard (* ) and ancestor/descendant (// ) operators, which
respectively match exactly one and an arbitrarily long se-
quence of element names. We say that an XML document
matchesan XPath expression when the evaluation of the ex-
pression on the document yields a non-null object. Figure 1
shows an XML event and an XPath subscription that does
not match the event (each branch of the subscription has a
matching node in the XML document, but the conjunctive
condition at the “Stock” node is not met).

We say that a subscriptionS1 coversor containsanother
subscriptionS2, denoted byS1 ⊇ S2, iff any event match-
ing S2 also matchesS1, i.e.,matches(S2) ⇒ matches(S1).
The covering relationship defines a partial order on the set
of all subscriptions.
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The Routing Protocol. XNET implementsperfect rout-
ing, that is, a message traverses a communication link only
if there is some consumer downstream that is interested in
that message. To do so, each node in the network maintains
in its routing table a collection of subscriptions that describe
the classes of message that its neighboring nodes are inter-
ested in. When receiving a message, a node first determines
which subscriptions of its routing table match the event; it
then forwards the message to all neighbors that have regis-
tered one of these subscriptions. Given accurate routing ta-
bles, this process ensures that a message eventually reaches
all the consumers, and only those, that are interested in that
message.

When a consumer registers or cancels a subscription, the
nodes of the overlay update their routing table accordingly
by exchanging some pieces of information that represent
the registration or cancellation of the consumer. The pro-
cess starts at the consumer node and terminates at the pro-
ducer node(s), following the shortest paths. As a conse-
quence, messages published by the producers follow the re-
verse paths of the subscriptions, along a multicast tree span-
ning all interested consumers.

The routers in our system reduce the size of their rout-
ing tables as much as possible by using elaborateaggrega-
tion techniques, which are based on the detection and the
elimination of subscription redundancies. Subscription ag-
gregation allows us to dramatically improve the routing ef-
ficiency of the system both in terms of throughput and la-
tency, because the time necessary to filter a message is pro-
portional to the number of entries in the routing tables. On
the other hand, aggregation also adds significant complexity
and overhead to the routers, because they need to identify
the covering relationships between incoming subscriptions
and all the entries of their routing tables. These manage-
ment operations were the main bottleneck of early XNET

implementations and led us to develop the techniques pre-
sented hereafter. More details about subscription aggrega-
tion and XNET’s routing protocol can be found in [7].

4 Subscription Management
Efficient subscription management is critical for the

overall performance of the system and to guarantee short
registration delays to consumers. As previously mentioned,
the cost of subscription management mainly results from
the extensive covering checks that have to be performed by
the routers when a subscription is registered or canceled.

To determine whether a given tree-structured
subscription—also called “tree pattern” henceforth—covers
another subscription, we can use the algorithm proposed
in [5], which has a time complexity ofO(|S1||S2|), where
|S1| and |S2| are the number of nodes of the two sub-
scriptions being compared.1 Obviously, when an incoming

1Note that the covering problem has been shown to be coNP-

subscription must be tested for covering against all the
other subscriptions in the routing table, iterative execution
of the algorithm is clearly inefficient. We have therefore
designed a novel algorithm, termed XSEARCH, which
efficiently identifies all the possible covering relationships
between a given subscription and a possibly large set of
subscriptions. This algorithm is described in the rest of this
section. Additional details and proofs can be found in a
companion technical report [8].

Problem Statement. Consider a tree patterns and a set
R of n tree patterns,R = {s1, · · · , sn}, which we will
refer to as the search set. Our algorithm runs in two dif-
ferent modes according to the relationships that we want to
identify. Covered modeidentifies the setR⊇ of all the tree
patterns inR that are covered bys. Cover modeidentifies
the setR⊆ of all the tree patterns inR that covers. We refer
to XSEARCH⊇ and XSEARCH⊆ as the algorithm running in
coveredandcovermode, respectively.

Definitions and Notations. Let u be a node of a tree pat-
terns; we denote bylabel(u) the label of that node and by
child(u) the set of the child nodes ofu in s. Recall that
the label of nodeu can either be a wildcard (* ), an ances-
tor/descendant operator (// ), or a tag name. We define a
partial ordering� on node labels such that ifx andx′ are
tag names, then (1)x � ∗ � // and (2)x � x′ iff x = x′.

Algorithm 1 add(s, t, u)
1: if ∃t′ ∈ child(t) such thatlabel(t′) = label(u) ands /∈ sub(t′) then
2: sub(t′) = sub(t′) ∪ s
3: else
4: createt′ ∈ child(t) such thatlabel(t′) = label(u) andsub(t′) = {s}
5: end if
6: for all u′ ∈ child(u) do
7: add(s, t′, u′)
8: end for

Factorization Trees. Our XSEARCH algorithm does not
operate directly on the set of tree patternsR, but on a “fac-
torization tree” built from the setR and defined as follows.
The factorization tree ofR, denotedT (R), is a tree where
each nodet has two attributes: a labellabel(t) similar to
that of a node of a tree pattern, and a set of tree patterns
sub(t), which is a subset ofR. The root noderT of T (R)
has no label andsub(rT ) = R. Initially, T (R) consists
of only its root noderT . We incrementally add each tree
patterns ∈ R to T (R) with the recursiveadd(s, rT , rs)
function shown in Algorithm 1, wherers is the root node
of tree patterns. The removal of a tree pattern fromT (R)
is performed in a similar manner using Algorithm 2. Note
that, to keep the presentation simple, we omitted the special

complete [11]. Our algorithm is sound but not complete, i.e., it may fail
to detect some covering relationships in rare pathological cases, but all the
relationships that it reports are correct. Consequently, a router may fail to
aggregate some valid subscriptions, but correctness is never violated.
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case of the root node of the factorization tree in the addition
and removal algorithms.

Algorithm 2 remove(s, t)
1: for all t′ ∈ child(t) such thats ∈ sub(t′) do
2: sub(t′) = sub(t′) \ {s}
3: remove(s, t′)
4: if sub(t′) = {} then
5: removet′ from child(t)
6: end if
7: end for

a

c

*

c

a

b

c a

a

b b

c a

//

b

a

b

b a

// a *

c b

c a

b

a b

s1 s2 s3 s4 s5 s6

b

{s1,s3,s4,s6,s7}{s5 }

{s5 } {s1} c{s3,s4,s6,s7}

{s3,s4} {s4 }

{s4}

{s3,s6 } {s6 }

{s2 }

{s2 }

rT

31

2
4 5

6

9

7

12

11

 8

R =

a

s7

b

{s1,s2,s3,s4,s5,s6,s7}

10

Figure 2: Six tree patterns and a corresponding factorization tree,
where a node is represented by its label. Each node is associated
with a set of tree patterns, shown between brackets.

Intuitively, a factorization tree enables us to remove the
redundancies between the tree patterns inR by “factoriz-
ing” identical branches. Thus,T (R) is a compact represen-
tation of the tree patterns inR. Figure 2 shows an example
with six tree patterns and the corresponding factorization
tree. It is important to note that the factorization tree is not
unique; depending on the insertion order of the tree pat-
terns, we can have distinct, equivalent trees. This does not
affect the correctness of our XSEARCH algorithm, nor its
performance.

The Search Algorithm. We first describe the XSEARCH

algorithm in covered mode. Consider a subscription setR
and a corresponding factorization tree,T (R). Let s be a
single tree pattern. The algorithm works recursively on the
nodes ofs. When executed with the root nodes ofT (R)
and s, XSEARCH⊇(rT , rs) returns the setR⊇ of all tree
patterns that are covered bys.

The search process is described in pseudo-code in Algo-
rithm 3. Intuitively, it tries to locate the paths inT (R) that
are covered bys; the tree patterns that the union of those
paths represent are also covered bys (lines 6 and 8). The
process is slightly more complex when encountering an an-
cestor/descendant operator (// ), because we need to try to
map it to paths of length0 (line 11) or≥ 1 (line 12).

To better illustrate the workings of the algorithm, con-
sider the example runs shown in Figure 3. Two tree pat-

terns,u and v, are matched against the factorization tree
T (R) of Figure 2 for clarity. The nodes ofu, v, andT (R)
are numbered in the figures; we refer to node numberi of
u, v, andT (R) by ui, vi, andti, respectively. The differ-
ent steps of the algorithm are detailed in the two execution
traces (the↪→ symbol represents recursive invocations of
the algorithm).

Algorithm 3 XSEARCH⊇(t, u)
1: if t is a leafthen
2: XSEARCH⊇(t, u) = ∅
3: else
4: if label(u) 6= “//′′ then
5: if u is a leafthen
6: XSEARCH⊇(t, u) =

⋃t′∈child(t)
label(t′)�label(u)

sub(t′)

7: else
8: XSEARCH⊇(t, u) =

⋃t′∈child(t)
label(t′)�label(u)

⋂
u′∈child(u)XSEARCH⊇(t′, u′)

9: end if
10: else
11: S0 =

⋂
u′∈child(u)XSEARCH(t, u′)

12: S≥1 =
⋃

t′∈child(t)XSEARCH(t′, u)

13: XSEARCH⊇(t, u) = S0 ∪ S≥1
14: end if
15: end if

Algorithm 4 XSEARCH⊆(t, u)
1: if u is a leafthen
2: XSEARCH⊆(t, u) = sub(t)
3: else
4: if label(t) 6= “//′′ then
5: if 6 ∃u′ ∈ child(u), label(u′) � label(t) then
6: XSEARCH⊆(t, u) = sub(t)
7: else
8: if t is a leafthen
9: XSEARCH⊆(t, u) = ∅

10: else
11: XSEARCH⊆(t, u) =

12:
⋂u′∈child(u)

label(u′)�label(t)

⋃
t′∈child(t) XSEARCH⊆(t′, u′)

13: end if
14: end if
15: else
16: S0 =

⋃
t′∈child(t)XSEARCH(t′, u)

17: S≥1 =
⋂

u′∈child(u)XSEARCH(t, u′)

18: XSEARCH⊆(t, u) = S0 ∩ S≥1
19: end if
20: end if

Algorithm 5 XSEARCH⊆(rT , rs)
1: XSEARCH⊆(rT , rs) = sub(t) \

⋃
t′∈child(t) XSEARCH⊆(t′, rs)

The second algorithm, XSEARCH⊆, is described in Al-
gorithms 4 and 5 and works in a very similar manner. The
major difference is that the algorithm works recursively on
the nodes ofT (R), trying to find paths ins that are cov-
ered by the tree patterns inT (R). The recursive function
in Algorithm 4 returns the subscriptions that donot cover
s. A subscriptiont coverss if each branch ofs is cov-
ered by some branch oft (line 12). Subscriptions that have
longer (line 2) or incompatible (line 6) paths cannot cover
s, whereas shorter paths (line 9) are acceptable. Finally,
when encountering an ancestor/descendant operator (// ),
we need to try to map it to paths of length0 (line 16) or
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* b

a b

vu

1

2 4

3 5

1

2

b 3

XSEARCH(rT , u1) = XSEARCH(t3, u2)∩ XSEARCH(t3, u4)
↪→ XSEARCH(t3, u2) = XSEARCH(t4, u3)∪ XSEARCH(t5, u3)∪
XSEARCH(t9, u3)

↪→ XSEARCH(t4, u3) = ∅
↪→ XSEARCH(t5, u3) = {s3, s6}
↪→ XSEARCH(t9, u3) = {s4}

↪→ XSEARCH(t3, u2) = {s3, s6} ∪ {s4} = {s3, s4, s6}
↪→ XSEARCH(t3, u4) = XSEARCH(t5, u5)∪ XSEARCH(t9, u5)

↪→ XSEARCH(t5, u5) = {s6}
↪→ XSEARCH(t9, u5) = ∅

↪→ XSEARCH(t3, u4) = {s6}

Finally: XSEARCH(rT , u1) = {s3, s4, s6} ∩ {s6} = {s6}

XSEARCH(rT , v1) = XSEARCH(t3, v2)
↪→ XSEARCH(t3, v2) = S0 ∪ S≥1
↪→ S0 = XSEARCH(t3, v3)
↪→ S≥1 = XSEARCH(t4, v2)∪ XSEARCH(t5, v2)∪ XSEARCH(t9, v2)

↪→ XSEARCH(t3, v3) = sub(t5) ∪ sub(t9) = {s3, s4, s6, s7}
↪→ XSEARCH(t4, v2) = ∅
↪→ XSEARCH(t5, v2) = S′0 ∪ S′≥1

↪→ S′0 = XSEARCH(t5, v3)
↪→ S′≥1 = XSEARCH(t6, v2)∪ XSEARCH(t7, v2)∪ XSEARCH(t8, v2)

↪→ XSEARCH(t5, v3) = sub(t6) = {s6}
↪→ XSEARCH(t6, v2) = ∅
↪→ XSEARCH(t7, v2) = ∅
↪→ XSEARCH(t8, v2) = ∅

↪→ S′0 = {s6}
↪→ S′≥1 = ∅

↪→ XSEARCH(t5, v2) = {s6}
↪→ XSEARCH(t9, v2) = S′′0 ∪ S′′≥1

↪→ S′′0 = XSEARCH(t9, v3)
↪→ S′′≥1 = XSEARCH(t10, v2)

↪→ XSEARCH(t9, v3) = ∅
↪→ XSEARCH(t10, v2) = ∅

↪→ S′′0 = ∅
↪→ S′′≥1 = ∅

↪→ XSEARCH(t9, v2) = ∅
↪→ S0 = {s3, s4, s6, s7}
↪→ S≥1 = {s6}
↪→ XSEARCH(t3, v2) = {s3, s4, s6, s7} ∪ {s6} = {s3, s4, s6, s7}

Finally: XSEARCH(rT , v1) = {s3, s4, s6, s7}

Figure 3: Two XSEARCH⊇ example runs.

≥ 1 (line 17). Note that we implicitely introduce an artifi-
cial root node in the tree-structured subscriptions (denoted
rs for subscriptions) in order to simplify the description
of the algorithm. When called with the roots of the fac-
torization tree and a subscriptions, Algorithm 5 recusively
searches for subscriptions that do not covers and return the
complement set with respect toR. Because of space limi-
tations, correctness proofs are not given here (they can be
found in [8]).

Both Algorithms 3 and 4 perform inO(|T (R)| · |s|)
time, where|T (R)| is the number of nodes in the factor-
ization tree and|s| that in the expression being tested. This
quadratic time complexity is due to the fact that each node
in T (R) ands is checked at most once. As for the space
complexity, the size of the factorization treeT (R) grows
linearly with the number of tree patterns in the search setR.
However, by construction, the factorization tree typically
requires much less space than would be needed to maintain
the whole search setR, that is,|T (R)| �

∑
si∈R |si| when

|R| grows to large values.

5 Performance evaluation
Experimental Setup. To test the effectiveness of our sub-
scription management techniques, we have conducted sim-
ulations using real-life document types and large numbers
of subscriptions. We have generated realistic subscription
workloads using a custom XPath generator that takes a Doc-
ument Type Descriptor (DTD) as input and creates a set of
valid XPath expressions based on a set of parameters that
control: the maximum heighth of the tree patterns; the
probabilitiesp∗ andp// of having a wildcard (* ) and an-

cestor/descendant (// ) operators at a node of a tree pattern;
the probabilitypλ of having more than one child at a given
node; and the skewθ of the Zipf distribution used for select-
ing element tag names. For our experiments, we generated
sets of tree patterns of various sizes, withh = 10, p∗ = 0.1,
p// = 0.05, pλ = 0.1, andθ = 1. We used the widely-used
NITF (News Industry Text Format) DTD [9] as the input
DTD of our XPath generator. All the algorithms were im-
plemented in C++ and compiled using GNU C++ version
2.96. Experiments were conducted on 1.5 GHz Intel Pen-
tium IV machines with512 MB of main memory running
Linux 2.4.18.

XSEARCH Efficiency. We evaluated the efficiency of the
XSEARCH algorithm for search sets of different sizes. For
this experiment, we considered search sets with unique sub-
scriptions, that is, a given subscription does not appear more
than once in a set. Indeed, in a given router, XSEARCH

is used to determine the covering relationships between a
given subscription and the subscriptions in the routing ta-
ble, which are all unique.

For each search set, we generated1, 000 additional sub-
scriptions and, for each of them, we measured the time
necessary to determine the subset of the subscriptions that
cover, and are covered by, that subscription. For compari-
son purposes, we have also measured the efficiency of the
XSEARCH algorithm against sequential execution of the
containment algorithm of [5], which we callLinear.

Figure 4 shows the average search time of the XSEARCH

algorithm. It appears clearly thatXSearch is extremely ef-
ficient. Even for very large search sets, we can expect an
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Figure 4: Average search time for the XSEARCH algorithm.

average search time of less than50 ms. In comparison, the
Linear algorithm yields to search times that are systemati-
cally more than two orders of magnitude higher. This result
is not surprising, as theLinear algorithm needs to evaluate
the entire subscription setR while XSearch only searches
through the factorization tree, which is much smaller by
construction.

The second variant of the algorithm,XSearch⊆, tends
to be slightly less efficient thanXSearch⊇ for large con-
sumer populations. We can explain this observation by the
fact that, on average, theXSearch⊆ algorithm necessitates
deeper traversals of the factorization tree.

Size of search set 1,000 2,000 5,000 10,000

XSEARCH⊇ 0.23 0.45 1.17 2.41

XSEARCH⊆ 0.28 0.53 1.30 2.57

Table 1: Average search time of XSEARCH in ms.

One should note that, in practice, the sizes of the rout-
ing tables rarely exceed1, 000 entries, even for very large
consumer populations, thanks to subscriptions aggregation.
For completeness, we show in Table 1 the absolute aver-
age search time of XSEARCH for search sets of small sizes,
which are most relevant in the context of content-based
routing.

|R| 1,000 2,000 5,000 10,000 20,000 50,000 100,000∑
si∈R |si| 7.6 15.8 42.1 88.1 183.3 481.8 998.6

|T (R)| 1.9 3.6 8.2 15.1 28.1 62.1 112.6

Table 2: Space requirements for a given subscription populationR
and its factorization treeT (R), in thousands of nodes.

Space Efficiency. We have experimentally quantified the
space requirements of the factorization tree with subscrip-
tion sets of various sizes. The results in Table 2 confirm
that the number of nodes in the factorization tree is indeed
notably smaller than the sum of the nodes of the individual
subscriptions.

6 Conclusion
We have described the subscription management tech-

niques that we implemented in our XNET content routing
network. These techniques rely on XSEARCH, an algo-
rithm that determines the covering relationships between
subscriptions, to efficiently process consumer registrations
and cancellations. By capitalizing the performance of this
algorithm, our content-based publish/subscribe system can
maintain compact routing tables (for improved routing per-
formance) while ensuring perfect routing (for bandwidth ef-
ficiency) at all time. Although described in the context of
content-based routing and XPath, the XSEARCH algorithm
can be readily used with similar subscription languages or
to address different data management problems.
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Abstract

Content-based publish/subscrbe systems provide an use-
ful alternative to traditional address-based communication
due to their ability to decouple communication between
participants. It has remained a challenge to design a scal-
able overlay supporting the complexity of content-based
networks, while satisfying the desirable properties large
distributed systems should have. This paper presents a new
peer-to-peer overlay called HOMED for distributed pub-
lish/subscribe systems. It can construct a flexible and ef-
ficient event dissemination tree by organizing participants
based on their interest. The delivery depth of an event
as well as subscribing/unsubscribing overhead scales loga-
rithmically with the number of participating nodes.

1. Introduction

Publish/subscribe has become increasingly popular in
building a large-scale distributed systems. While traditional
synchronous request/replay communication needs an ex-
plicit IP address of the destination, publish/subscribe sys-
tems deliver a message to all, and only those, interested
clients based on its content and their subscription set. Thus,
publishers do not need to be aware of the set of receivers
that varies according to a given message. Example appli-
cations that can benefit from this loosely coupled nature
of publish/subscribe are news distribution, e-Business (eg.
auction), multiplayer online games, system monitoring, and
location-based service for mobile devices.

To use a publish/subscribe communication service, re-
ceivers register subscriptions that represent or summarize
their interests. In turn, they will be notified of an event
that matches their interests. Based on the selective power
of the subscription language, publish/subscribe can be clas-
sified [3] as :

• Topic-based. Topics or subjects are used to bundle
peers with methods to classify event content. Partici-
pants publish events and subscribe to individual topics
selected from a predefined set.

• Content-based. A subscription can specify any predi-
cate (or filter) over the entire content of the publication.
In distributed content-based systems, the subscription
is flooded to every possible publishers. A published
event is forwarded if a neighboring node has a match-
ing predicate. Thus, content-routing is the process of
finding an event dissemination tree.

Although a topic-based system can be implemented very
efficiently, many of modern applications require a content-
based publish/subscribe with high expressiveness. How-
ever, as mentioned in [3], scalability and expressiveness are
conflicting goals that must be traded-off.

Most content-based systems employ an overlay network
of event brokers, which support rich subscription languages
(eg. SIENA [3], Gryphon [1]). However, they commonly
have the two drawbacks as follows. First, state of the
art systems have static overlay networks consisted of re-
liable brokers under the administrative control, or assume
that a spanning tree of entire brokers is known beforehand.
Clearly, this is not feasible when a system involves an enor-
mous number of brokers, which join and leave the over-
lay network dynamically. In extreme case applications,
publish/subscribe systems may be organized only by client
nodes without any specialized brokers. Second, a broker
keeps a large amount of routing state and its control mes-
sage overhead is huge. This is because every broker can
be an intermediate router on the paths of an event dissem-
ination tree. Although the covering relation between sub-
scriptions can reduce this overhead by aggregating them, an
unsubscription may have to forward more specific subscrip-
tions covered by it. Hence, the total control traffic effec-
tively has a flooding overhead.
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Recently, content-based systems based on peer-to-peer
(P2P) networks are proposed [5] [12] [9] [2] to solve these
problems. P2P networks (eg. Chord [11], Pastry [10])
address the desirable properties that distributed systems
should satisfy. They employ the event broker whose nodeId
is the hash of an event type (or a topic name) as theren-
dezvous node(RN), or use P2P routing substrate for the
event dissemination tree. However, the features they exploit
from P2P systems are limited to self-organization, fault-
tolerance, and guaranteed routing depth. Still, their routing
state and control message overhead are enormous, since ev-
ery broker should maintain the predicates of the subscribers
whose P2P multicast paths traverse it. In other words, a
node may have to participate in routing the events even
though it has no interest in them. Due to the same reason,
the routing depth for notifications is unnecessarily long. In
conclusion, a distributed publish/subscribe needs a struc-
tured overlay network, but it must be designed with great
care since the underlying peer-to-peer architecture has a sig-
nificant effect on the performance.

In this paper, we propose a new peer-to-peer overlay,
called HOMED, suitable for large-scale publish/subscribes.
The design guidelines are (i) a mesh like structure rather
than a tree is preferred for a reliable and adaptive event dis-
semination tree, (ii) a node neighbors with the nodes whose
interests are similar to its interest in the overlay network in
order that only interested nodes participate in disseminat-
ing the event. To ease construction and routing, HOMED
organizes the overlay network based on the interest digest
of each node rather than the complex selection predicate.
HOMED can be used not only for flexible topic or type
based systems by nature, but also as a routing substrate
for highly selective content-based systems. In HOMED, an
event is delivered along the path of a binomial tree. Also,
the subscribe/unsubscribe overhead is limited toO (log N).

The rest of this paper is structured as follows. In what
follows, we describe our basic design and the operations of
a HOMED in Section 2. Section 3 presents some imple-
mentation issues and extensions. We summarize our contri-
butions and discuss future plans in Section 4.

2. Design

HOMED (Hypercube Overlay Mesh for Event Dissem-
ination) is a scalable overlay network for large-scale pub-
lish/subscribes. HOMED design centers around a virtual
hypercube, which is a generalization of a three-dimensional
cube intod dimensions. Each node in the HOMED has ad
bits identifer based on its subscription predicate. Therefore,
a node is mapped onto a vertex in the logical hypercube. An
event is propagated to interested receivers along an embed-
ded multicast tree in the hypercube. Due to this awareness
of interests, HOMED can find the “best” event dissemina-

tion tree with minimum overhead.
First, we describe our HOMED in its basic form. In Sec-

tion 3, we present several extensions that improve the per-
formance and flexibility.

2.1. ID assignment

Every node joins a HOMED with its predicates specify-
ing the events of interest. A HOMED node can be a broker
serving many clients or a client itself in brokerless systems.
By some ID generating function, a set of predicates (or a
predicate) is transformed to ad bit ID (Interest Digest) .The
ID is used as the basis of HOMED topology. Although the
ID function has some effect on the performance, ID is just a
guide-rule to construct an event dissemination tree and sup-
port a content-based service.

The unique requirement of the ID function is that its re-
sulting IDs preserve a bitwise covering relation. More pre-
cisely, if a predicateα is covered by another predicateβ, its
digest IDβ must subsume all1s of IDα. A simple ID func-
tion is that Step 1) splitd bits into as many segments as the
number of attributes Step 2) divide the range of the attribute
values by the number of bits in the segment , and Step 3)
set individual bit to1 if the predicate contains the value the
bit represents. For an attribute that specify constrains as a
range of values, it is necessary to divide the range into a
finite number of intervals and name each.

Bloom-filter based approaches [13] [8] can be interesting
alternatives since the bloom-filter also satisfies the above re-
quirement. Subscription partitioning methodology in [14] is
also a useful basis of the ID function. In addition, it is often
desirable to make an ID based on only a subset of attributes
in many applications. However, we will not elaborate on
the technical issues here since designing a good ID function
depends on the application domain and is beyond the scope
of this paper.

2.2. Event Dissemination

To maintain the virtual hypercube topology, every
HOMED node has a routing table calledID cover tableas
shown in Figure 1. A HOMED node has anID cover that
indicates the set of IDs the node must cover. If all vertices
of the hypercube have the corresponding HOMED nodes,
the ID cover of each node is the same as its ID. However, as
the number of the nodes is much smaller than the number of
vertices in the hypercube typically, each node is responsible
for larger ID space than its ID.

The ID cover table hasd entries, each of them corre-
sponds to an ID whose hamming distance is 1 (i.e. ideal
hamming neighbors of the node). Each entry has the phys-
ical address and ID cover of the neighbor that covers the
corresponding ID. The final column is a scalar metric, such
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Figure 1. ID Cover Table.

as the network “distance”, which is used for constructing an
efficient event dissemination tree. The bottom entry is the
list of backpointers that reference the node. When the ID
cover of a node changes, the nodes in that list are informed
to update or change their neighbors. This will be explained
minutely in Section 2.3.

A published event has an eID generated by the ID func-
tion. The eID represents the ID space where the event
should be delivered. Hence, the dissemination is the pro-
cess of matching the ID space of the event with nodes’ ID.
This consists of the two phases: the first phase isrouting to
find some node whose ID matches the eID and the second
phase ismulticastingfrom that node with an event dissemi-
nation tree.

Algorithm 2.1: ROUTE(eID)

ID ← publisher;
while ((d = dist(ID, eID)) 6= 0){ (i)
//find the node whose hamming distance is shortest among neighbors
for each (node in ID.Nbr){

if (dist(node, eID)< d){
d = dist(node, eID);
ID = node;

}}
forward to ID;
}

Algorithm 2.2: DISSEMINATION(ID, eID)

for each (node in ID.Nbr){
if (dist(node, eID) = 0)

insert node intoclist; //an ordered list w.r.t the cost metric
}

if (clist 6= null){
for each (node in clist){

eID′ = split(ID, node, eID); (ii)
DISSEMINATION(node, eID′);

}}
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Figure 2. An example of event dissemination.

The routing procedure is shown in pseudo code form in
Algorithm 2.1. dist(A, B) at (i) returns hamming distance
between A and B. Wild cards in IDs are ignored in calcu-
lating the hamming distance since they mean “don’t care”.
An event is forwarded to the node whose ID is closest in
hamming distance among neighbors.

Once reached a matching node, the event is multi-
cast with the tree constructed as shown in Algorithm 2.2.
split(A, B, eID) at (ii) divides the ID space of eID at the
first different bit between A and B, and returns each of re-
sulting split IDspaces to A and B. A node that receives the
event forwards it only to the neighbors whose ID is in eID.
At the same time, the node splits eID space and assign each
of the results to the neighbors. The neighbors are respon-
sible for the delivery of the event to the nodes in their split
eID. The event is delivered recursively until all interested
nodes receive it. A node engaged in the split process earlier
gets more portion of eID sincesplit() divides the ID space
binomially. In HOMED, a node with better cost metric is
given a higher priority in the split process among interested
neighbors. Therefore the resulting tree is efficient with re-
spect to the metric in the ID cover table.

Figure 2 shows an example of event dissemination in the
3-dimensional HOMED. An event occurs at the node 000
and the eID of the event is (1**). The event is routed to the
first matching node 100 and then multicast. ID spaces on
arrows show that eID is split as the event moves toward the
leaves of the multicast tree. In this example, the node 101
is assigned the responsibility for delivering the event to 111
since the node 101 has a better cost metric than 110.

It is notable that no node is engaged in the multicast of
the event that it is not interested in, which means that the
event is disseminated very efficiently with minimum mes-
sages. While not explicitly proven here, suppose that IDs
of every nodes are different, the expected number of event
notification steps isO (log N) rather thand, whereN is the
number of HOMED nodes in the network.
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2.3. Subscribing

When a new subscriber enters the publish/subscribe net-
work, it contacts any well-known node with subscription in-
formation. From that node, it traces ID cover table to find its
position in the network. This participation process is called
subscribing. During the subscribing, the node gets direct
neighbor information and its portion of ID cover so that it
can complete its ID cover table.

Algorithm 2.3: SUBSCRIBE(ID)

ID.Nbr = ID.Bpt =∅; ID.Cvr ={ID};
n ← a well-known node;

//step1: find the position
n ← ROUTE(ID);

//step2: split ID cover and make the ID table of the joining node
ID.Cvr ← split(n, ID, n.Cvr);
L ← {x|dist(x, ID) = 1}; //hamming neighbors (hn)
for each (hn in L){

for each (node inn.Nbr∪ n.Bpt){
if (hn ∈ node.Cvr){

ID.Nbr ← (hn, node, node.Cvr);
node.Bpt= node.Bpt∪ ID;

}}
if (hn ∈ ID.Cvr)

ID.Nbr ← (hn, ID, ID.Cvr);
}

//step3: update neighbor’s table
L ← {n} ∪ n.Bpt;
for each (bpn in L){

for each (hn in bpn.Nbr){
if (hn ∈ ID.Cvr){

replace thehn entry with (hn, ID, ID.Cvr);
movebpn from n.Bpt to ID.Bpt;
} else if(hn = n)
hn.Cvr← n.Cvr;

}}

Algorithm 2.3 shows the sequence of subscribing pro-
cess with pseudo code. It is organized as three steps. At
the first step, a subscriber looks for the node that covers
the its ID. This is accomplished simply by callROUTE
with its ID. The second step is to determine the ID cover
of the subscriber. The subscriber gets its ID cover portion
by split() function. And, the subscriber makes the neigh-
bor list from neighbors and backpointers of the node that
previously covered its ID. The split of ID cover incurs the
split of backpointer list. As a final step, nodes that point
the ID cover which is split from the original node change
the neighbor list to point new owner of the ID cover. New
and old owners also update their backpointer lists to reflect
those nodes.

For the comprehension, we provide a step-by-step exam-
ple in Figure 3, where the ID size is 3 bits.

1**AABNbr110101000 1** 1**0**Bpt B
A

A100
B001 1**BABNbr011101000 0** 0**0**Bpt A

B

10*CABNbr110101000 10* 11*0**Bpt B C
A

A100
B001 10*BABNbr011101000 0** 0**0**Bpt A C

B
11*ACBNbr101110011 11* 10*0**Bpt A

C
C111

10*CADNbr110101000 10* 11*0*1Bpt B C D
A

A100
B001 10*BADNbr011101000 0*1 0*10*0Bpt C D

B
11*ACBNbr101110011 11* 10*0*1Bpt A

C
C111

D0000*1DBANbr010001100 0*0 0*010*Bpt A B
D

Figure 3. An example of subscribing.

In subscribing, number of messages to set up ID cover
table is log N + 2d whereN is the total number of sub-
scribers andd is the number of bits in ID. A new subscriber
sends just one message to find the node that covers its ID
and the message moveslog N hops on average. It also con-
tacts all the neighbor nodes and backpointing nodes of the
original owner of the ID cover in order to fill the neighbor
list. The number of messages are2d as total number of
neighbor nodes and backpointing nodes in the network are
the same and the average number per node isd.

2.4. Unsubscribing

Subscribers can leave the subscribe network at anytime,
which is calledunsubscribing. To maintain the HOMED
network, other subscribers must cover the ID cover of the
leaving node and update their neighbor information. Sub-
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scribers that want to leave the network send notification to
any one neighbor then it inherits the ID cover of the leaving
node.

Each node knows the ID cover table of neighbor nodes
that is piggybacked in the periodic heart beat message. The
node that succeeds to the ID cover of the leaving node
sends notification of ID cover change to all the backpointing
nodes of itself and the unsubscribing node. It also informs
the neighbors of the leaving node that backpointers to the
node are no longer needed. Unsubscribing operation is ex-
pressed by pseudo code in Algorithm 2.4.

Algorithm 2.4: UNSUBSCRIBE(leaveID)

ID.Cvr = ID.Cvr∪ leaveID.Cvr;
//step1: redirect references from leaveID to ID
for each (bpn in leaveID.Bpt){

for each (hn in bpn.Nbr){
if (hn ∈ ID.Cvr){

replace thehn entry with (hn, ID, ID.Cvr);
}}}

//step2: eliminate obsolete backpointers
for each (node in leaveID.Nbr)

node.Bpt= node.Bpt− {leaveID};

//step3: notify ID cover change
for each (node in ID.Bpt){

for each (nb in node.Nbr){
if (nb = ID)

nb.Cvr← ID.Cvr;
}}
ID.Bpt = ID.Bpt∪ leaveID.Bpt;

Duringunsubscribing, 3d messages are delivered by one
hop transmission as the node knows where to send ID cover
change notifications and obsolete backpointer notifications
by hearing neighbor’s ID cover table in heart beat message.

2.5. Node Departure

Node departuremeans a leaving of a node without notifi-
cation. Reaction mechanism is basically the same as unsub-
scribing except that neighbors detect the node departure by
periodic heart beat messages. The first node that perceives
the node departure inherits the ID cover of the leaving node
and executes unsubscribing process explained above.

HOMED’s mesh like structure gives the benefit of lo-
calized recovery of the node departure; only neighbors of
the leaving node are involved in the process. While previ-
ous approaches need to contact almost all nodes to elimi-
nate obsolete subscription through the reverse path of the
tree, HOMED can handle a the node departure with much
smaller message and delay overhead.

3. Discussion

In this section, we discuss some design issues and possi-
ble improvements.

3.1. Handling duplicate IDs

In HOMED, an ID is not guaranteed to be unique in the
network since IDs are determined by interests of nodes. So,
several nodes can have the same ID. Although it is desir-
able to avoid this ID conflict as much as possible with the
“good” ID function discriminating interests, HOMED must
be able to handle duplicate IDs. One possible solution is
that the nodes with the same ID construct an overlay multi-
cast tree [6] [7] rooted at the first joining node or the most
powerful one. Another solution is that an ID is composed
of interest and identifier of a node. An event also has the
corresponding part in its ID, which is normally set to (con-
tent ID, ***). In this case, publishers can select receivers
among interested ones.

3.2.k-ary Hypercube

In the previous section, an ID is represented by a binary
bit vector, and thus the resulting HOMED topology is built
on a logical binary hypercube. However, each bit in an ID
can be substituted withb bits for the HOMED network that
requires a large ID space.1 The routing table of HOMED
is organized with base2b in much the same way as that of
Pastry [10]. We have the two choices of how many entries
a node must have amongk (= 2b) possible values.

1. For each row, a node has two neighbors whose ID
segment is numerically closest among smaller and
bigger ones. The delivery depth is increased to
O

(
2b log2b N

)
.

2. A node’s routing table has2b − 1 entries for each row
as in Pastry. While the routing table size becomes
O

(
2b log2b N

)
, the deliver depth isO (log2b N).

Therefore, there is a trade-off between the size of routing
tables and the depth of event delivery trees.

3.3. Supporting Content-Based Systems

HOMED may suffer from the same problem that topic-
based systems have because it is based on the simple ID.
Let us assume that a node has an ID segment 0110, which
represents an integer attribute0 < x < 100, but the actual
interest of the node is30 < x < 80. Then, it will receive

1This is similar to that binary hypercubes is generalized tok-ary n-
cubes.

24



unnecessary messages when they are out of the range of its
interest. To reduce those false positives, the exact predi-
cate must be known to all other nodes as existing content-
based systems do. This will result in unacceptable over-
head. However, HOMED can localize the propagation of
exact predicates. For the previous example, the node with
ID (0110...) sends its predicate only to the nodes that have
the same ID segment 0110, since one of them will deliver
matching events.

Content-based networking in HOMED has two advan-
tages. First, a predicate is propagated only to a small num-
ber of nodes by a subset of subscriber’s neighbors, and thus
the number of hops in propagation is limited. Second, pred-
icates do not have to be known in time since they are used
only for reducing false positives. In HOMED, predicates
are piggybacked on heartbeat messages. Based on the ag-
gregated predicates, each node in the event dissemination
tree decides matching descendants using algorithm of [4].

4. Conclusion

In this paper, we have presented a new peer-to-
peer overlay called HOMED suitable for large-scale pub-
lish/subscribe systems. HOMED can construct a flexible
and efficient event dissemination tree with minimum par-
ticipation of the nodes that have no interest in the event. At
the same time, it has the desirable properties such as limited
delivery depth and overhead.

Evaluation of publish/subscribe systems is a hard work
since they are affected by a lot of components including the
probabilistic model of publishers and subscribers. Measur-
ing the performance of HOMED is now in progress.

It is another challenge to exploit physical locality in
content-based publish/subscribe. While HOMED already
has the scheme to assign different responsibilities to the de-
scendants of a tree, a network-wide optimization is possible
using proximity estimation techniques such as IDMaps and
GNP. To couple HOMED with them is under study.
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Abstract

The event-based approach is well suited for integrating
autonomous components or applications into complex sys-
tems by means of exchanging events. Event-based systems
need an event dissemination mechanism to deliver relevant
events to interested consumers. The publish/subscribe in-
teraction paradigm has been gaining relevance in this con-
text. One of the main characteristics of publish/subscribe
systems is that they decouple producers and consumers so
that they can remain unknown to each other. Therefore, the
consideration of data heterogeneity issues is fundamental.
However, most pub/sub notification services do not support
the interaction among heterogeneous event producers and
consumers.

In this paper we describe the concept-based approach as
a high-level dissemination mechanism for distributed and
heterogeneous event-based applications. It enhances the
notification service by enabling it to pass semantic infor-
mation across component, institutional or cultural bound-
aries. It provides a high level abstraction for a meaningful
exchange of data within the pub/sub interaction paradigm.

1. Introduction

The event-based approach is well suited for integrating
autonomous components or applications into complex sys-
tems by means of exchanging events. Because event-based
systems do not require a-priori knowledge about the con-
sumers of events they evolve and scale easily.

The exchanged events encapsulate data about a given
happening of interest, which can only be properly inter-
preted and used when sufficient context information is
known. In traditional systems, this context information is
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typically known by users and developers and left implicit. It
is normally lost when data and events are exchanged across
component or institutional boundaries. To process events in
a semantically meaningful way, explicit information about
the semantics of events and data is required.

Event-based systems need an event dissemination mech-
anism (or notification service) to deliver relevant events
to interested consumers. The publish/subscribe interaction
paradigm has been gaining relevance for this purpose. It
basically consists of a set of clients that asynchronously ex-
change events, decoupled by a notification service that is
interposed between them. Clients can be characterized as
producers or consumers. Producers publish notifications1,
and consumers subscribe to notifications by issuing sub-
scriptions, which essentially are stateless message filters.
Consumers can have multiple active subscriptions, and af-
ter a client has issued a subscription the notification service
delivers all future matching notifications that are published
by any producer until the client cancels the corresponding
subscription.

Since publish/subscribe mechanisms decouple producers
and consumers, they should share a common understanding
in order to express their mutual interests. In other words,
events must be understandable beyond the closed confines
of a single component or application. That includes appli-
cations that interact across traditional borders regardless of
economic, cultural or linguistic differences (e.g. in its sim-
plest form system of units, currency or date/time format).
Because the source of an event cannot anticipate who is in-
terested in a given event and where and when it must be
delivered, a higher-level publish/subscribe infrastructure is
needed.

To the best of our knowledge (see Section 2 for de-
tails), existing publish/subscribe mechanisms only expose
the data structure of events but not the explicit semantics.
This reflects a low level support for event consumers that

1In the context of this paper the terms notification, message and event
are used interchangeable to mean the same thing.
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based on this scarce information must express their inter-
est without an explicit description of the intended meaning
of events, i.e., the implicit assumptions made by event/data
producers. Without this kind of information event produc-
ers and consumers are expected to comply with implicit as-
sumptions made by participating software components or
applications. Even in the case of a very small set of appli-
cations within an enterprise this approach is questionable.

For publish/subscribe mechanisms to be effective in
open environments they must

• provide for the usage of a common vocabulary for
defining interests, and

• support the correct interpretation of information inde-
pendently of its origin and place of consumption.

We proposed in [2] the use of the concept-based ap-
proach to support meta-auctions. We have generalized
concept-based pub/sub into a high level dissemination
mechanism for distributed and heterogeneous event-based
applications. Its goal is to provide a higher level of abstrac-
tion to describe the interests of event producers and con-
sumers. This is achieved by supporting from the ground up
ontologies which provide the base for correct data and event
interpretation. Rather than requiring every producer or con-
sumer application to use the same homogeneous namespace
(as is common in other pub/sub systems) we provide meta-
data and conversion functions to map from one context to
another. This last feature allows event consumers to simply
specify the context to which events need to be converted
before they are delivered for client processing.

The rest of this paper is organized as follows. In section 2
related work is presented. Section 3 analyzes and character-
izes the support of pub/sub systems for heterogeneous data
exchange. The concept-based approach is described in Sec-
tion 4 including the main characteristics of the data model
used and the role adapters play in this context. Finally, con-
clusions and ongoing work are presented in Section 5.

2. Related Work

In recent years, academia and industry have concen-
trated on publish/subscribe mechanisms because they allow
loosely coupled exchange of asynchronous notifications, fa-
cilitating extensibility and flexibility. The channel model
has evolved to a more flexible subscription mechanism,
known as subject-based addressing, where a subject is at-
tached to each notification [15]. Subject-based addressing
features a set of rules that define a uniform and static name
space for messages and their destinations. This approach
is inflexible if changes to the subject organization are re-
quired, implying fixes in all participating applications.

To improve expressiveness of the subscription model the
content-based approach was proposed where predicates on

the content of a notification can be used for subscriptions.
This approach is more flexible but requires a more complex
infrastructure [4, 14]. Many projects in this category con-
centrate on scalability issues in wide-area networks and on
efficient algorithms and techniques for matching and rout-
ing notifications to reduce network traffic [16, 12, 9, 18].
Most of these approaches use simple boolean expressions as
subscription patterns since more powerful expressions can-
not be efficiently treated.

In [17] some of the problems mentioned in the introduc-
tion are pointed out. The proposed solution consists of the
application of two steps: 1) relationship “resolution” (e.g.
synonyms and generalization/specialization) and 2) appli-
cation of mapping functions (if necessary). The first step
is aided by a domain-specific ontology so that subscriptions
issued by subscribers are then re-written by the centralized
notification service according to the default vocabulary. No-
tice that subscribers are not aware of synonym resolution.
The second step involves functions in the sense of the reso-
lution of relationships which otherwise cannot be specified
using the relationship solver (e.g. derivation of data).

This approach could work well when human beings are
the consumers of notifications but not if subscriber appli-
cations act as consumers. This problem arises because
when matching notifications are delivered to subscribers
they would not expect some fields (specifically those re-
named by the synonym solver or resolved via data deriva-
tion) in the message content.

As mentioned before, only the data structure of events is
exposed to all participants. This puts in evidence the low
level support regarding data exchange which directly im-
pacts the broad usability of such an important piece of the
communication infrastructure. The resolution of synonyms
is a relevant issue but alone does not solve the problem of
applications that publish and consume events messages in
heterogeneous contexts. Even when a common vocabulary
is used the data interpretation problem is still present.

3. Heterogeneous Interaction Panorama

In a pub/sub environment, where new participants can
join and leave dynamically, where producers and consumers
are unknown to each other and thus fomenting loosely-
coupling interactions, the consideration of heterogeneity is-
sues is fundamental. However, most pub/sub notification
services do not support the interaction among heteroge-
neous event producers and consumers.

When trying to tackle the problem of data/event hetero-
geneity, two main issues need to be considered. The first
one concentrates on the vocabulary shared by all partici-
pants. The second one relates to the contextual information
of applications that produce and consume events. In the fol-
lowing subsections these issues are treated in more detail.
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3.1. Sharing a Common Vocabulary

Algorithms used to match published messages and sub-
scriptions are (mostly) based on a string comparison. There-
fore, these algorithms require the notifications coming from
the publisher side as well as subscriptions to be in the
same vocabulary. Because many applications can partici-
pate, a richer vocabulary is needed that includes all specific
(sub)vocabularies used. Ontologies [10], for instance, are
good candidates for this purpose because they support var-
ious relationships among terms (e.g. synonyms, specializa-
tion/generalization). But notice that within the ontology a
set of terms must be identified as the terms used for match-
ing purposes. From now on these terms are referred here as
“matching terms” or “matching vocabulary”.

Possible differences among participants at the vocabu-
lary level are solved by a vocabulary agreement module.
This is responsible for applying resolution strategies based
on the navigation of ontology/vocabulary relationships to
find the appropriate matching terms.

This module is always located between a publisher or a
subscriber application and the pub/sub matching algorithm.
From an abstract perspective, it is the delimitation border
that distinguishes between the vocabularies used by par-
ticipating applications and the matching vocabulary used
within the pub/sub notification service. But remember that
subscriber applications do only know their own vocabulary
so that the vocabulary agreement module needs to main-
tain the applied resolution strategies for each subscription.
This is required since matching notifications need to be
transformed back from the matching vocabulary to the one
known by the consumer application.
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Figure 1. Common vocabulary treatment

Figure 1 shows three approaches how applications can
deal with the vocabulary problem when interacting by
means of a pub/sub notification service. Under the first ap-
proach (a) in the figure, applications implicitly assume per

default a common vocabulary so that neither the pub/sub
infrastructure nor applications explicitly care about this
problem. Under the second approach (b), applications
themselves internally resolve vocabulary issues while the
pub/sub mechanism is unaware of them. The third approach
(c) requires that applications can explicitly specify their vo-
cabularies so that the pub/sub infrastructure uses this defini-
tion to feed the vocabulary agreement module. Notice that
the notification service possesses also an explicit definition
of the matching vocabulary that is used within the pub/sub
boundaries for mapping purposes.

3.2. Considering the Context of Applications

Sharing a common vocabulary in pub/sub systems is a
prerequisite but not the whole solution. The problem of
dealing with heterogeneous data is still present even when
using a common vocabulary. Relevant contextual informa-
tion (i.e. the set of assumptions about data) is essential to
allow the correct interpretation o the data in question. For
instance, consider the common vocabulary terms DateOfIs-
sue, FinalPrice, NetWeight, and Distance. Data asso-
ciated to these terms require contextual information, like
the date format, the currency and the units of measure, re-
spectively. Human beings can often distinguish these cases
based on the situation context while computers cannot.
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Figure 2. Consideration of application context

According to the handling of context, applications can
be organized in three groups as depicted in Figure 2 (which
by the way has a striking similarity to Figure 1). In the first
group (a), participating applications do not consider con-
textual information of exchanged data and neither does the
pub/sub notification service. Thus, an implicit context is
assumed among all participants including the pub/sub in-
frastructure itself. The range of misinterpretation in this
category is wide. In the second group (b), applications are
context-aware and they explicitly convert data to and from a
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common implicit context (assumed by the pub/sub system)
when publishing and subscribing respectively. In this case,
conversion functions are scattered in many applications. If
at least one data producer incorporates terms implying not
yet known conversion functions, then all consumers need to
be modified to incorporate them. Finally, in the last group
(c), the context of applications and the context assumed by
the pub/sub system (henceforth matching context) are ex-
plicitly specified. With this, transformations from and to
the common context can be automatically performed. These
transformations can now be applied under the responsibility
of the pub/sub infrastructure.

4. The Concept-based Approach

Originally introduced in [2] for a specific application and
with an initial implementation [5] on top of a commercial
pub/sub product, the concept-based approach was proposed
to tackle the problem of event-based interaction among het-
erogeneous applications. On one hand it concentrates on
resolving data interpretation problems. On the other hand
it provides a pub/sub abstraction that can run on top of
(various) notification services independent of the address-
ing model used underneath.

Towards these objectives it allows subscribers to express
their interest considering their local context thus delivering
to them as a result ready-to-process data which does not re-
quire further conversions. It also supports the enrichment
of messages produced by publishers by adding their corre-
sponding contextual information.

Figure 3 sketches this approach. The underlying no-
tification service is used as a data delivery mechanism
where the concept-based layer is responsible for provid-
ing a higher-level interaction among heterogeneous appli-
cations. A vocabulary/ontology manager is associated with
this layer with the purpose of handling domain-specific vo-
cabularies used by the participant applications. Addition-
ally, this layer is in charge of mapping concept-based data
into the data structures of the delivery mechanism under-
neath. Adapters are the intermediaries between pub/sub
clients and the concept-based layer. At the publisher side
they are responsible for resolving vocabulary issues and for
enriching message content. At the subscriber side they are
in charge of transforming/converting message content ac-
cording to the subscriber preferences.

In order to incorporate a solution to the problem of data
heterogeneity (or data integration) into a pub/sub system
several crucial building blocks are needed: i) a shared vo-
cabulary which is the consolidation of vocabularies used
by all participating applications, ii) a matching vocabulary
which is a subset of the shared one used internally by the
pub/sub system for matching purposes, iii) a vocabulary
agreement module that maps from the shared to the match-
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Figure 3. High-level view of the concept-
based approach

ing vocabulary, iv) explicit definition of contextual informa-
tion of all participants including the pub/sub system, and v)
conversion functions to map from one context to another.

From the previous section can be seen that context- and
vocabulary-aware applications follow a similar pattern with
respect to the infrastructure they need to support. The
concept-based approach combines both into a model where
vocabulary issues, the representation of context informa-
tion and the conversion functions are under a uniform um-
brella. Popular web standards such as RDF, DAML+OIL,
and OWL provide adequate support for representing rela-
tionships among terms but do not support conversion func-
tion mechanisms as an integral part.

4.1. A Model for Data Exchange

To exchange data among loosely coupled systems, it
must be taken into account that the structure and semantics
of individual data items may vary, even if they describe ob-
jects of the same class of real world phenomena. Therefore,
context information concerning the organization and mean-
ing of data has to be given on an extensional level, i.e., on
the level of data values. For this reason, we need description
models that allow a fl exible association of metadata with the
available data items. In the following we describe MIX, the
model used to represent event content.

Metadata based Integration model for data X-change
[3, 1], or MIX for short, can be understood as a self-
describing data model. This is because information about
the structure and semantics of the data is not provided as a
separately specified data schema, but is given as part of the
available data itself. Thus, MIX allows a fl exible associa-
tion of context information in the form of metadata.

This model is based on the concept of a SemanticOb-
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ject. It represents a data item together with its underly-
ing SemanticContextwhich consists of a fl exible set of
meta-attributes that explicitly describe the implicit assump-
tions about the meaning of the data item. However, because
we cannot explicitly describe all modelling assumptions the
semantic context always has to be understood as a partial
representation.

In addition, each semantic object has a concept label as-
sociated with it that specifies the relationship between the
object and the real world aspects it describes. These labels
have to be taken from a commonly known vocabulary, or
Ontology. In the MIX model, an ontology is a finite set
of concepts and their relationships.

It must be noticed that the SemanticContext is also
specified by referring to the ontology/vocabulary. The asso-
ciation of context information with a given data value serves
as an explicit specification of the implicit meaning of the
data. This allows the determination of semantically equiv-
alent semantic objects even if they are represented differ-
ently, i.e., relative to different contexts. For example

<NetWeight, 1234, { <Unit, “kilogram(s)” >} > and
<NetWeight, 2720.50, { <Unit,“pound(s)” >} >

are semantically equivalent, because they represent the
same information and we can specify a conversion func-
tion by which one representation can be transformed into
the other. Such conversion functions are a prerequisite for
the integration of semantic objects coming from different
sources, by converting these objects, as far as possible, to a
common context. In detail, two kinds of conversion func-
tions can be distinguished. The first are those attached to the
concept definition. The second are those defined in a func-
tion conversion manager (because, for instance, they may
change over time, e.g. currency conversion).

This approach provides the central management of con-
version functions and the fl exibility to extend them if nec-
essary. This avoids scattering conversion functions that in
other cases need to be embedded in participating applica-
tions.

4.2. Adapters

Adapters are the contact/mediator of applications with
the notification service. They maintain the different views
of client applications by enriching the ontology with: i) the
corresponding contextual information, and ii) the mapping
from their local vocabularies to the matching one.

From the view point of client applications, the first task
is the vocabulary agreement. Here, synonyms within the
ontology are resolved. For consumer applications in par-
ticular, subscriptions are rewritten considering other rela-
tionships, like generalization/specialization. The applied
resolution strategies need to be preserved since they are
fundamental to map back the content of incoming notifica-

tions. Remember that consumer applications can only pro-
cess messages expressed in their local vocabulary.

The vocabulary agreement module can also be statically
defined if the kind of message content applications publish
and/or subscribe to is stable. Adapters are not necessarily
located at the client side. In this sense, configuration infor-
mation is passed (at bootstrap- or connection-time) to the
notification service for setting up vocabulary agreements for
a particular client application and as a consequence the on-
tology is enhanced with this information.

The second task relates to the context information. In
the case of data producers, adapters are responsible for en-
riching message content with meta information. This is
done based on the explicit specification of clients about their
contextual information. In this case, the ontology is en-
riched with it for the use of this particular application. Thus,
this information is used when publishing events (by simply
looking up in the ontology the required contextual infor-
mation that needs to be added to this particular attribute of
the message). When incoming notifications/messages ar-
rive they are converted according to the context specified
for each term as defined in the enriched ontology.

Adapters can also be configured to minimize the context
information attached to each message. For this purpose, an
addressable context can be defined so that participant ap-
plications explicitly state their contexts. Messages can now
simply refer to such a context instead of putting all relevant
context information as part of the payload of messages. This
is referred to as context sharing. Conversion functions are
aware of this feature and can resolve this kind of references.

4.3. Building on Top of Delivery Mechanisms

The concept-based approach provides an abstraction
where participating applications do not care about details
of the underlying delivery mechanism. In this sense, appli-
cations involved in such interaction can replace this mech-
anism by relying on the concept-based approach causing
minimal changes on applications if any. This allows, for
instance, the migration from a topic-based dissemination (à
la JMS) to a content-based without major effort.

From the publisher’s point of view, the message content
(represented with MIX) is mapped into the corresponding
data structures of the underlying dissemination mechanism.
The concept-based software layer is responsible for dealing
with the “ features” that the underlying delivery mechanism
does not support. For details about the mapping into differ-
ent addressing models see [6] for subject-based addressing
and [7] for content-based addressing.

In many cases during the mapping to the underlying data
structures data is converted according to the matching con-
text defined by the notification service. The Rebeca frame-
work [13] was specialized in order to delay the conversion
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as much as possible by enabling message routers to auto-
matically apply conversion functions on demand to appro-
priately evaluate expressions.

5. Conclusions and Ongoing Work

The concept-based approach enhances the scope of use
of notification services by enabling it to cross component,
institutional or cultural boundaries. It provides a higher-
level of abstraction for a meaningful exchange of data
within the pub/sub interaction paradigm. The concept-
based software layer is responsible for resolving data het-
erogeneity problems by minimizing misinterpretation of
exchanged data. This is achieved by integrating the use
of ontologies, meta-data information and conversion func-
tions provided by MIX. A notification service based on the
concept-based approach delivers ready-to-process notifica-
tion to subscriber applications so that no further data con-
versions are needed. This layer runs on top of various (com-
mercial) notification services (such as, Sun’s JMS reference
implementation, JMS/JBoss, WebSphere MQ, OpenJMS,
Rebeca, TIB/Rendezvous).

This approach was successfully used in research projects
like Internet-enabled vehicles [8] and the meta-auction ap-
proach [2].

The MIX implementation used in this prototype is based
on a pure java development while an OWL-based imple-
mentation is almost ready-to-use [11].

A centralized administration user interface for the
concept-based layer is under development. Through this in-
terface a common vocabulary can be defined, the ontology
can be edited, new conversion functions can be defined, the
matching context can be specified, and the mapping strate-
gies into the underlying addressing model can be config-
ured.

Currently, a framework for composite events is under de-
velopment with the purpose of supporting event correlation
in a variety of environments. Additionally and in order to
encompass the OWL implementation of MIX we are exper-
imenting with different XML routing strategies within the
Rebeca framework.
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Abstract
Varieties of Message-Oriented Middleware (MOM)

platforms are available each with their own propriety

functionality to solve specific messaging challenges. At

present, it is not possible to mix and match these

propriety features into a customized MOM solution.

A number of patterns have been identified that allow a

software systems implementation to be more flexible and

extensible. This work investigates the use of one such

pattern, the POSA Interceptor pattern, in the construction

of a MOM framework that is easily customised and

extended in a structured way.

This framework, Chameleon, is designed to support the

use of interceptors (message handlers) with a MOM

platform to facilitate dynamic changes to the behaviour of

the deployed platform. The framework also allows for

interceptors to be used on both the client-side and server-

side, permitting advance functionality to be deployed to

the client, and for co-operation between client-side and

server-side interceptors.

1. Introduction

Message-Oriented Middleware (MOM) platforms are
available in wide range of implementations such as
WebSphere MQ (formerly MQSeries) [1], TIBCO [2],
Herald [3], Hermes [4], SIENA [5], Gryphon [6], JEDI
[7] and REBECCA [8] each of these providers have been
designed with specific goals and employs unique
functionality to achieve these. A number of these
providers are designed as centralized servers or server
clusters, others as server/broker networks, some as
federated services. Providers have also been designed for
a specific task such as enterprise integration, mobile
clients, internet-level scalability, wide-area networks,
sensor networks, and ubiquitous environments. In order to
achieve these design goals, each provider has its own
unique services for their target audience such as message
translations, filtering algorithms, mobile profiles, broker

routing algorithms, distributed state persistence
technologies, and so on.

At present, the vast majority of these features are not
compatible with one another, nor are they transferable
between MOM platforms. The goal of this paper is to
illustrate a potential approach for packaging these services
into reusable chunks that may be mixed and matched to
create a customised messaging solution.

The remainder of this paper briefly introduces the
Interceptor design pattern and its current usage, gives an
overview of our work on providing message handler
chains (interceptors within the messaging domain) within
the Chameleon framework. The frameworks architectural
design and implementation is explained along with
possible uses of the framework and future development
plans.

2. Interception design pattern

The ever-increasing demands placed on software
systems require them to often perform beyond the scope
of their original requirements. Such behaviour may not
always be anticipated during their initial development
phase, thus making it important to design systems that can
be easily extended during their life cycle.

Systems designed for large target audiences with
diverse interests will often include functionality that is
only utilized by a small percentage of users. While such
functionality may be vital to some users, incorporating it
into the core system makes it unnecessarily bloated and
increases overhead for the majority of remaining users.

The POSA Interceptor design pattern [9] is a variant of
the Chain of Responsibility pattern from the Gang of Four
(GoF) [10] . This pattern enhances a system by increasing
flexibility and extensibility. The pattern also enables
functionality to be easily added to the system in order to
dynamically change its behaviour. This seamless
integration of functionality can be performed without the
need to stop and recompile the system, allowing its
introduction at runtime.
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Figure 1. POSA Interceptor Pattern

The basic interceptor pattern has four main elements:
�� System Core
�� Dispatcher
�� Context
�� Interceptors

The Interceptor pattern, illustrated in Figure 1, follows
a straightforward sequence of events.

Interceptors are registered with the system dispatcher;
the system core may perform registration, the interceptors
may self-register, or they may be registered from an
external source (parent server/master server). Once the
interceptors are registered, the system core notifies the
dispatcher of any events that have occurred. Upon
receiving an event, the dispatcher examines the event to
determine which interceptors need to be notified. The
dispatcher then packages the event and any relevant
information into a context, the context may be provided
by the system core. The dispatcher then notifies the
relevant interceptors or interceptor chains (a
ordered/unordered collection of interceptors) by passing
them the context containing the event. When triggered, the
interceptor examines the context and executes its related
functionality.

An optional addition to the pattern is to allow
interceptors access to the internals of the core system state
and to provide a mechanism to control the system by
altering its state.

2.1. Uses of the interception pattern

Interceptors are utilised in a broad range of domains to
increase flexibility and extensibility; such systems include
CORBA ORBs (TAO, Orbix) for infrastructure and
support services, web browsers (Microsoft Internet
Explorer) for plug-in integration, and web servers
(Apache 2.0) to allow modules to register handlers
(interceptors) with the core server. The JBoss J2EE [11]
application server also uses the interceptor design pattern

to provide customized functionality in the areas such as
transactions, security, remoting and life cycle support.

Currently, no message service has exploited
interception as a mechanism for extending its core-
messaging functionality.

2.2. Evaluation

The Interceptor pattern has a number of advantages
and disadvantages; benefits of the pattern include the
decoupling of communications between a sender and
receiver of an interceptor request, this permits any
interceptor to fulfil the request and allows interceptors to
change system functionality, even at run-time.

The pattern also has a number of drawbacks that if left
unresolved may lead to a number of issues in the system
design. One of the main drawbacks is increased
complexity in design, the more interceptors can hook into
the system the more bloated its interface. The inherent
openness of the pattern also introduces potential
vulnerabilities into systems. With such an open design,
malicious interceptors or simply erroneous ones may be
introduced resulting in system corruption or errors.

Another important issue to consider is the possibility of
incompatibilities between interceptors and potential
infinite interceptor loops whereby an event produced by
an interceptor triggers another interceptor that in turn
generates an event that triggers the original interceptor.
Such errors will only occur at runtime and may be difficult
to locate.

When used within the messaging domain the abstract
generic interceptor pattern is implemented using a
customised context or ‘Message Context’ and ‘Message

Handlers’ as interceptors. The remainder of this paper
uses such terminology.

3. Chameleon

The goal of this research is to implement the
Chameleon message framework to allow message handler
chains (Interceptors) to augment functionality onto a base
MOM platform. In order to achieve this objective the Java
Message Service (JMS) Application Protocol Interface
(API) [12] is used as an interface to the underlying core
messaging platform, the Chameleon framework sits on top
of this Java Message Service System Core (JMSSC)
platform. MOM services/features can be packaged as
handlers and deployed to add functionality on top of the
base service, enhancing its functionality.

The remainder of this section examines the
architecture of Chameleon and discusses its ability to
allow handlers to be deployed on both the client-side and
server-side of a MOM platform.
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Figure 2. Chameleon Framework Overview

3.1. Server-side

The core of the Chameleon framework exists in its
server-side deployment. When the framework initialises, it
first registers any handler chains present in its start-up
configuration. Server-side chains are constructed from
local configuration files or under the guidance of a master
or peer server within a broker network. This configuration
may also be updated at runtime to adapt the chains for
operating conditions.

When a message is passed from the JMSSC,
chameleon first checks for the existence of a client-side
message context, if one exists it uses it as the basis to
create a server-side context. Alternatively, it creates a new
context for the inbound message. Once the context is
ready, it is passed to any relevant global server-side
chains. After the global dispatcher has completed
evaluating the message it is passed on to the local-chain
dispatcher. This local-dispatcher is responsible for
triggering any local-chains associated with specific
destinations; chain scopes are discussed in more detail in
section 3.5.

Server-side handlers have the ability to interact with a
client-side handler (if one exists); this topic is covered in
more details in the section 3.3 of this paper.

3.2. Message context

The message context is a handler’s main point of
interaction with the framework and JMSSC. It is central to
the invocation of handlers and is used to communicate the
message/event that has triggered it; the handler then
processes the message. Message contexts can be used as a
medium to store data, communicate with other handlers,
or interact with the JMSSC and framework. Handlers are
able to store and retrieve information within the context
using the setProperty() and getProperty() methods. These
methods can save any serializable object and the basic
Java primitive types within the context.

Contexts can also be used to communicate information
between client-side and server-side handlers, this allows
for the behaviour on the server-side or client-side to be
dynamically altered based on events and information from
either side.

The context is also a mechanism to enable a handler to
alter the behaviour of the JMSSC. The context achieves
this by exposing an API to control core system operations.
Handlers can be granted permissions to access parts of
this API. Such an approach provides a safe method to
manipulate the system core in a secure and controlled
manner.
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3.3. Client-side

Client-side handlers offer the ability to extended and
enhance the functionality of the JMSSC on its client-side.
Client-side chains allow the message service to
dynamically alter the behaviour of its client at run-time.

Client-side handlers can be constructed in two
manners, the first approach is to build the chain from local
handlers which reside on the clients machine, this
approach requires the machine to have the relevant
handlers installed or to use a distributed classloader. The
second approach involves the construction of chains on
the server-side and transmission to the client; this removes
the need to have application-specific stubs that would
need to be pre-installed on the client machines. Once the
chain is constructed it now needs to be configured, similar
to server-side chains two approaches can be used,
configuration can be obtained from a local file or from the
server or peer node that the client is connect too. Client-
side chain configuration may be updated at runtime to
adapt the chains for operating conditions.

Client-side handlers introduce a number of advantages
to MOM/DEBS by permitting computational tasks and
behaviour to be easily distributed to client machines. With
this support framework in place, advanced features may
be developed with co-operation and co-ordination
between both the client and server-side of the platform.
Such capabilities could be used to increase the scalability
of centralized servers by distributing tasks to the clients,
such as message transformation, filtering, etc.

The dynamic retrieval and configuration of client-side
handlers has a number benefits; services can now be
deployed to the client without any special arrangements
on the client-side. This streamlined distribution of services
reduces the amount of administration needed to alter a
deployed system, making frequent changes to its
behaviour and configuration more feasible. A service can
adapt itself into a more optimal state based on its current
operating conditions. Clients may now connect to multiple
servers and retrieve their specific client-side chain without
the need for extra configuration or intervention by a
system administration.

The prospect of deploying functionality to the client
side is an interesting proposition, however due diligence
must be taken when considering the use of this “mobile
code”. If a client-side chain can be configured from a
remote location or is downloaded, it presents a number of
security issues and potential vulnerabilities to the client
system; such issues are covered in more details in [13].

Once client-side chain initialization has complete, the
outbound/inbound message is placed into a message
context and passed to the client-side dispatcher. As soon
as the message has passed through the chain, the message
context is packaged into the JMS messages and sent to the

server-side. Upon receipt of a new message, the server
checks for the existence of a client-side context and uses
this in the construction of the server-side context. This
process allows client-side handlers to communicate with
the server-side, allowing data exchange between them,
such as the results of a distributed task or the results of
any computations or pre-processing carried out on the
message by the client-side.

The inverse of this process is also possible, whereby
server-side handlers wish to pass message specific
information details to the client-side; achieved by
updating the message context of an outbound message.

3.4. Chain services

Message handlers within the Chameleon framework
can provide a wide variety of functionality to the
underlying JMSSC. To successfully carry out many of
these tasks, handlers will require access to a number of
infrastructure services. The Chameleon framework offers
a numbers of support services for handlers; such services
include logging facilities, persistence frameworks
(hibernate), usage statistics, and core system states. Other
potential services also include transactions, security,
hardware usage statistics (CPU, memory, hard disk) and
fault-tolerant system/event recovery logs.

Interactions with the core message service can use two
methods; exploitation of the message context to control
the core service has already been covered. The second
approach involves using a chain service to access the
system core. Such a service can expose models of the core
message services internal structures and state. Chameleon
provides one such service that exposes the current
destinations that exist within the message service; the
model contains destination configuration, usage statistics,
and subscriber details. This service also provides
destination administration capabilities (add, remove,
move, etc). Such services are designed to allow handlers
access to the internal state of the system in order to
increase the functionality that they provide and enhance
their ability to examine and adapt the core system at
runtime.

3.5. Chain scope

Handler chains provide a powerful method of
augmenting a message service with dynamic functionality;
this ability can be extend by using multiple chains and
attaching them at multiple interception points within the
service core. An interception point is a place of execution
within a system in which handler chains can be triggered
to inject functionality. In order to achieve this, the systems
behaviour must be modelled to allow chains to be attached
to specific points within the model. A good quality system
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model will help to identify appropriate locations for
interception points, this can also help to determine what
handlers should be grouped together. Within the
Chameleon framework, three chain interception points or
interception scopes are available:

�� Global (system-wide – all destinations)
�� Local (per destination)
�� Hierarchy (per branch)

Global-scoped chains are designed to operate on all
incoming messages into the service and are triggered
before any other scoped chains; global chains are
designed for implementing system-wide services such as
auditing, logging, or usage monitoring.

Local-scoped interception points work on a per-
destination basis, allowing for chains to be attached to a
single or group of destinations, once a message arrives for
a given destination the chains attached to that destination
(if any) will be triggered before the message is delivered
to the destination. These interception points allow
functionality to be added/extended at the destination level;
this scope of chain allows highly specific behaviour to be
attached to a single destination.

Hierarchy interception points allow chains to be
associated with a channel within a hierarchy. Similar to
local-destination interception points, hierarchy
interception points work on the principle that each leaf
(channel) of the hierarchy can have a local chain
associated with it. The absolute chain for a branch
consists of this local chain and the absolute chain of its
parent, this recursive approach to interception continues
up the tree until it reaches the root channel. This results in
a very powerful mechanism for processing messages
submitted to a channel hierarchy structure. This
mechanism is similar to inheritance within object-oriented
programming, where an object (channel) inherits the
functionality of its ancestors (parents chains) and can
augment this functionality with its local implementation
(local chain).

4. Framework benefits

When compared to alternative techniques for system
extension, such as method-call interception, reflection, or
aspect-oriented programming, Chameleon provides a non-
invasive message-centric method for augmenting any JMS
compatible message service without needing access to its
source code for mass-refactoring and recompilation.

Besides offering a flexible method of integrating MOM
technologies, the Chameleon framework has a number of
benefits for the development and deployments of MOM
services. It provides a unique ability to easily deploy
functionality to the client-side of a MOM without the need
for any application-specific stubs to be present. MOM
systems can be easily extended and their behaviour can be

altered at run-time, this allows for a number of unique
MOM features to be developed.

Chameleon can facilitate the development of reflective
and adaptive MOM services, reflection has been
advocated for advanced adaptive behaviour, the reflective
middleware model is a principled and efficient way of
dealing with highly dynamic environments yet supports
development of flexible and adaptive systems and
applications [14]. Reflective flexibility diminishes the
importance of many initial design decisions by offering
late and runtime-binding options to accommodate actual
operating environments at the time of deployment, instead
of anticipating the operating environments at design time
[15].

Chameleon also facilitates the development of services
that can co-ordinate their behaviour with the client-side of
the message producer or consumer. This allows the
development of a service that can easily distribute tasks to
client machines; such capabilities open the possibility of
developing new dynamic services for MOM. Such
services could request clients to transforms their message
payloads into the desired format for a destination, this
would substantially reduce the workload of message
brokers, for example each destination within the service
may provide a XML schema and relevant XSLT
stylesheets to transform incoming XML messages with on
the client-side.

Chameleon also allows behaviour to be easily
packaged as message handlers and dynamically added to
the core service. Once packaged, behaviours can be mixed
and matched to create customised messaging solutions.
This process reduces the effort required to dynamically
add and remove behaviour such as auditing, accounting,
security, transactions, filters, message transformations
(XSLT), and load balancing from a MOM service.

5. Future plans

The next stage of our research is to complete the
development of the framework and to develop a number
of services that exploit the virtues of the framework. The
first of these services involves the utilisation of adaptive
and reflective techniques with channel hierarchies [16].

Channel Hierarchies are structures that allow channels
to be defined in a hierarchical fashion, so that they may be
nested under other channels. Each sub-channel offers a
more granular selection of the messages contained in its
parent. Clients of the hierarchy subscribe to the most
appropriate level of channel in order to receive the most
relevant messages. In large-scale systems, the grouping of
messages into related types (i.e. into channels) helps to
manage large volumes of different messages [17].

Current MOM platforms do not define the structure of
channel hierarchies. Application developers must
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therefore manually define the structure of the hierarchy at
design-time. This process can be tedious and error-prone.
To solve this problem the Chameleon messaging
architecture implements reflective channel hierarchies
[18] with the ability to autonomously self-adapt to their
deployment environment. The Chameleon architecture
exposes a causally-connected meta-model to express the
configuration and structure of the channel hierarchy, this
enables the run-time inspection and adoption of the
hierarchy.

In order for handlers to be interoperable between
services, a number of standards will need to be defined to
regulate interaction with the core message service. Models
are needed to represent the internal state of the service, its
destinations, message producers and consumers,
subscriptions, filters, usages statistics, and so on. If MOM
behaviour is to be truly portable between
implementations, such standards will need to be defined in
co-operation with the entire MOM community.

Plans are also in place to port propriety functionality
from a third-party message service to act as a proof of
concept for the approach. We also plan to investigate
further services, tools, and techniques to offer streamlined
integration of disparate MOM services.

6. Conclusions

This work forms a necessary step in integrating
Message-Oriented Middleware (MOM) technology from
disperse implementations. While not claiming to be a
sliver bullet, it provides a useful non-invasive mechanism
to add/extend the functionality of an underlying MOM
implementation. The process of augmenting functionality
upon this core message service is achieved though the use
of the POSA Interceptor pattern.

The Chameleon framework is designed to support the
use of message handlers (interceptors) with a JMS
compatible MOM platform. Chameleon allows MOM
behaviours to be easily packaged as message handlers and
dynamically added to the core service. Once packaged,
behaviours can be mixed and matched to create
customised messaging solutions.

The framework permits handlers to be used on both
the client and server-sides, allowing for advanced
functionality to be deployed to client systems, and for co-
operation between client-side and server-side handlers.
Handlers can also be added and removed at run-time; this
enables the application of reflective and adaptive
techniques within a MOM service.
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Abstract

Various application domains exist where the advantages
of the event-based paradigm make it a key technology. In
general, this architectural style allows better control of the
structural and behavioral complexity of applications: com-
ponents can be developed independently and loosely inte-
grated. The computational behavior of this paradigm, how-
ever, remains poorly understood. This position paper ar-
gues on the necessity of a new methodology for constructing
event-based applications as well as a new logic that clari-
fies the computational behavior of such applications. For
this, the paper presents some factors that make the event-
based style so troublesome and discusses the (non-) ade-
quacy of existing formal techniques for the construction of
event-based applications.

1 Introduction

The different facets of the event-based (EB) architec-
tural style (also calledpublish/subscribeor implicit invo-
cation) are currently widely investigated. In this paradigm,
some components (calledsubscribers) specify their inter-
est in some kind of data (calledevent notificationor simply
event) that other components publish (or announce). The
publishing component is called thepublisher. The specifi-
cation stating what kind of events a subscriber is interested
in is called asubscription. The communication between the
publishers and the subscribers is done through theevent-
based infrastructure. Events are sent to this infrastructure
which then matches them against existing subscriptions and
invokes interested subscribers. The dispatching of events
to subscribers is completely transparent to the publishers,
leading to loose coupling of components. This makes the
event-based paradigm a key technology for many applica-
tion domains.

∗This work is supported by the Austrian Research Foundation (FWF)
project RAY (Number P16970-No4).

Despite the wide acceptance of the EB concept, the de-
velopment of applications based on it remains an ad hoc
and informal process. Consequently, as EB systems prolif-
erate, including in safety-critical domains, it remains dif-
ficult [20, 21] to reason about the reliability of such sys-
tems. This is especially unfortunate in the case of the EB
paradigm because the loose component coupling it supports
naturally leads to a component based approach to the con-
struction of distributed applications and therefore a conse-
quent expectation of increased reliability.

The aim of this paper is to shed some light on the strange
behaviors of the EB paradigm. We present three behavioral
aspects of this style that we have distilled and that make
us strongly believe that at least a new logic is needed that
captures the quintessential properties of this style. First, we
show that the traditional meaning of the sequential compo-
sition of programs does not hold anymore. This is related
to the second issue, where we claim that the associativity
of the sequential composition is not present in the context
of EB applications. The third strange behavior is called
the “assertion fleeing effect”: the result of a subscriber is
always postponed to the “end” of the post-conditions of
programs. Finally, we discuss the applicability of existing
formal techniques to the construction of EB applications.
We claim that although a new formal specification language
may not be required, a logic must be developed that clari-
fies the behavior of the EB architectural style and renders it
unambiguously understood.

The remainder of the paper is organized as follows. We
condition methodologies for the development of correct EB
applications with a set of requirements that we present in the
next section. Section 3 summarizes existing approaches for
constructing EB applications and discusses their shortcom-
ings. In section 4, we briefly present an abstract semantics
of the concept of EB system. This abstract semantics is the
basis for the elicitation of event-based systems’s behaviors
in Section 5. We pursue the discussion of the need of a new
methodology for constructing EB applications in Section 6.
Section 7 concludes the paper.
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2 Requirements for a Methodology

We present some requirements for a methodology for
developing correct EB applications. For the elicitation
of these requirements, we consider three application ar-
eas: component based software engineering (CBSE), mo-
bile computing, and coordination languages. Our require-
ments are clearly not exhaustive as the EB paradigm is ap-
plied in many other domains.

2.1 Generic Requirements

Before going to the specific requirements of the above
areas, there are generic requirements that a software de-
velopment methodology must strive for, namely the scal-
ability to large systems and the ability to be used to con-
sistently produce maintainable and high-quality software at
low cost and with a small turnaround time [25]. Four is-
sues are identified in this requirement: scalability, quality,
cost and schedule, and maintenance issues. Since the degree
to which a methodology supports these issues is in general
hard to measure, it may be argued that any development
method supports them more or less. The goal is therefore,
to find methods that better respond to these requirements
than those currently available.

2.2 CBSE related Requirements

CBSE is an emerging methodology that promises to ad-
equately address many of the above issues. And, indeed,
many researchers are working on making it a reality.

One of the issues that need to be solved is the composi-
tion and integration of components; the EB paradigm is cur-
rently intensively deployed for this purpose. Any software
development methodology that supports the development
of EB applications must, therefore, also explicitly support
CBSE. That is, such an approach must be compositional,
both at the abstract level (conceptual level) as well as at the
implementation level. At the abstract level, it must be possi-
ble to compose component specifications as well as proofs
about properties of these specifications. In particular, the
methodology must allow building models in a clearly de-
fined and intuitive way such that one can understand the
whole by understanding the parts and recombining them in
predictable ways [13].

2.3 Mobility related Requirements

Mobile computing is a paradigm in which users are able
to communicate and use their applications while they are
moving [9]. The difficulty in such computational models
is that one can not rely on the permanent availability of
the network. The resulting connectivity intermittence has

led to the argument that traditional client/server middle-
ware are not suitable for mobile computing [3, 9, 10, 23].
The EB paradigm is viewed as a valuable replacement to
client/server; it does not require subscribers to be present at
the time of announcement. This asynchrony in the commu-
nication is mapped one-to-one to mobile computing. A sub-
scriber represents a mobile device that comes to and leaves
the network at will.

From this short analysis, we derive that an approach for
the construction of EB applications must support compo-
nents that leave and come intermittently. In addition, to sup-
port easy maintenance of systems, or to be applicable to per-
vasive computing, such an approach must be able to foresee
the integration of new components in a running system. In
the EB terminology, this implies that the reasoning should
not be based on a pre-defined static set of subscribers.

2.4 Coordination related Requirements

Coordination includes the specification, analysis, and
control of the cooperation between components of a sys-
tem. A significant amount of work is currently undergoing
on this topic (see [4, 5, 29]). Many of the proposed solu-
tions are based on the EB architectural style. The require-
ment that are placed upon methodologies for constructing
EB applications by coordination languages are in essence
similar to those of component based engineering and mobile
computing. In particular, it is argued that compositionality,
evolvability, and easy handling of volatile business require-
ments must be supported [4].

Due to the similarities in the goals of the coordination
paradigm and the many uses of the EB architectural style,
it is important to notice that neither subsumes the other; the
EB paradigm is used for other purposes than coordination
while there are coordination techniques that are not based
on the EB technique (e.g. [5, 7]).

3 Related Work

Despite the wide acceptance of the EB paradigm, not
much work has been presented on building correct appli-
cations using it.

3.1 Formalizing Architectural Styles

Several researchers have attempted to provide formal
techniques that can support the treatment of EB applica-
tions. Although the ultimate goal of such works is reli-
ability, the developed approaches have not been success-
ful. Examples of such approaches are that of Garlan and
Notkin [22], as well as that of Abowd, Allen, and Garlan
[1, 2] who propose frameworks for formalizing architectural
styles in general and implicit invocation in particular. These
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approaches primarily focused on taxonomic issues, and do
not provide an explicit computational model that permits
compositional reasoning about the behavior of EB applica-
tions [12, 11]. This claim is justified by observing that the
semantics of a method (also called operation or function) is
not defined. It is, therefore, not possible to reason about the
behavior of these methods (at least not without extending
the framework). Moreover, it is not said how a method must
be specified. For instance, a key question in formally speci-
fying EB applications is how does a designer specify that a
methodm announces an evente whenever the state satisfies
the conditionQ? The next issue in such approaches is that
there is no indication on whether the specifications are re-
alizable or not. Given such a specification, what is the next
step in building an application? How does a designer show
that a given application satisfies such a specification?

3.2 Verification of EB Applications

Dingel et al.[12] propose an approach for verifying the
correctness of EB applications. Since this is an a-posteriori
approach, the components of the completed program are
verified in isolation and then put together where general
properties are attempted to be proved. The scalability to
large applications can not be achieved, since erroneous de-
sign decisions taken in early steps are propagated until the
system is implemented and attempted to be proven correct
[26, 16]. Further, given that this approach assumes a static
set of subscriptions the evolvability and the maintainability
of systems are therefore hard to support.

3.3 Model checking EB Applications

Model checking EB applications is interesting in that a
significant part of the process is carried out automatically.
In [8, 20, 21], attempts to apply model checking to the ver-
ification of EB applications are discussed. The authors pro-
vide generic frameworks to be reused by modelers in the
process of defining the abstract structure related to their sys-
tems. Indeed, the authors succeeded in factoring the work
such that, for instance, the event delivery policy is now a
pluggable element with various packaged policies (prepared
by the authors) that can be used off-the-shelf.

In general, in addition to being an a-posteriori approach,
model-checking EB applications suffers from the fact
that there is no known adequate way for specifying the
announcement of events in presence of interference.
Ideally, it should be possible to specify components, verify
their properties, implement them, and integrate them in a
predictable way.

The discussion in this paper results from our early at-
tempts to construct a methodology for the stepwise devel-

opment of event-based applications [16, 15, 17, 14].

4 Abstract Semantics of the EB Paradigm

To make clear the differences in the behavior of the EB
paradigm, we need to clarify the programming language
and the semantics that we assume. We will attempt as far
as possible to remain informal in this paper. Let us assume
the following while-parallel language that also allows
announcement of events.

P ::= x := e | P1; P2 | if b then P1 elseP2 fi | skip
| {P1‖P2} | while b do P od | announce(e)

The semantics of the constructs in this language seem to
have the traditional meaning. Indeed, the semantics of the
announcement construct is simple: the set of subscribers to
an event are executed in parallel with the remainder of the
announcing program. That is, if we assume that there is no
event announcement in the programz1 and that the program
ze is subscribed to the evente, thenz1;announce(e); z2 is
a program that behaves asz1 and follows as{ze‖z2} if z1

terminates. In this semantics, we abstract from the EB in-
frastructure and simply model its behavior: the invocation
of subscribers. For simplicity, we have removed the await
construct that we propose [16, 15, 17] for synchronization
and mutual exclusion in EB systems. The await construct
gives more power to the language and allows it to simu-
late more types of EB systems. The aspects related to this
construct will not be investigated in this paper. Further, we
have ignored passing the event to the subscribers; this is
discussed in [14].

5 Challenges of the EB Paradigm

We take a close look at the above semantics and present
some aspects that make reasoning about EB applications
difficult.

5.1 The meaning of sequential composition

In traditional systems (e.g. Hoare Logic [30], VDM
[27]), a programz1; z2 is a program that behaves asz1 and
follows asz2 if z1 terminates. If the result ofz1 (respec-
tively z2) is captured by means of its post-conditionE1 (re-
spectivelyE2), then the result ofz1; z2 is E2 if the pre- con-
dition of z2 follows from E1. This is expressed in Hoare’s
style as:

{E0} z1 {E1}
{E1} z2 {E2}
{E0} z1; z2 {E2}

(1)
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Let us now consider the case with an event-
announcement. If the subscribers ofe, sayze, is such that
{E1} ze {Ee} holds, then the following rule follows from a
naive double application of the above rule:

{E0} z1 {E1}
{E1} ze {Ee}
{Ee} z2 {E2}

{E0} z1;announce(e); z2 {E2}
(2)

This rule is, however, unsound because the computa-
tional model of the EB paradigm requires to interpret the
announcement of the evente as the parallel execution ofze

andz2. If we assume thatze andz2 coexist, that is, there
is no interference of one with the other, then the following
rule must hold.

{E0} z1 {E1}
{E1} ze {Ee}
{E1} z2 {E2}

{E0} z1;announce(e); z2 {E2 ∧ Ee}
(3)

Hence, sequential composition of programs when the EB
paradigm is involved does not always have the traditional
meaning. As a natural consequence, the iteration rule looses
its traditional properties.

5.2 Non-associativity of sequential composition

A natural consequence of the above rules is that the
associativity of the sequential composition of programs
may no longer be assumed. Without event announcement,
z1; {z2; z3} has the same results as{z1; z2}; z3. This does
not hold whenz2 announces an event. Let us replacez2

with the announcement of the evente. The naive way of
composing the three programsz1, announce(e), andz3

is to start by composingz1 with announce(e) which re-
sults in the programz1; ze whose post-condition isEe (if
the pre-condition ofze follows from E1). Next, we com-
posez1;announce(e) with z3 which results into a pro-
gram satisfyingE2 if the pre-condition ofz3 follows from
Ee.

This result is, however, unsound. The semantics of the
announce construct requires that the programze be executed
in parallel with the remainder of the announcing program,
i.e. z3. The sequential composition operator is, therefore,
right associative in the presence of event announcement.

5.3 Fleeing Assertions

As shown in the previous section, in the presence of
event announcement, sequentially composing a programz1

with the programz2 does not result in a program that be-
haves asz1 and follows asz2. In absence of interference,

the result of the subscribers toe (an event announced byz1)
will always hold in the final state of the program. Let us
explain this in the light of the following figures.

Z 1 Z 2

Z e

E 1E0

S
1

S
0

E 2 E e,

2
S

Figure 1. Behavior of z1;announce(e); z2

Figure 1 captures the behaviors ofz1;announce(e); z2

as expressed by Rule 3. The first programz1 is executed in
a state satisfyingE0. Next an event announcement is exe-
cuted in the stateS1 satisfyingE1, resulting in the parallel
execution ofze andz2. The programsz1 andz2 both termi-
nate in the stateS2 which satisfiesE2 andEe.

E 1E0

S3S2

E 2 , E
e

S1S0

E 3Z 1 Z 2

Z e

Z 3

Figure 2. Naive Interpretation of
z1;announce(e); z2; z3

We now perform a sequential composition of the above
program withz3. Figure 2 illustrates the case of a naive
sequential composition:z3 starts afterz2 and ze are ter-
minated. This is the wrong interpretation discussed in the
previous section.

Z 1 Z 2

Z e

Z 3
E 1E0

2S 3S1S
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e
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Figure 3. Fleeing Assertion

Figure 3 shows the sound behavior of
z1;announce(e); z2; z3. The subscriberze is exe-
cuted in parallel withz2; z3. The post-condition ofz2

which held in the stateS2 in Figure 1 now instead holds
in the stateS3. In general, the result of a subscriber can
not be ” caught” by a sequentially composed program.
We say that the post-condition of such a subscriber is a
fleeing assertion; it keeps ”fleeing” to the final state of any
computation (provided there is no interference).

5.4 Similarity with the π-Calculus

The semantics that we have given to the announce con-
struct in this paper (and also in [16, 15, 17, 14]) has some
resemblance to asynchronous communication. In this com-
munication mechanism, in fact, a process/agent sends a
message to the other process and both continue their exe-
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cution running in parallel with each other. The behavior
advocated can, therefore, also be observed in such systems.

One has, however, to be careful when analyzing this
behavior in the context of formal frameworks for asyn-
chronous communication. Considering for instance theπ-
calculus [28], the agent(u(a).Q1‖u(b).Q2).P is an agent
such thatu(b).Q2 sends the messageb to u(a).Q1 and
evolves asQ2 while the recipient evolves asQ1[b/a]
and run in parallel withQ2. And, once the agent
(u(a).Q1‖u(b).Q2) is terminated, the agentP can be ex-
ecuted. This is completely different from event-based ap-
plications where it is not possible to constrain a program
to start after the termination of a subscriber. If we re-
place for instanceu(b).Q2 with announce(b).Q2 and let
u(a).Q1 be the subscriber to the eventb, then, the above
agent evolves into(Q2.P )‖Q1[b/a], which is completely
different from the result obtained when there is no event an-
nouncement.

5.5 Shared Variable Interference

The EB style is intended for the loose coupling of com-
ponents. This inspires that shared variables are not a pri-
mary issue in constructing methods for developing such ap-
plications. Yet, we argue that the issue of shared variables
can not be ignored.

Let us illustrate a simple case in which loose coupling
and shared variable are present. Two Java classesStack
andCounterare assumed whereStackcontains the meth-
ods pushand pop while Countercontainsincrementand
decrement. The example is from [12, 11]. The meaning
of these methods is indeed what the reader may expect.
We require thatpush (resp. pop) announces an event of
type EventA(resp. EventB) after performing its supposed
task. Next, we construct an instancesomestackof Stack
and an instancesomecounterof Counter. Using an EB mid-
dleware, we subscribesomecounter.increment(resp.some-
counter.decrement) to events of typeEventA(resp.EventB).
The reader should agree that this is indeed a loosely coupled
system:Stackknows nothing aboutCounterand vice versa.

To be convinced of the presence of shared variables in-
terference, one observes that the result ofsomestack.push
depends on whether it is executed alone or in parallel with
somestack.pop, in which case there is indeed interference
betweensomestack.pushandsomestack.pop. This kind of
interference is indeed very difficult to master in the case
of EB systems since the two methodssomestack.pushand
somestack.popmay be invoked in a non-deterministic way
by the environment.

6 Do we need “Yet another formalism”?

We have presented the requirements that we expect from
a methodology that supports the EB architectural style. We
have also presented some behavioral properties that con-
tribute to making reasoning about the correctness of EB ap-
plications a non-trivial task. We are now armed to address
the question of whether we need a new formalism for con-
structing such applications.

In general, we plead that there is the need for a new
methodology that allows the development of reliable event-
based applications. While a new formalism may not
be required, we claim that an adequate logic is required
that renders the computational behavior of the event-based
paradigm unequivocally understood. We expect such a logic
to illuminate the derivation and the inference of programs
that conform to the EB computational model. Such a logic
does not need to be orthogonal to existing logics, but should
ideally be based on them such that existing tools can be
leveraged.

Although such logics are often not widely used in prac-
tice, we believe that they give rise to sound and well
founded less formal frameworks such as model checking
and formal testing that are indeed more used in practice.
Further, as acknowledged by Dingel et. [12, 11], the intu-
ition gained in the development of formal techniques are of
particular significance to software engineers.

7 Conclusions

The increasing use of the EB paradigm motivates the
need for methodologies to support not only the construc-
tion of systems but also reasoning about their correctness.
While some argue that reasoning about the EB paradigm is
hard [20] other instead claim that no new methodology is
required for constructing EB applications [19, 18]. The aim
of this paper was to bring light on this starting “dispute.”

Based on the requirements put on the EB style by its ap-
plication domains, we deduce that there is need for a suit-
able methodology for EB applications. On the other hand,
based on some identified behavioral aspects of this style, we
plead that this methodology must be supported by a logic
that allows a clear understanding of the EB paradigm.

Given that there are many factors that contribute to mak-
ing it difficult to construct a methodology for the developing
correct EB applications, following Michael Jackson [24],
we further suggest that the EB architectural style be refined
into architectural types [6] which are obtained from archi-
tectural styles by fixing some of their parameters.

This conclusion is guiding our work in the area of event-
based applications [16, 15, 17, 14].
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Abstract

Publish/subscribe is emerging as a very flexible commu-
nication paradigm that is applicable to environments de-
manding scalable and evolvable architectures. Although
considered for workflow, electronic commerce, mobile sys-
tems, and others, security issues have long been neglected
in publish/subscribe systems. Recent advances address
this issue, but only on a low, technical level. In this pa-
per, we analyze the trust relationships between producers,
consumers, and the notification infrastructure. We devise
groups of trust to model and implement security constraints
both on the application and the system level. The concept
of scopes helps to localize and implement security policies
as an aspect of structured publish/subscribe systems.

1 Introduction

The publish/subscribe paradigm is an interest-oriented
communication model [3]. Event notifications are pub-
lished by producers, and consumers receive those that
match one of the subscriptions they have specified. The
paradigm is successfully applied in many areas of dis-
tributed computing, and the loose coupling of producers and
consumers leverages reconfigurability and evolution. Re-
cent research mainly focused on functional aspects of the
intermediary pub/sub service that conveys the notifications.
It is considered a black box optimized for notification rout-
ing and scalability in distributed settings. Today, an in-
creasingly important emerging aspect of publish/subscribe
systems is security and trust. This includes access control
to the pub/sub infrastructure (and the data it transports), as
well as the need to establish mutual trust between produc-
ers and consumers of data, i.e., granting the authenticity and
validity of data in the system.

This imposes the question of how the mutual trust be-
tween publisher and consumer can be established despite
the decoupling facilitated by the pub/sub paradigm. The
obvious approach is to delegate some of the aspects of trust-
worthy interaction to the pub/sub service for enforcement.
For instance, access control and secured delivery can be

added to the pub/sub infrastructure [1]. Unfortunately, this
often implies that the infrastructure as a whole is trusted, a
frequently found assumption.

At Internet scale, however, the pub/sub infrastructure it-
self has to be considered as a security issue. A distributed
network of event brokers likely spans a larger number of
service providers and many administrative domains. Conse-
quently, the security considerations of producer-consumer
interaction must include the infrastructure, and a black box
view on it is no longer applicable.

Initial work is available on security issues in publish/
subscribe. A general description of requirements is given
by Wang et al. [12]. An apparent problem is access con-
trol to the pub/sub service and certain classes of notifica-
tions [8, 1]. Miklós [8] uses the Siena covering relations
to constrain allowed subscriptions and advertisements; a
trusted broker network is assumed. Perhaps the most ad-
vanced result is Belokosztolszki et al. [1], who combine
role-based access control with a distributed notification ser-
vice. The privilege to publish or subscribe to a specific type
of event is granted by a designated owner of this type. A re-
laxation of the trusted network assumption is sketched that
finds connected broker subgraphs that use encrypted com-
munication links. However, globally valid type hierarchies
are problematic to establish and limited in their modeling
capabilities [7].

In this paper, we want to weaken the assumption of a
trusted network to a large degree. The settings we consider
are systems where the notification service (a) can be part of
a larger network consisting of different transport networks
of unknown trustworthiness; and (b) the notification deliv-
ery itself may span several separate notification services or
administrative domains. Obviously, mechanisms must be in
place to bridge potentially malicious networks or brokers,
as well as to establish mutual trust between different ad-
ministrative domains on behalf of a client. We discuss these
issues in greater detail in Section 2. Then, in the remainder
of this paper, we show our approach of applying scopes to
the problems aforementioned. Scopes originally were de-
signed to model visibility of event dissemination within the
distributed pub/sub notification service REBECA (cf. Sec-
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tion 3). In Section 4 we exploit scopes to enforce and
maintain security aspects in Internet-scale pub/sub systems.
Section 5 sketches an implementation using aspect-oriented
programming techniques, before Section 6 concludes this
paper.

2 Trust in Pub/Sub Systems

2.1 System Model
A minimal pub/sub system consists of producers, con-

sumers, and the intermediary pub/sub service to convey the
published notifications. The pub/sub service offers three
simple-to-use primitives: subscribe, advertise, and
publish to register consumer interests, to announce po-
tential future notifications, and to publish a notification.
The notification service itself acts as a black box and is con-
ceptually centralized, which we refine later. We assume a
distributed implementation in a network of event brokers;
the brokers to which clients are connected are called border
brokers. Each broker maintains a routing table that keeps
track of the network links and the subscriptions that were re-
ceived on them. Notifications are forwarded on those links
for which a matching subscription is stored.

2.2 Trust

Trust in the sense we use it in this paper has two dif-
ferent aspects: a “real-world” aspect of trusting someone or
something on the basis of some contract (Fig. 1(a)) and, sec-
ond, the aspect of implementing trust through some security
measures in a more technical sense (Fig. 1(b)). In traditional
systems, security is mostly based on knowing the identity of
involved parties, which is not possible in publish/subscribe.
Indeed, at first sight one might argue that security contra-
dicts its open and decoupled nature.
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Content Provider Consumer
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Figure 1. Trust

Figure 1 depicts a common example from the domain
of e-commerce applications: a customer subscribes to a
“premium stock market ticker” provided by Reuters, for in-
stance. As the service comes with a monthly fee, contracts
are concluded between customers and the service provider
(Fig. 1(a)) describing the terms of their trust relationships.

Obviously, the provider of such a service has an interest
in access control. Only authenticated and authorized cus-
tomers should be able to receive the stock market quotes.
The most basic requirement for a security implementation
is to allow access to the service for the group of valid cus-
tomers and to deny access to anybody else. On the other
hand, a customer of such a premium service wants to be
sure that information received from the service is authentic,
i.e., originates from the premium service and is not manip-
ulated. Therefore the customer has to trust the authenticity
and validity of the received information. Taken together,
provider and customers share a common group of trust in
which they interact.

Obviously, the presence of the pub/sub infrastructure as
an intermediary introduces an additional level of trust con-
cerns. Not only that the infrastructure must be trustworthy
itself, it also must be leveraged to implement the trust rela-
tionship between the producer and consumer (cf. Fig. 1(b)).
From the point of view of a group of trust, as described
above, the infrastructure must be part of the application-
specific group of trust that customers and provider share.

Consequently, an implementation of real-world trust
must secure groups of application components and the un-
derlying groups of event brokers necessary to connect the
components. On both levels, measures must be taken to sep-
arate communication within the group from outsiders and to
base group admission on credentials sufficient to establish
mutual trust.

2.3 Current Deficiencies

Contemporary design of pub/sub services focuses on
functional aspects of the pub/sub paradigm, i.e., efficiency
of message routing, scalability, expressiveness of filter lan-
guages, or event composition, to name only a few.

However, trust and security is not part of the pub/sub
paradigm, and the trust relationship is not directly enforca-
ble in producers and consumers. Security is a separate as-
pect of publish/subscribe, outside of the pure ability to con-
vey messages. Trust is injected into a system based on ex-
ternal contracts on the level of applications. The goal must
be to map trust agreements to the underlying notification
service for implementation and enforcement. The current
model of pub/sub assumes that the black box model of a
conceptually centralized pub/sub service is applicable at all
times. But implementing a group of trust requires additional
control on how messages are delivered in the infrastructure.

What is needed to implement trust and security on top
of the pub/sub paradigm, is fine-grained control over every
part of the infrastructure used to transport messages from
a producer to a consumer. Each part on this way has to
have the same trustworthiness as if producer and consumer
would communicate directly. To inject this extensive level
of control we exploit the concept of scoping introduced in
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the next section.

3 Scoping
Scopes in publish/subscribe systems [5, 6] delimit

groups of producers and consumers on the application level
and control the dissemination of notifications within the in-
frastructure. Hence, they offer a technical basis to realize
groups of trust. This section describes their basic function-
ality and security extensions are shown in Section 4.

3.1 Model

The fundamental idea of the scoping concept is to control
the visibility of notifications outside of application compo-
nents and orthogonal to their subscriptions. A scope bun-
dles a set of simple application components, i.e., produc-
ers and consumers, which are typically not aware of this
bundling. Additionally, it may contain other scopes as well.
The resulting structure of the system is given by a directed
acyclic graph of simple and complex components .

simple

U
scope

R

component    Y Z

T

X

S

Figure 2. An exemplary scope graph

The visibility of notifications is initially limited to the
scope they are published in. The transition of notifica-
tions between scopes is governed by scope interfaces, i.e.,
a scope issues subscriptions and advertisements in order to
act as regular producer and consumer in its superscope(s).
The scope’s interface selects the eligible notifications that
are forwarded to their superscopes and the external notifica-
tions that are relayed towards the scope’s (sub-)components.
In Figure 2, a notification published by � is delivered to �
and to any other consumers in � and � if their subscription
matches. Also, it is visible in � if it matches the output
interface of � or � , but it is not visible in � .

3.2 Using Scopes

Four new functions are needed for maintaining a scope
graph: creating new scopes (cscope), destroying scopes
(dscope), joining an existing scope (jscope), and leav-
ing a scope (lscope). Two approaches to scope adminis-
tration exist. First, the functions may be directly accessed
by the clients of the pub/sub service, i.e., the producers and
consumers, i.e., the components of applications. In this
case the functions are provided as extensions of the pub-
lish/subscribe API.

However, in accordance with the loose coupling of the
event-based paradigm, scope management should be done
outside of the application components. We identified the
role of an administrator who is responsible for orchestrat-
ing existing components into new scopes, which in turn
are available for higher level composition. At deployment
time, descriptors assign newly created components to cer-
tain scopes. At runtime, we leverage management inter-
faces to remotely administrate scope membership of exist-
ing components. For the implementation of trust we can
exploit the same mechanisms for assigning components to
certain application-dependent scopes, representing a group
of trusted components.

3.3 Scope Architectures

We sketch a distributed implementation of scopes as
an extension of the REBECA distributed notification ser-
vice [10]. This approach opens the black box and deter-
mines groups of event brokers that implement a specific
scope, thus correlating groups on the application and the
system level.

Integrated routing reconciles distributed notification
routing with the visibility constrains defined by the scope
graph. The original routing table is broken into multi-
ple tables, one for each locally available scope. Thus, for
each scope a connected subset of event brokers constitute
an overlay within the broker network that conveys scope-
internal traffic. Another routing table, the scope routing ta-
ble, records scope-link pairs signifying in which directions
brokers of the respective scope can be found.

Upon scope creation, an initially empty routing table is
created at some broker, together with any management in-
formation regarding this scope, such as interface definitions.
The creation is announced with a notification that is dis-
tributed in the network to update the scope routing tables.
The overlay can either be extended manually by adminis-
trative commands to preset a certain extent of the overlay,
or it is extended dynamically when other components are to
join the scope. Both ways, a scope join request is always is-
sued at a broker currently not part of the overlay. A request
is traveling in the direction stored in the scope’s routing ta-
ble, leaving a temporary trail of references to the request
source. The first broker encountered that is part of the re-
quested scope, processes the join request and sends a reply
back along the trail. If affirmative, the reply contains man-
agement information needed to set up routing tables in the
involved brokers; they become part of the scope’s overlay.

The transition of notifications between two scopes re-
quires the two scope overlays to share at least one broker.
Consider scopes � and � of Figure 2. � is a component of

� and has joined � . For each subscription of � , a respec-
tive entry is added to the routing table of � that points to
the table of � . For each advertisement an entry is added in
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� ’s table that points to � . Mechanisms are in place to pre-
vent multiple transitions at different brokers, but they are
omitted here.

With this implementation, scopes not only group clients
of the pub/sub service on the application level. They are
also an important tool to group event brokers, extending
their structuring capabilities to the infrastructure. They de-
termine which subset of brokers belong to the same group-
ing and even allow for different routing algorithms in sep-
arate overlays as long as the transition between the scopes
adhere to the constraints of the scope graph.

4 Security in Scopes
The preceding discussion introduced scopes as a means

to group application and infrastructure components. They
are therefore an apparent place to implement groups of trust.
A scope isolates intra-scope traffic from the rest of the sys-
tem, if the infrastructure is trusted. In Section 4.1 we ad-
dress access control of clients, i.e., at the application level.
Section 4.2 enhances scope overlay management to extend
application-depend trust groups to the infrastructure.

4.1 Client Access Control

In many scenarios, like e-Commerce applications or mo-
bile applications, access to the pub/sub infrastructure must
be controlled on the level of subscriptions, advertisements,
and publications, i.e., client access control. It must be en-
sured that only authorized clients have access to the network
of brokers to publish and subscribe to notifications they are
privileged to. In general, access control is implemented at
the border brokers of a system, assuming a trusted infras-
tructure (cf. Section 4.2).

The presented solution uses rather simple policies be-
cause the main focus lies on how security is integrated—
more sophisticated policies would be available if role-based
access control schemes are bound to scopes, cf. [1]. At-
tribute certificates (AC) as specified in RFC 3281 [4] are
utilized to encode privileges. An AC is a credential with a
digitally signed (or certified) identity and a set of attributes.
It carries here a reference to a public key certificate to au-
thenticate the client and authorized filter expressions the
client is allowed to advertise or subscribe for. ACs are is-
sued by the provider of the broker network itself or by some
other trusted attribute authority (AA). A legitimate content
provider has got an AC from the network provider that au-
thorizes its advertising. On the other hand, access to pre-
mium content may require an AC of the content provider,
which is checked by the network.

Consider a service requesting the pub/sub system to
propagate an advertisement � . To do so, it calls
advertise of the pub/sub interface together with an AC
showing its privilege to do so. The border broker veri-
fies the AC by checking the contained signature of the net-
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Figure 3. Trust relationships

work provider and, depending on the result of the check,
grants access or, e.g., simply discards the advertisement. In-
cluded in a valid advertisement is another certificate carry-
ing the public key of the content provider for this advertise-
ment. Later, this certificate is used to authorize subscribers
to the content published after the advertisement (e.g., the
group of “premium content subscribers”). Advertisements
are flooded through the overlay network of the scope they
are published in. Thereby, access control information for
subscriptions matching the advertisement is made available
at all border brokers—overlay extensions are handled trans-
parently as the network is trusted, so far.

When a client subscribes to some information at a border
broker, it also gives its credentials in form of an AC. The
border broker checks the signature of the certificate based
on the network provider key or the keys contained in its
list of received advertisements. The AC the client provides
must match the attributes specified by the signing AA con-
tained in the advertisement. If and only if they match, the
subscription is processed further like in the standard pub/
sub case without additional security.

4.2 Infrastructure Security

So far, we considered access control on the level of ap-
plications, i.e., in the graph of scopes. As discussed in Sec-
tion 2, the trust relationship manifested in the application
must also be secured within the infrastructure. Routing and
the decision (how) to use specific parts of the broker net-
work is subjected to application-specific security consider-
ations. Scoping is exploited to correlate groups of applica-
tion components with groups of trusted event brokers, mak-
ing the scope overlay accessible to system engineers.

The previous assumption of having a homogeneous
trusted network is relaxed and we first investigate when to
extend a scope overlay. One can suppose large broker net-
works to be hosted by different service providers, like it is
the case for the Internet. City carriers are likely to provide
event brokers on wireless access points while global play-
ers link cities, countries, and continents. We assume a trust
relationship as sketched in Fig. 3, e.g., negotiated in busi-
ness contracts. Certificates authenticate hosts, their relation
to providers, and the provider-application relation.
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Connected Overlays. Assume that a scope overlay in a
trusted network of brokers �

���� �
���� and �

�� exists (Fig-
ure 4) and that a scope join request is received from a neigh-
bor broker �	�� , which is not yet part of the overlay. The
decision whether the requesting, directly connected broker
is trusted is application- and scope-specific. If positively
ascertained, the implementation described in Section 3.3 is
used for extending the scope overlay. A likely pre-installed
policy of the network provider is to trust all the brokers
within its own administrative domain.

H1

A

H2

A

H1

B
H1
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Figure 4. Extending the scope overlay

If a broker from a different administrative domain, say
�	�� , is asked to join the scope, it forwards a scope join re-
quest according to its scope routing table towards �

�� . It
appends to the request a list of chained attribute certificates
of the path in the trust graph of Figure 3 from its node to
the node of the respective scope. Upon receiving such a re-
quest, �

�� tests the included certificates. If a shared ances-
tor in the trust relationships is found, extending the overlay
may proceed as described. At this place, various security
policies could be applied that are assigned to the scope App
to govern its extension in the broker network. For instance,
a scope might mandate link layer encryption with Transport
Layer Security (TLS).
Tunneling. If a trustworthy node is about to join that is
only reachable via an untrusted broker, the previous ap-
proach is not applicable. Consider a join request from a host
�	�� that is routed through an untrusted broker ��
� . The
latter is assumed to have a routing entry for the scope App
in its scope routing table. ���� digitally signs the request
and includes its own public key. If �

�� accepts the request,
the scope overlay would include an untrusted intermediary
if the above implementation is used. The solution applied
here is to tunnel the traffic through ��
� . The clear text part
of the reply contains an indication of whether to tunnel the
scope and, if so, triggers an update of the scope routing ta-
ble to include an entry pointing to ���� —provided that ��
�
cooperates. Notifications are encrypted and tagged with
the scope’s name so that they can be forwarded by �
� , al-
though they are not part of its content-based routing. Eaves-
dropping and modifications are prevented, while malevolent
omissions are detectable by application level heartbeats.

The tunnel can span more than one broker and it may

even be used to connect clients via untrusted border bro-
kers. The problem is, however, that multiple join requests
lead to multiple tunnels. A second broker requesting to join
the scope via ��
� , or multiple clients connected via point-
to-point tunnels at untrusted border brokers, will result in
duplicated messages individually encrypted for the various
destinations. At least in the former case of multiple trusted
brokers behind an untrusted one, scope-level broadcast with
a shared session key can attenuate bandwidth consumption.
The same session key is forwarded to any newly attached
broker so that the overlay connected via �

�� - �	
� is reached
with only one message. Of course, this trades computing re-
sources with bandwidth, for the new brokers have to filter
out notifications consumed at other brokers.

The described tunneling is similar to secure (application-
level) multicast, giving raise to the known problems of mul-
ticast key management [9]. Shared session keys must be
changed if some brokers leave the overlay. However, if ses-
sion keys are only used between brokers, it is plausible to
assume that fluctuation is rather low and the frequency of
key changes is limited.

5 Implementation
Clients access the REBECA notification service via local

event brokers, which offer the plain pub/sub API as a li-
brary collocated to the client code. Local brokers maintain
connections to the event broker network. There, event bro-
kers are implemented as separate processes, which main-
tain TCP connections to other brokers and clients and at
least one routing table for unscoped traffic. Brokers are cus-
tomizable software containers and thus the implementation
of the routing engine, connection pooling, transmission pro-
tocols and message handlers is specified at deployment of
the broker. REBECA messages transmitted between brokers
may contain (a) control messages, like subscriptions and
scope admin messages, or (b) notifications, which consist
of a management header and notification data. Appropriate
message handlers process these messages according to their
type (a) or (b).

Scope configuration is accessed through a remote man-
agement interface to the event broker functionality, using
the Java Management Extensions (JMX) (cf. Figure 5). On
creation of a scope, the desired scope parameters can either
be specified directly, or via a scope type, which refers to a
predefined configuration.

Although flexible, the current REBECA architecture does
not allow for an easy inclusion of security policies. A num-
ber of core classes would have to be re-implemented for the
integration of each specific kind of security handling. Fur-
thermore, the proposed implementation of security is only
partially tied to the sketched scope implementation – inte-
grated routing in this case – and is designed to be applicable
to other forms, as well.
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interface ScopeEBIf :
public RemoteEBInterface {

createScope (ScopeName, IOInterface)
createScope (ScopeName, IOInterface,

SuperScopeName)
createScope (ScopeName, Type)

joinScope (ComponentName, ScopeName)

subscribe (ScopeName, Filter)
...

}

Figure 5. Remote event broker interface

To achieve greater flexibility, we employ aspect-oriented
programming (AOP) techniques and AspectJ [2] to imple-
ment security aspects of scopes. We briefly sketch three
main security extensions. First, access control on the API
level is required for the authorization of the invocation of
management functions. Certificates are stored with the
callee and are transparently sent with each call to the re-
mote management interface. These are verified before ac-
cess to management functionality is granted by the broker.
Second, some features, like admission tests of join requests,
are also applicable to implementations other than integrated
routing. Thus, a new function was introduced that calls a list
of interceptors before starting to update the routing tables.
Third, specific to integrated routing, extending the scope
overlay must be governed by an authorization test of the
original requesting broker and the next-hop broker. This
test checks chains of certificates according to Figure 3 and
is evaluated prior to calling the handler that processes the
extension. Depending on the result a new session key may
be generated. It must be added to all affected routing table
entries by the extension handler and is used for secure mes-
sage exchange between brokers over untrusted parts of the
broker network. The encrypted fan-out to consumers uses
point-to-point connections; in case of performance prob-
lems, caching schemes like [11] may be employed to reduce
the number of encryptions needed.

6 Conclusion

Trust in publish/subscribe systems cannot be associated
with specific producers and consumers without impairing
their loose coupling. Instead, we have associated trust with
the interaction within a group of components. This facil-
itates the design of loosely coupled applications and their
security policies. Security is considered on the level of both
applications and its implementation in the infrastructure, al-
lowing for enforcement of security measures even across
different administrative domains.

We introduced scopes as a suitable means to model and
implement the above issues. Originally designed as general
concept to control visibility, they make component interac-

tion explicit. By opening up the black box of the pub/sub
service, they provide for the appropriate locations to weave
security aspects into a distributed pub/sub notification ser-
vice. The separation of intra-scope traffic makes it possi-
ble to implement different security implementations that are
bound to different parts of an application’s structure, de-
pending on the actual needs for security and trust. To avoid
re-implementing larger parts of the pub/sub service every
time the system evolves, we employed AOP technology to
add the implementation to the REBECA notification service.
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Abstract

The problem domain of Collaborative Intrusion 
Detection Systems (CIDS) introduces distinctive data 
routing challenges, which we show are solvable through 
a sufficiently flexible publish-subscribe system.  CIDS  
share intrusion detection data among organizations, 
usually to predict impending attacks earlier and more 
accurately, e.g., from Internet worms that tend to attack 
many sites at once.  CIDS participants collect lists of 
suspect IP addresses, and want to be notified if others are 
suspicious of the same addresses.  The matching must be 
done efficiently and anonymously, as most organizations 
are reluctant to share potentially revealing information 
about their networks. Alerts regarding external probes 
should only be visible to other CIDS participants 
experiencing probes from the same source(s).  We term 
this type of simultaneous publish/subscribe “selecticast.”  
We present a potential solution using the secure Bloom 
filter data structure propagated over the MEET publish-
subscribe framework. 

1. Introduction 

Increasingly, malicious attackers attempt to avoid 

tripping an Intrusion Detection System (IDS) by spacing 

out their probes over long periods of time, and 

interleaving probes among multiple sites over these 

extended periods [1]. Most current IDS�s have a limited 

memory window, or employ thresholding before 

signaling an alert in order to avoid generating a flood of 

false alerts.  In contrast, Collaborative Intrusion Detection 

Systems (CIDS) attempt to correlate low-level alerts from 

multiple enclaves in the same organization or across 

organizations over a long period of time in order to detect 

these stealthy scanners prior to an actual attack.  

Participating sites submit lists of suspicious addresses, 

including those that fall below their own thresholds for 

escalating alerts (e.g., to human administrators).  Each 

site compares others� lists against its own, looking for 

matches, which are then escalated to a higher level of 

suspicion and monitoring. 

One approach to implementing CIDS is a centralized 

repository that receives all the �watchlists� and sends 

back augmented watchlists to each participant.  However, 

this creates a central point of failure and a tempting target 

for denial-of-service attacks. It also requires revealing all 

the data to the central site, but the organizations may only 

want to share with others that are targets of the same 

prospective attacker(s). The nature of the latter 

communication suggests a content-based messaging 

system, but in a context where participants (particularly 

when from independent institutions) may demand that 

their data be anonymized. That is, if participant A has no 

low-level alerts in common with participant B, it will 

learn nothing about participant B�s network structure or 

traffic from the data set.  Only if there is an alert in 

common will the information of that particular alert, and 

only that alert, be revealed. 

Such a peer-to-peer system should ensure that the data 

streams remain private, using some form of encryption.  

However, content-based messaging systems are 

inherently difficult to use for encrypted message streams. 

Content-based routing (CBR) implies that routers inspect 

the contents of every packet at each routing point, which 

is unacceptable if routers aren�t trusted.  Encryption is not 

a problem in channel-based routing, since routers along 

the path don�t need to inspect content, and only privileged 

subscribers can decrypt the events.  However, channels 

are not well suited for this problem domain, as each IP 

probe source would need its own channel, which is 

potentially a huge number.  Encryption is also less of an 

issue if the content-based routers can be trusted, as each 

message could safely be decrypted and inspected within 

the router (although this is computationally expensive). 

Additionally, trusted routers could enforce access control 

policies (e.g., [2] or [3]) to guarantee that events are 

forwarded only to subscribers whose security credentials 

match those acceptable to the publishers. 

However, ensuring that all intermediate routers are 

trustworthy will not generally be possible.  We present a 

new approach that supports a restricted form of content-

based event routing with only minimal trust required of 

routers.  In particular, we trust the routers to forward 
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messages to subscribers without forging, altering, or 

discarding them, and to implement our specialized 

algorithms correctly.  Rogue routers that do attempt to 

interpret the events themselves for malicious purposes, 

that forward false matches, or forward to additional 

entities pose little or no threat, as explained below.  The 

main restriction on our approach is that content filtering is 

limited to equality and inequality, as opposed to other 

comparisons on event content such as less than, greater 

than, substring of, etc.    

Our main insight is to employ Bloom filters for 

representing hashed alert sets.  A Bloom filter [4], 

described further below, is essentially a compact 

representation of a set of hashes. A router receives sets of 

hashed values from participants (publishers), which are 

then checked against others� (subscribers�) Bloom filters.  

Matched values are sent back to the submitter and to the 

matched participants; we call this symmetric form of 

publish-subscribe �selecticast�.  The router then converts 

the submitted values to a much smaller Bloom filter, and 

discards the originals.  There is a small possibility of false 

matches, which can be decreased by increasing the size of 

the Bloom filters and/or the number of hashes per input 

value [5].  For the CIDS application domain, false 

positives are not a major issue, assuming the rate is 

sufficiently low, as it merely implies that a small 

percentage of addresses will be temporarily flagged for 

closer monitoring despite being innocent. 

We present one such system, including its methods for 

minimizing false matches. We first describe the 

collaborative intrusion detection system motivating this 

work.  We then explain how Bloom filters operate and 

criteria for selecting the hashes.  We compare several 

alternative approaches to CBR based on secure hashes. 

We briefly discuss the system�s integration into a modular 

event system and its extension to a distributed 

implementation.  Finally, we survey related work, and 

conclude with the current status and real-world evaluation 

plans.  

2. Motivation 

The current emphasis on security has led to the 

development and deployment of sophisticated traffic 

analysis tools, honeypots, and intrusion detection 

systems. A fundamental limitation of such systems is the 

single-point perspective on suspicious activity they offer: 

such activity can only be examined from the point of view 

of the sensor, which is attached to only one network. 

Patient attackers can slowly scan several targets in 

parallel, without creating enough traffic against any one 

of them to warrant an alert. Such low-frequency events 

can be easily lost in the sea of alerts generated by IDS's. 

A collaborative intrusion detection system, such as 

described in [6], shares IDS alert information among sites 

within a large organization or across different 

organizations, thereby enriching the information available 

to each, and revealing far more detail about the behavior 

of attackers than would otherwise be possible.  

Assume we already have a collection of sites, each 

hosting an IDS performing surveillance detection, i.e., 

tracking connections and failed or incomplete connection 

attempts, and mapping these activities to source IP 

addresses (or ranges of addresses) as much as memory 

permits.  The Antura Recon detector is a commercial 

example of such a surveillance-detection-enabled IDS [7].  

By identifying such sources, sites progress from detecting 

attacks as they occur to predicting impending attacks. 

In CIDS, we correlate these alerts from IDS�s across 

multiple sites.  With sufficient participation in the 

collaboration, it now becomes possible to detect stealthy 

scanners who relatively rarely probe any given site but 

are slowly testing multiple target sites. Collaborative 

�watchlists� across multiple sites aggregate the activities 

of source IPs (or ranges of IPs) that would likely fall 

under the radar at any individual site. A critical concern, 

however, is that sites be able to participate without 

revealing confidential or sensitive information about their 

networks and traffic. By hashing the alerts before 

transmission and correlating and distributing them with 

selecticast, we can solve the problem simply and 

efficiently.

3. Secure Hashes and Bloom Filters 

A Bloom filter [4] is a �one-way� data structure, 

consisting of a bit-string that represents hash hits.  It is 

one-way in the sense that one can test to determine 

whether a given filter has seen a particular datum before, 

and the filter will answer with no false negatives and rare 

false positives.  Thus, the Bloom filter does not reveal its 

contents; it can only confirm whether a specific value is 

stored.

More precisely, Bloom filters are used to 

probabilistically and compactly represent subsets of some 

universe U.  A Bloom filter is implemented as an array of 

m bits, uses k hash functions mapping elements in U
to m..0 , and supports two basic operations: add and

query.  Initially, all bits in the Bloom filter are set to 0.  

To add u U to a Bloom filter, the hash functions are 

used to generate k indices into the array and the 

corresponding bits are set to 1. A location can be set to 1 

multiple times, but only the first has an effect.  A query is 

positive if and only if all k referenced bits are 1.  A 

negative query clearly indicates that the element is not in 

the Bloom filter, but a positive query may be due to a 

false positive: the case in which the queried element was 

not added to the Bloom filter, but all k queried bits are 1 

due to other additions.  We use k independent indices, 
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instead of just a single index, to reduce the probability of 

a such a false positive. 

The probability of false positives is an important 

metric because minimizing it is the key to making 

effective use of Bloom filters. The analysis proceeds as 

follows. If p is the probability that a random bit of the 

Bloom filter is 1, then the probability of a false positive is 

pk, the probability that all k hash functions map to a 1. If 

we let i be the number of elements that have been added 

to the Bloom filter, then p = 1-(1-1/m)ik
, as ik  bits were 

randomly selected, with probability 1/m, in the process of 

adding i elements.  In [8] and [5], it is shown that the 

probability of false positives is minimized when k is 

approximately 2lnim .

The reason the above analysis is with respect to k, the 

number of hash functions, is that we do not control i, the 

number of additions, in our application � it�s dictated by  

network traffic.  What we can control is m, the amount of 

memory used and k, the number of hash functions.  The 

collaborative security participants need to choose m and k
so that the probability of false positives is acceptably 

minimized.  Small values of k lead to large values of m,

whereas small values of m lead to large values of k.  The 

smaller m, the more compact our Bloom filters, but the 

smaller k, the faster the implementation � at routers as 

well as subscribers.  As discussed in the next section, 

hash computation is the dominant cost and it depends on 

k.

4. CBR With Bloom Filters and Hashes 

Bloom filters efficiently represent a set of hash values 

in a small space.  Good results are typically obtainable 

with filters with only eight times as many bits as there are 

items being stored [5].  One can merge two or more 

Bloom filters by simply binary-ORing them together (at 

the cost of a higher false-positive rate). 

Bloom filters also have some disadvantages, most 

significantly the impossibility of deletion, although 

alternate schemes allowing deletion (at the cost of less 

space efficiency) have been proposed [9].  Additionally, 

as with standard hash tables, the hash values have usually 

been adjusted modulo the size of the table, so increasing 

the size requires rehashing the original values. 

We will assume that it is undesirable (insecure) for the 

routers to see raw, unhashed values, which will typically 

be alerts containing sensitive IP address and port 

information.  There are several different ways to leverage 

Bloom filters to represent the hash-value sets participants 

are publishing.  We could have clients submit Bloom 

filter bit-strings representing the hashed addresses of 

interest, and have routers use Bloom filters internally.  

We could have clients submit the sets of hash values and 

have routers organize them into Bloom filters.  Or we 

could have clients submit lists of hash values and have 

the routers use standard hash tables. 

There are a number of costs to consider, and the 

optimal solution will depend on the specific attributes of 

our network and the needs of our CIDS �selecticast.�  

Among the important cost metrics are the size of the 

�selecticast� submissions and notifications in transit, the 

size of the subscription representations in router memory, 

and the speed with which the router can compute 

intersections.  Another important variable is the 

specificity of participant notification: do participants 

merely need to know that others have seen a particular 

alert, the number who have seen the alert, or the actual 

identities of all who have seen an alert? 

Plain Hash Tables 
If clients submit lists of the hash values, the most 

straightforward approach for the router is to simply 

maintain a hash table of all submissions.  Each entry in 

the hash table links to a list of submitters.  When a new 

set is submitted, the router adds each entry to the master 

hash table.  If the submitter list for that entry was non-

empty, a notification containing the new submitter list 

and the hash value is sent to all entries in the list.   

This implementation has the advantages that there will 

be no false positives except for rare hash collisions.  It 

also allows deletion, enabling the submission of updates, 

as opposed to complete lists.  If a hashed alert is flagged 

for deletion, the submitter will be silently deleted from 

the submitter list for that entry in the master hash table.   

Its main disadvantage compared with Bloom filters is 

size.  The exact size depends on the specific type of hash 

table constructed and the underlying architecture of the 

system (e.g., pointer size).  Assuming both hash values 

and pointer size are 32 bits (reasonable for our expected 

alert set cardinality of 105-106), an optimal open hash 

table (load factor 0.50) storing n items will use around 

64n bits, and an optimal chained hash table (load factor 

around 0.75) will use around 85n bits (64 bit entries, 32 

bits for value and 32 for pointer, times 4/3 for optimal 

load).  For either type, if each entry also has a linked list 

of submitters, add an extra 64n.

Pure Bloom Filters 
At the opposite extreme, we could deal purely with 

Bloom filters.  In this case, participants would submit a 

Bloom filter representation of their dataset.  In order to 

look for matches, we would directly compare the Bloom 

filters, counting the number of bits in common.  Filters 

with any matching elements must have at least k bits in 

common, where k is the number of Bloom filter bits we 

set for each input value. 

Unfortunately, this approach will usually not be 

practical.  The number of bits that match due to random 

chance will be huge for any typical pair of Bloom filters.  
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Suppose we have two Bloom filters of size m bits, each 

storing n distinct values (i.e., no values in common) using 

k bits per item.  A bit in the filter will be set with 

probability p, roughly 
knm111 .  For optimal Bloom 

filters, p should be near 0.5, although we can make it 

much sparser at the cost of increased memory usage.   

For our candidate Bloom filter, we can view the case 

that one of our bits coincidently matches a bit in the other 

filter as a Bernoulli trial with chance of �success� p.  The 

number of matching bits will then follow a binomial 

distribution, with the expected number of successes in kn
trials equal to knp.  Computer simulation confirms the 

accuracy of this analysis.  knp will be vastly greater than 

k, and thus the number of false positives will be 

enormous.  Even if we try to lower knp by making p
extremely small (and making the filter extremely sparse), 

large values of n will rapidly make the situation 

unworkable.   

For instance, if k is 6, and thus we want our expected 

number of collisions to be less than 6, we must put fewer 

than 1200 items into an 8 million bit (1MB) Bloom filter 

(k=6, n=1183, m=223, p 0.0008, knp 6.0).  Note that this 

cost is only incurred in memory.  We can compress the 

filter during network transmission by a large factor using 

standard compression tools.  Nonetheless, and even given 

the speed of simply ANDing the two large Bloom filters 

together, 7000+ bits per item stored is a highly 

unattractive ratio. 

Hybrid Bloom Filter 
We can successfully leverage the size advantage of 

Bloom filters by combining them with the set-of-hash-

values approach.  Participants submit the list of hash 

values of interest, representing noted instances of 

suspicious network activity.  The router uses the actual 

hash values to check against the Bloom filters of the other 

participants to find matches with reasonable accuracy.  If 

matches are found, the router sends the matching values 

as a notification to all matching participants.  

Additionally, the router converts the submitted set of hash 

values into a Bloom filter of size n�8  bits, where n�  is the 

estimated total number of values per participant (making 

all filters the same size, and giving a chance of false 

positive around 2%).  This filter is then stored and 

associated with the submitter.  After all of the submitted 

hash values have been checked against everyone else�s 

Bloom filters, the router can then discard the submitted 

hash value list, leaving only the subscriber�s (much 

smaller) Bloom filter.   

Thus publishers submit large sets of hash values, 

which are used to find matches, and then leave behind 

much smaller Bloom filter �residues� that act as 

subscriptions.  Matching hash value sets (optionally 

tagged with the identity of their submitter) are sent out as 

the actual notifications.  For this domain, we assume that 

the number of notifications is very small in relation to the 

number of values submitted (experiments show 

correlation rates of 0.01% or lower).  If the number of 

matches is expected to be large, the matching sets could 

themselves be converted to Bloom filters before being 

sent as notifications, with the attendant space savings.

Note that the hash values used for Bloom filter 

generation are much larger than the hash values used by a 

plain hashtable, even though the resulting filter structure 

is smaller than the corresponding hashtable.  For each 

item entered, Bloom filters need k indices into an m-bit 

table, and thus a total of klnm bits of hash per item.  If 

m=8n, then k(3+lnn) bits.  For sets of 2,000 to 128,000 

items and k=6, this works out to 84-120 bits per item, or a 

factor of 3-4 increase over the size of the hash values 

needed for plain hashtables.  This would potentially be a 

problem for the submission of large sets of hashed values 

in the hybrid case. 

However, we can avoid this problem by hashing our 

alerts to 32 bits for transmission, and then rehashing each 

to 120+ bits after it arrives at the server (and then splitting 

up those bits into the k indices of size lnm that we need), 

thus making the transmission cost no more expensive than 

for plain hashtables.  Since the original alerts will 

typically contain less than 32 bits of entropy, no 

information should be lost with this two-stage hashing 

process.

Optimization with Two-Stage Compare 
In the hybrid case described above, we assumed that 

the router maintains a separate Bloom filter for each of 

the C collaborating parties, representing the specific set of 

alerts seen by that party.  When a new set of values is 

published, it must be compared against each of the C-1
other sets.  We can speed processing by entering all of the 

submitted value sets into a single large �master� Bloom 

filter in the Router and checking this first.   

If we find a match in the master Bloom filter, we must 

then check each individual filter to discover the specific 

participants who matched.  Despite this, we will show 

that this approach can offer substantial space efficiencies 

over the hash table approach, and the speed disadvantage 

can be reduced. 

We can speed our Bloom filter lookups by taking 

advantage of arithmetic modulo 2m on binary numbers.  

Just as a base 10 number modulo 10m is the least 

significant m digits of the number, a binary number 

modulo 2m is just the bottom m bits of the number, which 

can be extracted by ANDing the number with an 

appropriate bit mask ((1<<m)–1 using the C-language 

bit operators). 

Let n’ be the power of 2 closest to n.  We create one 

master Bloom filter of size Cn’ and a filter of size n’ for 

each of the C participants.  Sizing these at 8 bits per item, 
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we have a total space of 16Cn’.  The single hash table 

approach, as described above, will use 128Cn-150Cn bits 

to encode the same information.  Even if we choose 

n’=2n, the total size of our Bloom filters will be a quarter 

or less of the size of the hash table solution.  To do a 

lookup, we take our k hash values, compute indices 

modulo Cn’, and do our lookups into the master Bloom 

filter.  If all k indices match, we simply take the bottom 

log2n’ bits of each master table index value, and use these 

as our search indices into the size n’ subtables.  Thus we 

only need to compute a nontrivial modulus once.  If C is 

also a power of 2, both hash resizings become single 

AND instructions. 

Aging
The master Bloom filter still has one major weakness 

vis-à-vis the master hash table solution.  Participants will 

be publishing new alert lists to the network on a regular 

basis.  While we can easily add new values to the master  

Bloom filter (just keep setting the appropriate bits), we 

have no way to delete out-of-date entries, and our master 

filter will gradually fill up with junk bits, until the 

probability of a positive response for any input 

approaches 1.

One solution is to maintain a �shadow� copy of the 

�primary� master Bloom filter (at a cost of an extra 8Cn’
bits), and periodically swap the two.  At startup, after the 

primary master Bloom filter is initialized from all the 

participants� data, the shadow copy is cleared.  When 

participants subsequently publish a new set of values, 

their individual Bloom filter is replaced, and both the 

primary and shadow filters are updated with the new 

values.  After all participants have submitted new data (or 

a preset time interval is elapsed), the shadow table 

becomes the new primary table, and the old primary table 

is cleared and becomes the new shadow table. 

During the period where many new sets have been 

added to the current primary table, the number of false 

positives it returns will increase.  However, as the 

individual participant subtables are always up-to-date, 

this should not result in a much higher rate of actual false 

positive messages transmitted back to subscribers, as all 

of the secondary checks for specific matches will fail.  

The only effect will be a reduction of the primary table�s 

efficiency in filtering.  If value set updates are largely 

similar to the previous set, the performance degradation 

will be even smaller. 

MEET
The Multiply Extensible Event Transport (MEET) is a 

modular publish-subscribe system currently under 

development that allows users to define their own data 

types and predicates on those types to be used as filters.  

MEET allows enhancements to the classic publish-

subscribe paradigm through the addition of new modules. 

In the above discussion, we have assumed a single 

router node.  We can use this extensible system 

implement a fully distributed solution.  We wish to 

distribute the task of matching values among multiple 

routers.  We can achieve even distribution of the 

computation by assigning particular hashes to particular 

routers with a mechanism based on Distributed Hash 

Table routing.  For instance, if we have 16 routers, the 

first handles all hashed values ending with 0000, the 

second all hashes ending with 0001, etc.  

MEET enables DHT routing and selecticast through 

the addition of data type, filter, and routing 

modules.Further discussion of MEET is outside the scope 

of this paper. 

5. Related Work 

A number of sophisticated publish-subscribe systems 

have been developed, including Siena [10], Gryphon [11], 

JEDI [12], ECho [13], CORBA Events [14], and Elvin 

[15].  Siena, Gryphon, JEDI, and Elvin are all content-

based, where intermediate routers analyze the contents of 

each packet to determine appropriate forwarding 

destination(s).  Wang et al. [16] examined security issues 

for CBR, but focused on the (as yet unsolved) problems 

of evaluating complex filters (i.e., more complex than 

simple equality testing, e.g., ad-hoc range checking) on 

encrypted data. 

Bloom filters have been studied for a number of 

applications, including wide-area service discovery [17], 

IP packet traceback [18], and distributed caching 

services[8], in addition to being a primary tool for 

relational database joins [19].  The most germane work is 

probably by Triantafillou and Economides [20, 21], who 

use Bloom filters to create �subscription summaries,� 

allowing for radical speedups to standard content-based 

routing.  To our knowledge, no one has proposed using it 

for management of large numbers of opaque subscriptions 

in publish/subscribe systems. We also know of no other 

�selecticast� systems where publications are also 

subscriptions. 

Others have investigated CIDS, e.g., [22] [23] [24] 

[25], but none have proposed an event infrastructure for 

data distribution. 

6. Status and Conclusions 

We believe that our proposed two-level system of 

Bloom filters will allow efficient and secure correlation of 

data as required by collaborative intrusion detection 

systems.  The launch of a second generation CIDS, using 

MEET with Bloom filters extended as discussed here, is 

planned as a joint project between Columbia, Georgia 

Tech, Florida Institute of Technology, Syracuse 
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University, MIT, USC/ISI and the Brookings Institute.  

We expect to be able to compare our performance data 

against first generation CIDS trials involving Columbia, 

George Tech, and the University of Pennsylvania, where 

the raw data was collected and correlated at a centralized 

site.

Our extensions to Bloom filters may also prove useful 

for other secure content-based routing applications where 

equality/inequality testing of values is sufficient.  

Publications and subscriptions do not necessarily have to 

be symmetric, as in our �selecticast�, but instead 

subscriptions could be provided directly as Bloom filters. 
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Abstract

The paradigm shift from device-oriented to service-
oriented management has also implications to the area of
event correlation. Today’s event correlation mainly ad-
dresses the correlation of events as reported from manage-
ment tools. However, a correlation of user trouble reports
concerning services should also be performed. This is ne-
cessary to improve the resolution time and to reduce the
effort for keeping the service agreements. We refer to such
a type of correlation as service-oriented event correlation.

For introducing service-oriented event correlation for an
IT service provider, an appropriate modeling of the work-
flow and of the information is necessary. Therefore, we exa-
mine the process management frameworks ITIL and eTOM
for their contribution to the workflow modeling in this area.
The MNM Service Model, which is a generic model for IT
service management proposed by the MNM Team, is used
to derive an appropriate information modeling. The dif-
ferent kinds of dependencies that we find in our general
scenario are used to develop a workflow for the service-
oriented event correlation.

1. Introduction

In huge networks a single fault can cause a burst of fai-
lure events. To handle the flood of events and to identify the
root cause of a fault, event correlation approaches like rule-
based reasoning, case-based reasoning or the codebook ap-
proach have been developed. The main idea of correlation
is to condense and structure events to retrieve meaningful
information. Until now, these approaches address primarily
the correlation of events as reported from management tools
or devices. We call these approaches resource-oriented (for
an overview of the state-of-the-art see [1]).

As in today’s IT environments the offering of services

with an agreed service quality becomes more and more im-
portant, this change also affects the event correlation. To
avoid service level agreement (SLA) violations, it is espe-
cially important for service providers to identify the root
cause of a fault in a very short time, when trouble reports
are received from customers or the provider’s own service
surveillance. We call the kind of event correlation for such
a scenario service-oriented as it uses knowledge about ser-
vices, service provisioning and SLAs. As we showed in [1]
the following reasons for service-oriented event correlation
can be identified:

Resolution time minimization: The time interval between
the first symptom (recognized either by provider, net-
work management tools, or customers) that a service
does not perform properly and the verified fault repair
needs to be minimized. This is especially needed with
respect to SLAs.

Effort reduction: If several trouble reports are symptoms
of the same fault, the fault processing should be per-
formed only once and not several times. If e.g. the
fault has been repaired, all affected customers should
be informed about that automatically.

Impact analysis: In case of a fault in a resource, its in-
fluence on associated services and affected customers
can be determined. This analysis can be performed for
short term (when there is currently a resource failu-
re) or long term (e.g. network optimization) considera-
tions.

To receive the benefits of the service-oriented event cor-
relation, it is necessary to have an appropriate informa-
tion modeling, e.g. with respect to the dependencies from
services to subservices and resources. The workflow also
needs to be modeled to show which steps are necessary du-
ring the event correlation process.

The rest of the paper is organized as follows. In Section
2 we present the management models ITIL and eTOM and

56



examine their contribution to the area of fault management
and especially to event correlation and show that the MNM
Service Model is useful as basis for the information mo-
deling of service-oriented event correlation. Our workflow
design for this kind of correlation as well as the derived
information modeling for the service events are presented in
Section 3. The last section concludes the paper and presents
future work.

2 Usability of Existing Models for Service-
Oriented Event Correlation

In the following we examine the established IT pro-
cess management frameworks ITIL and eTOM. The aim is
find out where event correlation can be found in the pro-
cess structure and how detailed the frameworks currently
are. This is helpful to model the workflow for the service-
oriented event correlation.

2.1 ITIL

The British Office of Government Commerce (OGC) and
the IT Service Management Forum (itSMF) [2] provide a
collection of best practices for IT processes in the area of
IT service management. The collection is called “IT In-
frastructure Library (ITIL) [3]”. The service management
is described by 11 modules which are grouped into Ser-
vice Support Set (provider internal processes) and Service
Delivery Set (processes at the customer-provider interface).
Each module describes processes, functions, roles and res-
ponsibilities as well as necessary databases and interfaces.
In general, ITIL describes contents, processes, and aims at
a high abstraction level and contains no information about
management architectures and tools.

The fault management is divided into Incident Manage-
ment process and Problem Management process.

Incident Management: The Incident Management con-
tains a service desk as interface to the customer (e.g.
receives reports about service problems). In case of
severe errors structured queries are transferred to the
Problem Management.

Problem Management: The Problem Management’s
tasks are to solve problems, take care of keeping
priorities, minimize the reoccurrence of problems, and
to provide management information. After receiving
requests from the Incident Management the problem
has to be identified and information about neces-
sary countermeasures is transferred to the Change
Management.

The ITIL processes describe only what has to be done,
but contain no information how this can be actually per-
formed. As a consequence, event correlation is not part of

the modeling. The ITIL incidents could be regarded as input
for the service-oriented event correlation, while the output
could be used as a query to the ITIL Problem Management.

2.2 TOM/eTOM

The TeleManagement Forum (TMF) [4] is an interna-
tional non-profit organization from service providers and
suppliers in the area of telecommunications services. Simi-
lar to ITIL a process-oriented framework has been develo-
ped at first, but the framework was designed for a narrower
focus, i.e. the market of information and communications
service providers. A horizontal grouping into processes for
customer care, service development & operations, network
& systems management, and partner/supplier is performed.
The vertical grouping (fulfillment, assurance, billing) re-
flects the service life cycle.

In the area of fault management three processes have
been defined along the horizontal process grouping.

Problem Handling: The purpose of this process is to re-
ceive trouble reports from customers and to solve them
by using the Service Problem Management. The aim
is also to keep the customer informed about the current
status of the trouble report processing as well as about
the general network status (e.g. planned maintenance).
It is also a task of this process to inform the QoS/SLA
management about the impact of current errors on the
SLAs.

Service Problem Management: In this process reports
about customer-affecting service failures are received
and transformed. Their root causes are identified and
a problem solution or a temporary workaround is es-
tablished. The task of the “Diagnose Problem” sub-
process is to find the root cause of the problem by per-
forming appropriate tests. Nothing is said how this can
be done (e.g. no event correlation is mentioned).

Resource Trouble Management: A subprocess of the Re-
source Trouble Management is responsible for re-
source failure event analysis, alarm correlation & fil-
tering, and failure event detection & reporting. An-
other subprocess is used to execute different tests to
find a resource failure. There is also another subpro-
cess which keeps track about the status of the trouble
report processing. This subprocess is similar to the
functionality of a trouble ticket system.

The process description in eTOM is not very detailed. It
is useful to have a check list which aspects for these pro-
cesses have to be taken into account, but there is no detailed
modeling of the relationships and no methodology for ap-
plying the framework. Event correlation is only mentioned
in the resource management, but it is not used in the service
level.
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2.3 MNM Service Model

The MNM Service Model [5], which was developed by
the Munich Network Management Team, is a generic mo-
del for service modeling. It distinguishes between customer
side and provider side. The customer side contains the ba-
sic roles customer and user, while the provider side contains
the role provider. The provider makes the service available
to the customer side. The service as a whole is divided into
usage which is accessed by the role user and management
which is used by the role customer.

The model consists of two main views. The Service View
(see Fig. 1) shows a common perspective of the service for
customer and provider. Everything that is only important
for the realization of the service is not contained in this
view. For these details another perspective, the Realization
View, is defined (see Fig. 2).
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The Service View contains the service for which the

functionality is defined for management as well as for
usage. There are two access points (service access point
and CSM access point) where user and customer can access
the usage and management functionality, respectively. As-
sociated to each service is a list of QoS parameters which
have to be met by the service at the service access point.
The QoS surveillance is performed by the management.

In the Realization View the service implementation and
the service management implementation are described in
detail. For both there are provider-internal resources and
subservices. For the service implementation a service logic
uses internal resources (devices, knowledge, staff) and ex-
ternal subservices to provide the service. Analogous, the
service management implementation includes a service ma-
nagement logic using basic management functionalities [6]
and external management subservices.

The MNM Service Model can be used for a similar mo-
deling of the used subservices, i.e. the model can be applied
recursively.

As the service-oriented event correlation has to use de-
pendencies of a service from subservices and resources the
model is used in Subsection 3.4 to derive the needed infor-
mation for service events.

3 Workflow and Information Modeling for
Service-Oriented Event Correlation

Fig. 3 shows a general service scenario which we will use
as basis for the workflow modeling for the service-oriented
event correlation. The provider offers different services
which depend on other services called subservices (service
dependency). Another kind of dependency exists between
services/subservices and resources. These dependencies are
called resource dependencies. These two kinds of depen-
dencies are in most cases not used for the event correlation
performed today. This resource-oriented event correlation
deals only with relationships on the resource level (e.g. net-
work topology).

As both ITIL and eTOM contain no description how
event correlation and especially service-oriented event cor-
relation should actually be performed, we propose the fol-
lowing design for such a workflow (see Fig. 4). The work-
flow is divided into the three phases fault detection, fault
diagnosis, and fault recovery. In general, we have two
kinds of events: Resource events, which contain informa-
tion about failures in resources, and service events, which
contain information about service problems.

In the fault detection phase these events can be generated
from different sources. The resource events are issued du-
ring the use of a resource, e.g. via SNMP traps. The service
events are originated from customer trouble reports, which
are reported via the Customer Service Management (see be-
low) access point. In addition to these two “passive” ways
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Figure 3. Different kinds of dependencies for
the service-oriented event correlation

to get the events, a provider can also perform active tests.
These tests can either deal with the resources (resource ac-
tive probing) or can assume the role of a virtual customer
and test a service or one of its subservices by performing
interactions at the service access points (service active pro-
bing).

An important part of the fault diagnosis phase is the
event correlation. The correlation contains the resource
event correlator which can be regarded as the event correla-
tor in today’s commercial systems. Therefore, it deals only
with resource events. The service event correlator does a
correlation of the service events, while the aggregate event
correlator performs a correlation of both resource and ser-
vice events. If the correlation result in one of the correlation
steps shall be improved, it is possible to go back to the fault
detection phase and start the active probing to get additional
events. These events can be helpful to confirm a correlation
result or to reduce the list of possible root causes.

After the event correlation an ordered list of possible root
causes is checked by the resource management. When the
root cause is found, the failure repair begins. This last step
is performed in the fault recovery phase.

The next subsections present different elements of the
event correlation process.

3.1 Customer Service Management and Intelli-
gent Assistant

The MNM Service Model contains a Customer Service
Management (CSM) access point as a single interface bet-
ween customer and provider. Its functionality is to provide
information to the customer about his subscribed services,
e.g. reports about the fulfillment of agreed SLAs. It can also
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Figure 4. Event correlation workflow

be used to subscribe services or to allow the customer to
manage his services in a restricted way. Reports about pro-
blems with a service can be sent to the customer via CSM.

To reduce the effort for the provider’s first level support,
an Intelligent Assistant can be added to the CSM. The Intel-
ligent Assistant structures the customer’s information about
a service trouble. The information which is needed for a
preclassification of the problem is gathered from a list of
questions to the customer. The list is not static as the current
question depends on the answers to prior questions or from
the result of specific tests. A decision tree is used to struc-
ture the questions and tests. The tests allow the customer
to gain a controlled access to the provider’s management.
At the LRZ a customer of the E-Mail Service can e.g. use
the Intelligent Assistant to start a “ping” request to the mail
server. But also more complex requests could be possible,
e.g. requests of a combination of SNMP variables.

3.2 Active Probing

Active probing (see Fig. 5) is useful for the provider to
check his offered services. The aim is to identify and react
to problems before a customer notices them. The probing
can be done from a customer point of view or by testing
the resources which are part of the services. It can also be
useful to perform tests of subservices (own subservices or
subservices offered by suppliers).

service
active probing

active
probing

sub−service
active probing

resource
active probing

Figure 5. Active Probing

Different schedules are possible to perform the active
probing. The provider could select to test important ser-
vices and resources in regular time intervals. Other tests
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could be initiated by a user who traverses the decision tree
of the Intelligent Assistant including active tests. Another
possibility for the use of active probing is a request from
the event correlator, if the current correlation result needs
to be improved. The results of active probing are reported
via service or resource events to the event correlator (or if
the test was demanded by the Intelligent Assistant the re-
sult is reported to it, too). While the events that are re-
ceived from management tools and customers denote nega-
tive events (something does not work), the events from ac-
tive probing should also contain positive events for a better
discrimination.

3.3 Event Correlator

Because we have to deal with two types of events (re-
source events and service events) in the service-oriented
scenario, the event correlation should be performed in dif-
ferent steps. The reason for this are the different characte-
ristics of the dependencies (see Fig. 3).

On the resource level there are only relationships bet-
ween resources, e.g. caused by the network topology. An
example for this could be a switch linking separate LANs.
If the switch is down, events are reported that other network
components which are behind the switch are also not reach-
able. When correlating these events it can be figured out
that the switch is the likely error cause. At this stage, the in-
tegration of service events does not seem to be helpful. The
result of this step is a list of resources which could be the
problem’s root cause. The resource event correlator is used
to perform this step.

In the service-oriented scenario there are also service and
resource dependencies. As next step in the event correlation
process the service events should be correlated with each
other using the service dependencies. The result of this step
which is performed by the service event correlator is a list
of services/subservices which could contain a failure in a
resource. If e.g. there are service events from customers that
the video conference service and e-mail service do not work
and both services depend on a common subservice (in this
case e.g. the DNS), it seems more likely that the resource
failure can be found inside the subservice.

In the last step the aggregate event correlator matches
the lists from resource event correlator and service event
correlator to find the problems possible root cause. This is
done by using the resource dependencies.

Fig. 6 shows the different event correlators.

3.4 Resource Events and Service Events

Today’s event correlation deals mainly with events which
are originated from resources. Beside a resource identifier
these events contain information about the resource status,

resource event
correlator aggregate event

correlator

service event
correlator

event correlator

Figure 6. Event Correlators

e.g. SNMP variables. To perform a service-oriented event
correlation it is necessary to define events which are re-
lated to services. These events can be generated from the
provider’s own service surveillance or from customer re-
ports at the CSM interface. They contain information about
the problems with the agreed QoS. In our information mo-
deling we define an event superclass which contains com-
mon attributes e.g. time stamp. Resource event and service
event inherit from this superclass (see Fig. 7).

resource event

event

service event

Figure 7. Events

Derived from the MNM Service Model we can define the
information which is necessary for a service event.

Event description: This field has to contain a description
of the problem. Depending on the interactions at the
service access point (Service View) a classification of
the problem into different categories should be defined.
It should be possible to add an informal description of
the problem.

Issuer’s identification: This field can either contain an
identification of the customer who reported the pro-
blem, an identification of a service provider’s em-
ployee (in case the failure has been detected by the
provider’s own service active probing) or a link to a
parent service event (see below). The identification is
needed, if there are ambiguities in the service event or
the issuer should be informed (e.g. that the service is
available again). The possible issuers refer to the basic
roles (customer, provider) in the Service Model.

Dates: This field contains key dates in the processing of the
service event such as initial date, problem identifica-
tion date, resolution date. These dates are important to
keep track how quick the problems have been solved.

Status: This field represents the service events actual status
(e.g. active, suspended, solved).
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Priority: The priority shows which importance the service
event has from the provider’s perspective. The impor-
tance is derived from the service agreement, especially
the agreed QoS parameters (Service View).

Assignee: To keep track of the processing the name and
address of the provider’s employee who is solving or
solved the problem is also noted. This is a specializa-
tion of the provider role in the Service Model.

Service: As a service event shall represent the problems of
a single service, a unique identification of the affected
service is contained here.

QoS parameters: For each service QoS parameters (Ser-
vice View) are defined between the provider and the
customer. This field represents a list of these QoS pa-
rameters and agreed service levels. The list can help
the provider to set the priority of a problem with re-
spect to the service levels agreed.

Resource list: This list contains the resources (Realization
View) which are needed to provide the service. This
list is used by the provider to check if one of these
resources causes the problem.

Subservice service event identification: In the service
hierarchy (Realization View) the service for which
this service event has been issued may depend on
subservices. If there is a suspicion that one of these
subservices causes the problem, child service events
are issued from this service event for the subser-
vices. In such a case this field contains links to the
corresponding events.

Other event identifications: In the event correlation pro-
cess the service event can be correlated with other ser-
vice events or with resource events. This field then
contains links to other events. This is useful to, e.g.,
send a common message to all affected customers
when their subscribed services are available again.

The fields date, status, and other events are not derived
directly from the Service Model, but are necessary for the
service event correlation process.

4 Conclusion and Future Work

In our paper we showed the need for a service-oriented
event correlation. For an IT service provider this new kind
of event correlation makes it possible to automatically map
problems with the current service quality onto resource fai-
lures. This helps to find the failure’s root cause earlier and
to reduce costs for SLA violations. In addition, customer
reports can be linked together and therefore the processing
effort can be reduced.

To receive these benefits we presented our approach for
performing the service-oriented event correlation as well as
a modeling of the necessary correlation information. In the
future we are going to apply our workflow and information
modeling for different services offered by the Leibniz Su-
percomputing Center.

Several issues have not been treated in detail so far, e.g.
the consequences for the service-oriented event correlation
if a subservice is offered by another provider. If a service of
the provider does not work, it has to be determined whether
this is caused by the provider himself or by the subservice.
Another issue is the use of active probing in the event cor-
relation process which can improve the result, but can also
lead to delay in the correlation.
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Abstract 

In this paper we are concerned with event-based 
situation analysis. Application areas include the 
understanding and awareness of complex unfolding 
scenarios such as homeland security threats and future 
battlespace engagements. The paper (i) discusses the 
differences between the environments/requirements for 
event-based management and situation management, (ii) 
presents an argument for an integration of an event 
correlation system and a situation awareness system, and 
(iii) proposes an integrated architecture that combines 
rule-based spatio-temporal event correlation and case-
based reasoning for understanding and managing 
situations. In addition, the paper discusses the hard 
problem of the mutual influence between event 
management and situation awareness. 

1. Introduction 

Consider that one is driving an automobile down a 
country road. What does one attend to mentally when 
driving on a country road? One might be enjoying the 
scenery, listening to music, or simply cruising. However, 
if a deer runs across the road in front of the car then the 
situation changes. For a brief second, a new kind of 
situation presents itself – an unsettling event occurs that 
must be dealt with immediately. After the event is dealt 
with, where hopefully the deer and car don’t collide, the 
situation returns to normal.  

Consider now that the country road leads into a four-
lane street with the hustle and bustle of shops, 
restaurants, malls, stoplights, and heavy traffic. The 
driving situation changes once again. The driver attends 
to events such as changes in stoplights, brake lights, 
pedestrians, 491 Amherst St., the cheapest gas prices, 
and the like. Further, if one hears a siren nearby, one is 
likely to pull over – that is, the situation changes again. 

The salient features of our driving story are (i) 
observations of events, (ii) dynamic situation awareness, 
and importantly (iii) the mutual influences between event 

observations and situation awareness. In the driving 
story, for example, it is easy to see that certain 
observations of events invoke certain situation templates, 
while at the same time certain situation templates lead to 
the expectation of certain event observations.  

The focus of this paper is on analysis of dynamic 
situations. In particular, we are concerned with situations 
such as those encountered in the management of a 
battlespace, complex technological systems and 
processes, and real-time emergency situations in health 
care, homeland security, and other applications. These 
applications involve a large number of dynamic objects 
that change state in time and engage each other into 
fairly complex spatio-temporal relations. From the 
management viewpoint it is important to understand the 
situations in which these objects participate, to recognize 
emerging trends and potential threats, and to undertake 
protective actions that lead to predefined safe situations.  

For example, in a tactical land/air battlespace, the 
operational units (troop formations, vehicles, weapon 
systems) maybe be under attack by multiple enemy 
sources, and thus the commanders need to know the 
changes in the battlespace situation, the direction, and 
the strength and severity of potential enemy actions [1]. 
Understanding dynamic battlefield situations is not a 
trivial task: it requires complex cognitive modeling, i.e. 
modeling the semantics of event perception, situation 
comprehension, and action projection [2]. These tasks 
should be undertaken in a dynamic environment, where 
events, actions, and situations follow the time constraints 
of the domain and the logic of temporal reasoning.  

Modeling dynamic situations has been the research 
focus of several scientific disciplines, including 
operations research, ergonomics, psychology, and 
artificial intelligence. Most notably, John McCarthy 
introduced the notion of Situation Calculus in 1963, and 
several years later it was formalized by McCarthy and 
Patrick Hayes [3]. Informally, situations were considered 
as snapshots of the world at some time instant, while a 
strict formal theory was based on non-monotonic 
reasoning. Reiter proposed a formal situation calculus 
designed for action planning purposes, where situations 
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were defined as a sequence of actions [4]. Reiter’s 
situation calculus has been applied in areas such as agent 
programming and robotics [5,6]. Reiter’s situation 
calculus has been extended with a fluent-based (i.e., 
situation dependent actions) approach to model long-
term, autonomous services in ubiquitous 
telecommunication applications [7]. Several other 
approaches to dynamic situation modeling have been 
studied, including approaches based on Petri nets, finite 
state machines, and Bayesian networks [8]. 

Our approach to modeling and reasoning about 
dynamic situations is inspired by two AI disciplines in 
which the authors have been involved for several years: 
Real-Time Event Correlation (EC) [9] and Case-Based 
Reasoning (CBR) [10]. EC is a widely recognized 
approach for telecommunication network root cause fault 
analysis and CBR is an effective paradigm for reasoning 
and decision support in applications such as health care, 
diagnostics, and legal reasoning. In this approach we 
propose the paradigm of Dynamic Case Based 
Reasoning, where the notion of classical cases used in 
CBR is extended by dynamic capabilities based on EC 
technology. The dynamic cases are used as the 
fundamental units of constructing complex situations, 
where the dynamics of situations is driven by the events 
and event correlation functions, as shown in Figure 1. 

Figure 1. Correlated events and dynamic situations 

Section 2 discusses the different features of dynamic 
event-based situation awareness and the traditional tasks 
of event management in communications networks. 
Section 3 discusses a conceptual framework for reasoning 
about situations. Section 4 discusses a design based on 
the integration of event correlation and case-based 
reasoning, and section 5 provides a conclusion and 
direction for future research. 

2. Modeling complex event-based situations 

Reasoning about complex event-based dynamic 
situations differs from the traditional task of analyzing a 
stream of events caused by faults in communications 
networks. For example, traditional event management 
systems are characterized as follows:  
• The operational environment is formed from a large 

number, 100s to 1000s, of interconnected elements.  
• The topology of the operational environment is 

defined by two main structural relations: 
connectivity and containment.  

• The class relations are formed by studying 
information that is given or derivable from vendor 
documentation.  

• The operational environment is largely static or with 
minor changes during the event analysis process. 

• Network events are well-defined structured text 
messages with limited syntactic variations; 
heterogeneity of the events results from syntactic 
sugar-coding of internal vendor policies. 

• There are strong causal relations between the events 
due to the propagation of faults through inter-
connected network components.  

The objectives of network event management include 
root-cause analysis, discovery of network performance 
degradations, and re-routing network traffic. Those tasks 
often require an execution of a relatively long chain of 
simple rules. Each step involves limited semantic 
processing and could be implemented by a rule-based 
system. A certain amount of temporal reasoning is 
required, but this is not a dominant feature. As a rule the 
events are fast flowing and require very fast processing -- 
during critical events this might reach processing several 
hundred to a thousand events per second.  

In contrast, dynamic situation management such as 
battlespace management can be characterized thusly:  
• The operational environment is formed by a medium 

number (hundreds, rarely thousands) of inter-
connected elements.  

• The operational environment is defined by complex 
temporal, spatial, and domain specific relations. 

• The class relations are formed by multiple complex 
ontologies, which are usually ill defined. 

• The operational environment is highly dynamic, and 
often unpredictable. 

• Operational events are very diverse in nature and 
modality, involving signal, textual, visual and other 
types of information; a high level of heterogeneity is 
the norm; and the fusion of data, information, and 
knowledge is a required component of the 
operational space situation analysis. 
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• Causal relations are typically weaker (compared with 
network events); however there are very strong 
temporal and spatial relations.  

The overall objectives in situation awareness are to 
understand the complexity of dynamic situations, 
discover potential developments, analyze potential threats 
and catastrophic situations, and undertake actions which 
avoid undesired situations. The realization of those tasks 
requires an execution of a relatively small number of 
complex reasoning steps involving the recognition of 
semantically rich event patterns.  

The task of situation representation is a constructive 
task based on the principles of object-orientation and 
domain ontology [11]. Before defining the situations, 
let’ s introduce an object state as a set of object parameter 
values. Following the ideas of McCarthy, we consider 
situations as states, which have an assigned time value, 
either a point or an interval time. Time is the critical 
distinguishing factor between states and situations, e.g. 
two identical states with different time values represent 
two different situations. Considering dynamic situations, 
we are interested not only in the state value at some 
particular time, but also in the nature of situation 
changes, their speed, and directions. The dynamics of 
situations is reflected by state transitions, i.e. movement 
of an object from a state to state. Theoretically, it is 
possible to use the model of Finite State Machines (FSM) 
to describe these transitions; however, the simplicity of 
state specifications and augmentation of transitions with 
simple input/output variables make the FSM approach 
ineffective. Using cases for describing situations and 
using correlated events for determining situation 
transitions provides a more powerful tool for defining the 
dynamics of the situation changes.  

The fundamental unit for representing a situation is a 
dynamic case: the smallest conceptual unit, which has a 
closed and semantically independent meaning in a 
domain. A tank at a specific location performing a 
specific task at a specific time is a situation.  

Each situation is represented by its object 
specification, including: 

- Identification 
- Class specification 
- Slots (parameters) 
- Slot attributes 
- Predicates and relations over the slot values 
- Actions 
- Time 

In the following discussion we consider situations and 
cases as synonyms. 

Abstract situation classes are organized into 
hierarchies according to the domain ontology. As usual, 
the specific situations are constructed by parametric 

instantiations of abstract situation classes. It will be 
unrealistic to represent complex situations with a single 
case. The representation of complex situations relies 
heavily on combination of situations using relations, e.g.: 

- Spatial relations: s1 LOCATED_AT s2,  
s1 ABOVE s2, s1 CO-LOCATED s2,  
s1 NEAR s2 

- Administrative relations: s1 
SUBORDINATE_TO s2, s1 DIRECTS s2 

- Structural relations: s1 PART_OF s2,  
s1 CONNECTED_TO s2 

- Other domain specific relations 
While modeling dynamic situations, certain situations are 
identified as the start, target, undesirable, and 
transitional situations. One of the tasks, e.g. in dynamic 
battle-space situation modeling, is the identification of 
enemy threats and actions to avoid catastrophic or reach 
winning situations. The threats are considered as 
potential enemy hostile actions. In real situations the 
threats could be forces of nature, or unintentional actions. 

An important component of transition of dynamic 
situations is the definition of the conditions of 
transitions. As discussed earlier, we will use event 
correlation technology to define these transitions. 

3. A conceptual framework for reasoning 
about situations 

Figure 2 shows the conceptual framework for 
reasoning about situations. The Dynamic Situation 
Model (DSM) represents the top-level model when one 
reasons about events and situations. To stress our point, 
consider the task of battle-space operations modeling. We 
distinguish between three levels of modeling of events 
and situations: the Operational Space Level, the Network 
Communication Level and the System Service Level. On 
the Operations Space Level the DSM describes the battle-
space objects, relations, events, actions, and situations as 
described in Section 2. The dynamics of changes of 
situations is defined by event correlation functions over 
the multiple sources of sensor, intelligence, security and 
other information sources, as well operations 
management events such as commands and actions.  

The actual information flow between different battle-
space operational entities, such as humans, human 
groups, vehicles, weapon systems, infrastructure elements 
and other entities is conducted over the battlespace data 
communication networks. The Network Communication 
Level deals with Network Event Models that describe the 
traditional tasks of network fault, performance, and 
traffic event management. While modeling the battlefield 
situations, reasoning about potential threats, and 
planning battlespace management commands and 
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actions, an important task is to map the events associated 
with the dynamic situation model to the events occurring 
in the corresponding network communications 
infrastructure. The overall task of such mapping is out of 
scope of this paper; however, we note that this mapping 
task is similar to the task of mapping events from Virtual 
Private Networks (VPNs) to the actual physical 
infrastructure networks. 

The lowest level, the System Service Level, deals with 
software infrastructure objects, services, and events, 
which comprise the implementation architecture of the 
battlespace management platform. An example of such 
architecture has been described in [12]. It is built from 
standard CORBA services using structured CORBA 
events and the CORBA Event Notification Service. The 
CORBA Event Notification service was used as an event 
subscription mechanism and as a pipe to construct 
complex event passing channels.  

4. Dynamic event-based situation awareness 

4.1.  Temporal Event Correlation 

Event Correlation as a branch of Computer Science 
and Information Technology has been the focus of 
extensive research and practical applications over the last 
15 years. The impetus for Event Correlation research was 
motivated by the fact that very often complex systems, 
being under operational stress, with malfunctioning of 
internal components, or being targets of malicious 
attacks, produce a large number alarms, which analyzed 

independently without recognizing the synergy between 
multiple information sources, do not reveal the actual 
internal situation of the system. In addition, large 
numbers of generated alarms might form chains of 
causally dependent events and mask the true root cause of 
the system failure. Due to the high speed of incoming 
events, the alarms may pass unnoticed or be noticed too 
late. Failure to capture the sequences of time-dependent 
events makes it hard to see the trends in the system of 
internal processes and predict the future behaviors of the 
system. 

We will follow the event correlation model described 
in [9], where event correlation is broadly defined as a 
conceptual interpretation procedure of assigning a new 
meaning to a set of events that happen within a 
predefined time interval. This conceptual interpretation 
procedure stretches from a trivial task of event 
compression to a complex dynamic pattern-matching task 
involving Boolean functions, temporal relations and 
testing connectivity, containment and other structural 
relations between the objects that generate events. 

In broad terms, an event is an act of internal 
transition of a system from a state to state, or in our area 
of interest – from a situation to a situation. The external 
manifestation of such an event is informational and as 
such it is an artifact created for human interpretation and 
practical utility. In more practical connotation, we 
consider an informational event as a time-stamped 
dynamic piece of information, which represents a change 
in the state of an object or manifests an action. Relative 
to the correlation process, we make a distinction between 
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the raw (i.e. base) events and the derived (i.e. correlated) 
events. The raw events are external events originating 
outside the correlation process, while the derived events 
are results of a correlation process. The overall event 
correlation process is run by the Correlation Engine, 
which uses the structural, spatial and other constraints 
defined by the objects in the situation model, and the 
temporal relations existing between the events. 

Temporal relations between events, such as x AFTER 
y, x ENDS_BEFORE y, x SIMULANEOUS_TO y, play a 
critical role in event correlation applied to dynamic 
situation analysis. Some classes of temporal event 
correlation in an interval time have been discussed in [9]. 

Each event correlation process has an assigned 
correlation time window -- a maximum time interval 
during which the component events should happen. The 
correlation process is started upon the arrival of the first 
component event and stopped as the last component 
event arrives. As any other event, correlation has its time 
of origination, time of termination, and lifespan. By 
definition, the time of origination of the correlation is 
equal to the time of origination of the last component 
event. Event correlation is a dynamic process, so the 
arrival of any event instantiates a new correlation time 
window for some correlation. Time is a critical factor in 
the correlation process. First, very often the correlation 
processes should follow “event floods”, which might 
reach hundreds if not thousands events per second. 
Second, event correlation patterns should take into 
account temporal orders and relations between events. In 
addition, the physical latencies in the communication 
lines could distort the actual order of incoming events 
causing incorrect pattern matching. 

4.2. A CBR interpretation of situations 

What is needed is a way to model dynamic situations. 
Further, the model should allow (i) learning from 
experience and mistakes and (ii) adapting more-or-less 
classic standard situations to accommodate the nuances 
of current situations.  
    Our approach to these tasks is to use a model of 
cognition, case-based reasoning (CBR), where a case is a 
template for some generic situation [10]. A set of events 
is posed to the CBR system, whereupon four processes 
are carried out. First, the set of events is compared to a 
library of situation templates, and a set of maximally 
similar cases is retrieved by a Retrieve Module. In the 
CBR literature, a number of retrieval algorithms have 
been proposed. The simplest and weakest algorithm is 
key-term matching; the most complex but strongest 
algorithm is analogy-based matching [13, 14].  
    The case library can be thought of as a set of former 
experiences with situations that are potentially similar to 

the situation at hand. Typically a former situation has to 
be tweaked in some way to render it applicable to the 
nuances of a current situation. This is the task of an 
Adapt Module. In the CBR literature, a number of 
adaptation algorithms likewise have been proposed. Null 
adaptation, for example, covers those episodes wherein a 
past situation is exactly like a current situation; 
adaptation by substitution covers those episodes in which 
an object that occurs as a descriptor in the current 
situation should be substituted throughout for an object 
that occurs as a descriptor in the retrieved case [13].  
    An Execute Module is straightforward. The user may 
choose to execute a command or action recommended by 
the retrieved/adapted case. The execution may be 
conducted manually or may be carried out automatically 
by the decision-maker, either in supervised or 
unsupervised mode. The execution of an action or plan 
may involve cooperation with other individuals. 
    Importantly, the results of the execution are recorded 
in the case and the case is entered back into the case 
library. In most CBR systems, the case library is 
structured as a sequential list, much like a stack of paper 
forms. Of course, decision-makers do not structure their 
problem-solving knowledge in this way. There have been 
several proposals for more complex memory structures in 
the literature. An interesting proposal is the concept of a 
master case [15]. A master case is one in which all the 
problem-solving experiences with a particular, well-
defined situation are subsumed in one case. This is in 
contrast with the sequential memory in which each 
problem-solving experience is confined to a unique case. 

4.3. An integrated EC/CBR architecture 

Figure 3 shows an integrated architecture with an 
event correlation engine at the front end and a CBR 
engine on the back end.  Based on the preceding sections, 
the design of the conceptual architecture is 
straightforward.  The new feature that Figure 3 
emphasizes is the flow of information in both directions 
between the correlation engine and the CBR engine. The 
events issuing from the correlation engine are used to 
invoke cases, or situation templates, that serve as 
interpretations of multiple events. Figure 3 suggests two 
cases that might be hypotheses about a current situation. 
In reverse direction, a case might suggest further 
information which, if it were available, would strengthen 
a hypothesis. The CBR engine could send a message to 
the correlation engine whereupon the engine attempts to 
prove the truth or falsity of a proposition or try to find the 
value of a parameter. If that fails, the CBR engine could 
alert the command center of an opportunity for seeking 
out information that would strengthen a hypothesis. 
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5. Conclusions and further work 

In this paper we discussed an architecture for dynamic 
event-based situation awareness. The contributions of the 
paper are (i) introducing dynamic cases, (ii) proposing 
the EC/CBR integration model, (iii) analyzing the 
specifics of dynamic situation awareness in comparison 
with traditional event management in communications 
networks, and (iv) introducing the multi-level model of 
dynamic event-based systems. 

Further research includes a formal representation of 
the apparatus suitable for prototype building and testing. 
Some hard problems are (i) modeling unpredictable 
situations, (ii) developing algorithms for learning 
dynamic cases, (iii) developing a situation ontology, and 
(iv) choosing an appropriate implementation medium. 
The foundation for the implementation will be a 
distributed services architecture. The use of standard 
services and components with well-defined functionality 
and standard inter-component communication protocols 
allows the building of open, scalable, and customizable 
systems. Various technologies could be used for building 
the infrastructure of the EC/CBR system, e.g. CORBA, 
RMI, and Jini. 
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Abstract

Event-based middleware is emerging as the major
paradigm for large-scale and widely distributed systems,
especially sensor-rich environments. Here, many primi-
tive events are low-level and effort has been directed to-
wards defining more meaningful composite events, which
are typically recognised by finite-state machines. We ar-
gue that finite-state-machines (FSMs) are insufficient for
meeting the requirements of users in Sentient Computing
environments; user intuition may be concerned with notions
such as state and negation which FSMs cannot support with
reasonable efficiency. We aim to support querying and sub-
scribing transparently to distributed state, which necessi-
tates an alternative model for Sentient Computing. We pro-
pose a state-based, temporal first order logic (TFOL) model
whose implementation is based on a deductive knowledge-
base.

Furthermore, we propose a generalised notion of an
event, an abstract event, which we define as a notification of
transparent changes in distributed state. An extension to the
publish/subscribe protocol is discussed, in which a higher-
order service (Abstract Event Detection Service) publishes
its interface; this service takes a TFOL abstract event defi-
nition as an argument and in return publishes an interface
to a further service (an abstract event detector) which noti-
fies transitions between the values true and false of the for-
mula, thus providing a more natural and efficient interface
to applications.

1. Introduction

Our research focuses on Sentient Computing [10] which
is a computing paradigm for context-awareness in sensor-
driven systems. Sentient Computing systems monitor the

stimuli provided by environmental sensors in order to notify
Sentient applications, in real-time, of changes that are rele-
vant to the rapidly changing context of the user. An exam-
ple of a Sentient application is one where the user can define
his requirements in terms of abstract knowledge predicates.
Such predicates represent states of entities that share ab-
stract spatial and temporal properties, which are of interest
to the user. The application then receives notifications from
the Sentient Computing system when the defined knowl-
edge has been acquired, and as a result, it delivers relevant
reminders. E.g., a user may ask to be reminded to return
John’s book, whenever he is in the same room as John.

Current trends in programming paradigms in the area of
context-awareness, such as ubiquitous and pervasive com-
puting, advocate a separation of concerns between the way
the user perceives knowledge about the physical world and
the way knowledge is produced and maintained within Sen-
tient Computing systems. The user’s view is abstract and
state-based, i.e., events are perceived as changes of state.
The user’s view should be transparent, i.e., the required ap-
plication functionality should be available irrespectively of
the heterogeneity of the underlying distributed modelling
(in terms of the physical entities it contains) and the hetero-
geneity should be concealed, even when the user is mobile.
E.g., locating the closest, empty, meeting room should be
feasible, both when the user is walking in the Computer
Laboratory and within Engineering. Furthermore, to ac-
comodate user requirements, Sentient Computing environ-
ments need to be dynamically extensible in real-time. New
user requirements need to be satisfiable without taking the
system offline, or recompiling existing applications, even
when entities are added or removed from the underlying
model.

This paper argues that in context-aware, sensor-driven
systems such as Sentient Computing systems, events in their
traditional sense are an unsustainable metaphor. We intro-
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duce a generalised concept of an event, an abstract event, as
a notification of changes of abstract state of model entities.
Although we abide by the pub/sub protocol, we propose
an extension to it, a higher-order service that allows real-
time dynamic extensibility. This service allows for abstract
event detectors to be created dynamically based on an ab-
stract event definition in TFOL (Section 3.1). The abstract
event detectors are implemented in accordance with our
state model, by a deductive knowledge-base, which main-
tains the state of the entities of that component in an internal
memory and deduces higher-level changes of abstract state,
from changes in concrete state. This allows richer expres-
siveness in user requirements, as demonstrated in Section 7.

2. Deficiencies of Current Event Models

In event-based modelling, the state of an entity is repre-
sented by means of an event history entity, which is in turn
implemented by finite state machines (FSMs). However,
events in sensor-driven systems are primitive, they are not
always significant, and they only convey positive, concrete
knowledge. Although each received event may affect the
truth property of high-level, abstract knowledge, unless all
changes are explicitly deduced, the semantic mapping be-
tween concrete and abstract knowledge is incomplete. On
the other hand, transparent reasoning with state requires
both reasoning with negative (missing) abstract knowledge
as well as concealing the details of the universe of discourse
from the reasoning tool. It is well known that FSMs are lim-
ited in both aspects. This is discussed in detail next.

Negation in Transparent Reasoning with State. There
does not exist a finite-state machine which can accept the
expression ¬P , when there is no instance of the predicate
¬P available in the system as a symbol. This means, that a
symbol that corresponds to either P or ¬P must be explic-
itly generated for the FSM to be able to process it. This
problem is interlinked with reasoning transparently with
parametric state. We demonstrate that known methodolo-
gies for parametric FSM-based reasoning [1, 8] are not di-
rectly applicable here. In those methods, a parametric ex-
pression is modelled with an FSM with free variables and
for each free variable in the initial parametric FSM, an iden-
tical, non-parametric FSM is spawned, whenever a symbol
that instantiates the free variable occurs at a given state. In
the spawned FSM, all instances of the parameter that cor-
responds to the symbol which has been encountered, are
substituted with the actual symbol. However, in constrast
to an event that occurs in a deterministic way, a state can
be activated and de-activated, in responce to any received
event. Therefore, each state S of the parametric FSM that
models P needs to have a transition to a state S ′ that mod-
els ¬P and which cancels the execution. Unless ¬P can be

directly extracted from a primitive event, ¬P does not exist
as a symbol in the system. The Closed World Assumption
can be used to determine a set of states {Qi, i = 1, 2, · · ·}
where ¬P can be assumed to hold. This is possible only if
{Qi, i = 1, 2, · · ·} is a set of states that represent concrete
or deduced knowledge. Even so, creating the transitions
from S to {Qi, i = 1, 2, · · ·} requires knowledge of the un-
derlying universe of discourse, which makes the reasoning
non transparent. Fig. 1 illustrates this with an example. In
Fig. 1(a), if an event occurs that corresponds to user a1 be-
ing inside region r1, then the automaton of Fig. 1(b) will be
spawned from the one in (a). In this automaton, the tran-
sitions from s1 to s3 must represent all events that report
user a1 exiting from region r1. This means that there must
exist one transition for each region in the universe which is
different from r1. If instead user a1 had moved into r2, the
automaton, which would need to be constructed as a result,
would be that of Fig. 1(c).
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Figure 1. “Any two users are co-located”.
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Figure 2. “Everybody is in r2” with 2 users.

Uncertainty in Existential and Universal Quantification.
The FSM of Fig. 2, models the expression “Everybody is in
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r2” in a world with two users a1, a2 and two regions r1, r2.
Until an event for each user a1 and a2 has occurred, the sys-
tem has only partial knowledge. States in grey are uncer-
tain. Uncertainty is inherent in reasoning with expressions
that signify existential and universal quantification (see Sec-
tion 7).

Dynamic Extensibility. The Closed World Assumption
often leads to state explosion. E.g., assuming that user a3

is added to the previous closed world, the FSM of Fig. 2
would need to be re-compiled to that of Fig. 3. That renders
dynamic extensibility unsustainable.
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Figure 3. “Everybody is in r2” with 3 users.

3. Abstract Events

Using the definitions and nomenclature proposed in [12]
and extending the temporal notions of [11], we define a
state-based model for distributed sensor-driven systems.
We assume that a system consists of several physical do-
mains such as an office domain. Each domain contains a
set of physical objects such as mobile users and equipment.
Modelled physical locations include regions, ranged over
rid, and positions (x,y,z). Each user (u) is associated with a
role and each region is associated with a regional attribute
(rattr) that describes relevant contextual information such
as its functionality or ownership, e.g., kitchen, Alan’s office
etc. This allows the expression of semantic abstractions
such as the closest system administrator who is not busy.
Objects, locations, roles and regional attributes have states
which are either concrete or abstract. Concrete state pred-
icates represent state that is directly derived from the sen-
sors and in this paper are always prefixed with L (Low-level).
Example of concrete state predicates are those that repre-
sent a user’s position in terms of his co-ordinates, rooms in

a building and nested locations such as floors. These are
modelled [12] with the first-order logic predicates:1

L UserAtLocation(u, role, (x, y, z), timestamp)

L AtomicLocation(rid, rattr, polygon)

L NestedLocation(rid, rattr, rid-list)

E.g.,

L UserAtLocation(John,Phd , (13 .45 , 5 .76 , 1 .75 ), 13 :56 )

L AtomicLocation(Room7 ,Meeting-room,Polygon37 )

L NestedLocation(Floor4 , [Room2 ,Room9 ])

A set of function predicates, as in Prolog, represent func-
tions where the last variable represents the value of the func-
tion. The distance between a user’s position and the centre
of the polygon that defines a region is represented through
the predicateDistance(u, role, rid , rattr , v).

Abstract state predicates represent high-level state that is
derived from concrete state by means of TFOL on proper-
ties of interest. A user’s high-level location in terms of the
region that contains him, a user’s presence or absence and
the fact that one or more people are co-located are exam-
ples of such predicates. Initially, when the system is started
up, only concrete state predicates exist. Abstract state pred-
icates in this paper are always prefixed with H (High-level),
H UserAtLocation(u, role, rid , rattr , t).

A timestamp denotes the moment when a current ab-
stract predicate instance becomes active. Previous instances
are stored as historical predicates and are associated with
an additional timestamp that denotes the moment when the
predicate instance became inactive. Timestamps allow for
temporal abstractions such as now, today and temporal op-
erations such as sequence, iteration, equality and inequality
with temporal intervals, over current and historical data.

Definition 1 An abstract event is detected when an in-
stance of an abstract state predicate which previously eval-
uates to true next evaluates to false and vice versa.

3.1. Abstract Event Specification and Filtering

The Abstract Event Specification Language (AESL)2 for
creating abstract event definitions is a subset of TFOL that
corresponds to Horn Clause Logic. An abstract event defini-
tion (AESL def) consists of one or more implications (Horn
clauses). In case of only one implication, the RHS is the
abstract predicate of interest. In case of more than one im-
plication, the RHS of the last rule is the abstract predicate
of interest.3

1As a convention, predicate attributes are in lower case and their values
have the initial character capitalised, e.g., polygon is a variable whereas
Polygon27 denotes the value of the attribute polygon in a given co-ordinate
system.

2AESL is a typed language, however types are ignored in this paper.
3As usual with these clauses all free variables are presumed to be im-

plicitly universally quantified.
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Example 1 Locate the closest location to each user that
has been empty for at least 5 min.

Writing for brevity UL for H UserAtLocation , AL for
L AtomicLocation , EL for H EmptyLocation , CL for
H ClosestLocation , CEL for H ClosestEmptyLocation and
D for Distance:

(6 ∃u UL(u, rid, role, rattr) ∧ AL(rid , rattr)

⇒ EL(rid, rattr))

D(u, role, rid2, rattr2, v1) > D(u, role, rid1, rattr1, v2)

⇒ CL(u, role, rid1, rattr1)

CL(u, role, rid, rattr) ∧ EL(rid, rattr)

∧|EL(rid, rattr), CL(u, role, rid, rattr)|t>300

⇒ CEL(u, role, rid, rattr) (1)

Eq. |EL(rid, rattr), CL(u, role, rid, rattr)|t>300 follows
the design of [16] and extends the sequence operator in [11].
It is used to select a pair of EL and CL predicates whose
temporal distance is greater than 300 sec.

Filtering. Horn Clause logic is used for defining filters
during client subscription. Filtering is equivalent to select-
ing a subset of instances of a specific predicate by speci-
fying a set of constraints on its attributes. A filter that se-
lects only the instances in (1) which are meeting-rooms, in
respect to a system administrator, is shown in (2). Note
that we encourage AESL definitions to use variables as ar-
guments for predicates rather than constants. This is done
for implementation optimisation and it ensures that the de-
duction of the abstract predicate, which is computationally
expensive is performed once, and multiple instances of the
predicate are selected later on, by filters. Section 3.2 dis-
cusses the implementation of AESL defs and filters in more
detail.

(rattr = Meeting-room) ∧ (role = Sysadm) (2)

3.2. Abstract Event Detectors
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Figure 4. An abstract event detector for (1).

Each AESL definition is compiled into one or more ab-
stract event (AE) detectors, which are structured as a deduc-
tive knowledge-base and which can perform semantic oper-
ations on instances of knowledge predicates that correspond
to TFOL. They are implemented as Rete networks [7] and
they consist of nodes and arcs. Every time a sensor creates
a new instance of a concrete state predicate, corresponding
tokens are created and propagated through the arcs to the
nodes. Each node checks whether the received tokens cor-
respond to a particular condition, e.g., if they are of class
H UserAtLocation. It then forwards the tokens that satisfy
the check on to the the child nodes. Two-input nodes con-
catenate tokens where shared variables are bound correctly.
Store nodes, act as buffers for the current and historical in-
stances of a predicate type and forward all stored instances
on to the child nodes. This allows for temporal reasoning.
When a token is forwarded to the final node, an instance
of the abstract predicate that is being defined is created or
deleted accordingly and an “activation” or “de-activation”
abstract event is triggered, respectively. An abstract event
detector for (1) is portrayed in Fig. 4.

Abstract event detection can be distributed so that each
implication in an AESL def. is implemented by a separate
detector, forming an hierarchical topology similar to SIENA
[6] and HERMES [14]. The optimal placement of the de-
tectors in the system can be determined as appropriate [16].

A filter is implemented as an AE detector with a linear
complexity. Filters can be combined whenever there is a
shared condition. E.g., the filter of (2) can be combined
with that where (rattr = Meeting-room) ∧ (role = Ceo) as
shown in Fig. 5.

rattr=Meeting
     room

CEL

role=Ceo

role=Sysadm

Figure 5. Filter combination.

4. An AED Service

We propose an extension to the pub/sub protocol, a
high-order service which we call Abstract Event Detection
(AED) Service, where subscribers do not just subscribe to
event notifications as in the traditional form of this proto-
col, but to the establishment and configuration of an ab-
stract event detector for a new abstract event of interest. The
AED Service, acts as a mediator between the subscriber and
the publisher and is responsible for detecting abstract events
from primitive events. It interacts with publishers and sub-
scribers using the pub/sub primitives (Subscribe(), Notify())
according to the following extension to traditional pub/sub:
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the AED Service publishes its interface using an event ser-
vice such as the CORBA Notification Service, to all the sub-
scribers and publishers of primitive events. Subscribers reg-
ister their interest in subscribing to abstract event types of
interest by subscribing at a dedicated “AbstractEventSub-
scriptionListener” (AESListener()) interface, at the AED
Service. Each subscription carries the subscriber id, an
AESL definition and a filter.

AEDListener.subscribe(subscriberId , AESL def ,filter)

The AED Service uses the AEDListener (Fig. 6) to listen
for subscriptions of the above type. For each received sub-
scription, it checks in the abstract event repository whether
an event type with the same name or AESL definition exists
and if so, adds the subscriber to the list of subscribers for
this event type. If it does not exist already, it registers the
new event type with the underlying event service, so that the
abstract event is available for filtering. The AESL definition
is made available at the abstract event repository along with
the new abstract event type. Next, the AESL definition and
filter are extracted in order to construct an abstract event de-
tector, that detects an abstract event of the requested type,
as explained in Section 3.2. Using again the AESL defi-
nition, the primitive events of interest are selected and the
underlying notification service is used for subscribing to the
primitive events which are then translated appropriately and
forwarded as inputs to the abstract event detector.

Each time an abstract event is detected, Notify() is in-
voked in order to publish the abstract event. Notify() pub-
lishes both the abstract event and the AESL def. This pro-
tects the service from malevolent event subscription in case
of duplicate subscriptions to the same abstract event type
with incorrect AESL defs. The AEUListener() listens to
Unsubscribe() requests and removes the client that corre-
sponds to the unsubscribe event from the notification list
for that abstract event type.

Abstract
Event Notifications

Primitive Event 

Notifications

Primitive Event Publisher

Notify()

Notify()

Event Subscriber

DeleteAE()

EventListener()

Subscribe()

Unsubscribe()

EventListener()

Abstract Event Detection Service

AEUListener()

AEDListener()

Figure 6. The AED Service.

The following call allows a subscriber to register interest
in the events of type H ClosestEmptyLocation. The AESL
definition in (1) and the filter in (2) are applied during sub-
scription.

AEDListener.subscribe(a,Φ1,Φ2)

Φ1 and Φ2 correspond to (1) and (2) respectively, where a
is the subscriber’s Interoperable Object Reference (IOR).

4.1. AED Service Properties

The AED Service can be distributed to implement dis-
tributed event detection (Section 3.2). It supports a garbage
collection process for unused abstract predicates, when no
subscribers are interested in a particular event type. This
is implemented through the DeleteAE() interface. It also
supports a satisfiability checking mechanism that ensures
the correctness of the abstract event specifications e.g., con-
flicting requests are detected, such as “Whenever the system
administrator is at a different room from the health and se-
curity officer, notify me”, where the system administrator is
the same person as the health and security officer.

5. Implementation and Scalability Analysis

A prototype scalability analysis for the example of
the H ClosestEmptyLocation in (1) compares the tradi-
tional pub/sub, where instances of the concrete state pred-
icates L AtomicLocation , H UserAtLocation and Distance

are available directly as primitive events, with the extended
pub/sub, which uses the AED Service. We assume that the
AED Service subscribes to the primitive events from the re-
spective publishers and uses the AESL defs to create the
abstract event detector of Fig. 4. Assuming an architecture
that consists of k domains, each containing on average n
users and m rooms and assuming that the user moves at a
rate of 1 event/sec, then as long as an AED component is
placed close enough to the primitive event sources, the over-
all event bandwidth generated from the above scenario can
be reduced to O(n)notifications/sec (per domain) vs.
O(n2)notifications/sec (per domain) for the case of the
traditional pub/sub. The overall, worst-case computational
cost is O(n2) tests/sec, using the dual-layer knowledge-
base architecture of [12].

6. Related Work

There seems to be little attention to applying distributed
systems theory to the special behaviour of ubiquitous
sensor-driven networks. SIENA [6] is a distributed event
architecture consisting of event brokers. It aims to optimise
message traffic by deciding on the optimal places where
message processing should take place and it takes advan-
tage of overlapping subscription filters in order to reduce
computational costs. HERMES [14] is similarly distributed
and aims to improve the efficiency of the delivery of event
notifications by using peer-to-peer routing techniques for
creating overlay broker networks [15]. OASIS [4, 5] ex-
tends HERMES with role-based access control. Significant
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work has also been done in the area of event composition
[2, 3, 13, 16, 17] i.e. the combination of primitive events
into composite events by applying a set of composition op-
erators. There, composite events are regarded as regular ex-
pressions with extensions for sequencing, concurrency and
time.

The seminal notion of abstract events in sensor-driven
systems appears to have originated in [3] and it is mentioned
again later on in [2]. However, this early intuition is not
directly applicable to distributed sensor-driven systems as it
simulates the process of abstracting a region from a given
position by means of a location service such as SPIRIT [9]
and does not investigate further logical abstractions, such as
TFOL reasoning. Our work allows the dynamic creation of
abstract events in an asynchronous manner.

7. Conclusions and Future Work

Current event models have limitations in reasoning trans-
parently with distributed state, which is due to the incom-
plete mapping between the application requirements in ab-
stract knowledge and the concrete knowledge of the im-
plementation domain, as well as the insufficiency of finite
automata to deal with negation and quantification. In or-
der to address these limitations we introduce the concept
of abstract events as changes of abstract state and we de-
scribe a higher-order service that takes as an argument an
abstract event definition and in return publishes an interface
to a further service, an AE detector, which notifies transi-
tions between the values true and false of the defined pred-
icate. Detectors can be generated automatically. Because
abstract events are high-order, the notification bandwidth is
reduced. Furthermore, greater expressiveness in the sub-
scription and querying language is achieved. Expressions
that are implemented transparently by the proposed model
include all expressions that negate knowledge from a source
of context such as not exists, nobody, nowhere, not seen, ab-
sent, empty, idle as well as those that quantify abstract and
concrete context and model entities: somebody, somewhere,
anybody, everybody, everywhere, exists, for all 〈context〉,
there is 〈context〉. We have created a prototype implemen-
tation of the proposed system. Our system can be applied to
stored events as well. Future work involves addressing the
lack of global time appropriately e.g., interval timestamps
have been used in [16]. Future work will also consider
sensor failure which is a common source of uncertainty in
sensor-driven systems, as well as extending the reasoning
beyond boolean logic.
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Abstract

Information dissemination in wide area networks has re-
cently garnered much attention. Two differing models, pub-
lish/subscribe and rendezvous-based multicast atop overlay
networks, have emerged as the two leading approaches for
this goal. Event-based publish/subscribe supports content-
based services with powerful filtering capabilities, while
peer-to-peer rendezvous-based services allow for efficient
communication in a dynamic network infrastructure. We de-
scribe Reach, a system that integrates these two approaches
to provide efficient and scalable content-based services in a
dynamic network setting.

1 Introduction

Event-based publish/subscribe (pub/sub) services have
been widely studied as a basis for information dissemina-
tion in large networks (e.g., [3, 4, 6]). In this communi-
cation model, a subscriber registers a long-standing sub-
scription to the pub/sub service and receives published mes-
sages that match that subscription. Pub/sub services are
typically supported by a fixed infrastructure of routers that
disseminate subscriptions and forward messages based on
their content rather than the addresses of the subscribers.
Current pub/sub systems are capable of supporting rich
subscription languages and provide powerful content-based
services.

A different model for information dissemination is
rendezvous-based communication services layered atop
structured peer-to-peer overlays (e.g., as implemented using
Distributed Hash Tables (DHTs))). Motivated by a separate
set of goals, the DHT-based information services typically
do not support content-based routing but instead focus on
providing efficient communication in a highly dynamic net-
work where servers can join and leave at will. In this model,
overlay nodes serve as logical meeting points for senders
and receivers to exchange information. The overlay layer is
responsible for efficiently locating the corresponding ren-

dezvous node for a particular message and forwarding the
message to interested subscribers (e.g., [5, 9, 13, 15]).

The pub/sub and rendezvous models present dramat-
ically different approaches to information dissemination,
each with its advantages. The pub/sub models exploit in-
formation content for routing, which supports highly ex-
pressive subscription and filtering capabilities. In contrast,
peer-to-peer rendezvous-based services—notably DHTs—
route in a way that ignores content and thus provides limited
information services. However, the rendezvous-based ser-
vices are built on top of peer-to-peer networks which have
the ability to adapt dynamically via members joining and
leaving the service. This permits a degree of flexibility and
resource sharing that conventional pub/sub systems do not
exploit.

Despite these contrasts, we argue that peer-to-peer
rendezvous-based services and pub/sub communication can
be integrated in such a way that gains the advantages
of both. Our goal in this paper is to examine using
rendezvous-based communication as a primitive for imple-
menting pub/sub services. Specifically, we describe the
design of a system we call Reach, which supports an im-
portant class of content-based services—namely content-
based multicast—atop a peer-to-peer service, using the ren-
dezvous abstraction. At a high level, the rendezvous service
is the means by which subscriptions are stored in the net-
work (like triggers in [12]), and by which published mes-
sages are directed to “find” the subscriptions they match.
This rendezvous node is then an entry point into a “subset
tree” of nodes hosting other, weaker (more general) sub-
scriptions, and thus to which this message should also be
routed. This tree is implemented in such a way that it of-
fers join-and-leave flexibility and maximum efficiency as
the nodes in the tree are nearby neighbors in the overlay.

We describe the basics of our design in Section 2 and 3,
discuss research issues in Section 4, present related work in
Section 5, and conclude in Section 6.
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2 System Model and Design

In Reach, we assume that the universe of information
content is characterized according to � enumerated at-
tributes. Each distinct event (publication) bears an � -bit
identifier, where a “1” in the

�
-th bit indicates that the event

pertains to the
�
-th attribute; we denote the identifier for

event � by
�����

. Subscriptions in Reach are expressed in the
same manner—each subscription contains an � -bit identi-
fier in which each bit set indicates an interest in the corre-
sponding attribute. A subscription indicates a conjunction
of the indicated interests, i.e., an event matches a subscrip-
tion if for every set bit in the subscription, the bit in the
event identifier is set, as well.

This encoding scheme defines an identifier hierarchy —���	�
is said to be a parent of

����

if and only if

���	�������

. For

example, as shown in Figure 1, identifier 0011 is a parent
for both 0001 and 0010 . More intuitively, a parent iden-
tifier contains at least all the attributes of a child identifier.
This hierarchy is a fundamental concept in Reach and is the
basis for content-based multicasting. The precise benefits
of this hierarchy will become clear in Section 3.

Reach consists of a network of overlay nodes. Each node
serves as a rendezvous point for some subscriptions and
messages. They are also responsible for forwarding mes-
sages to interested clients. We say that a node

�
is the ren-

dezvous node for message � if
�

hosts
�����

(the same is true
for subscriptions). For illustration purposes, we first dis-
cuss how identifiers are mapped onto physical nodes when
the network size is a power of two. The other cases are
discussed in Section 3.3. Recall that � is the size of the
attribute space. Assume that we have a network with ���
nodes, ��� � , where each node can be identified by an
� -bit string (we call this the node ID). An identifier,

���
, is

mapped to node
�

if the lower-order � -bits of
���

coincide
with the node ID of

�
. For example, node 01 in a network of

four nodes would host identifiers 0001, 0101, 1001, and
1101 from an 4-bit attribute space. For convenience, we
denote that node 01 hosts **01.

Messages and subscriptions entering Reach are routed to
their designated rendezvous node. A subscription is stored
at its rendezvous node where messages are matched to the
subscriptions. Once a match occurs, the message is for-

Child Identifiers

Parent Identifier

0011

0010 0001

Figure 1. Parent/child relationship.

warded to the interested client. A message � is said to match
a subscription � if and only if

��� ��� �����
. Note that not all

subscriptions � ’s satisfying
����� � ��� �

are located on the
same rendezvous node. Therefore, the challenge is to effi-
ciently locate all nodes that host � ’s such that

���	� � ��� �
.

The routing and forwarding algorithms described in Sec-
tion 3 are designed specifically with this goal in mind.

3 Routing and Content-Based Multicasting

Reach is a rendezvous-based network that supports
content-based multicast. To achieve this, Reach uses a
unique peer-to-peer lookup service that maintains high-
level semantic relations within the overlay. We begin with a
description of Reach’s basic peer-to-peer routing infrastruc-
ture. We then describe content-based multicasting on top of
this infrastructure. In Section 3.3 we discuss how Reach
handles dynamically changing network sizes. We start our
discussions assuming a power of two network size; this re-
striction is later relaxed.

3.1 Point-to-Point Routing

In Reach, we use a Hamming-distance based routing
scheme. More specifically, each Reach node maintains a
routing table that contains the addresses of all the nodes
whose identifiers are one Hamming distance away from its
own. For instance, node 1011 would have a neighbor set
containing 0011, 1001, 1010, and 1111. In a network of
��� nodes, each Reach node has a routing table with � en-
tries. We note that the neighboring relationship in Reach is
in the overlay layer and therefore is entirely logical.

The Reach routing algorithm is straightforward: a mes-
sage is incrementally forwarded to its destination in such a
fashion that each hop puts the message one Hamming dis-
tance closer to its destination. Consequently, the number of
overlay hops between a pair of nodes is exactly the Ham-
ming distance between their respective node IDs.

For a network of ��� nodes, the average point-to-point
path length in Reach is ����� � . This is similar to other peer-
to-peer lookup services such as [13, 15, 10]. However, we
stress that our contribution is not in Reach’s ability to act as
a routing infrastructure, but rather in its ability to support
content-based multicasting.

3.2 Content-based Multicasting

To support content-based multicasting, Reach must lo-
cate all nodes who host subscriptions that are subsets of
the event identifier of a particular message. For example, a
message with identifier 1001 needs to reach the node host-
ing 1001, as well as nodes hosting 1000 and 0001. To
achieve this, our high-level strategy is simple: each event
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message that enters Reach is first routed to its rendezvous
node (1001 in our example). From there the event is pro-
gressively forwarded to nodes that host subsets of the event
identifier (1000 and 0001). Each traversed node forwards
the event to its subscribers if matching subscriptions are
found. Routing toward the rendezvous point is simply a
point-to-point overlay communication that follows the algo-
rithm described in Section 3.1. Discussions in this section
focus on the post-rendezvous dissemination operations. We
call this part subset routing (see Figure 2).

Recall the definition of hierarchical event types in Sec-
tion 2. This hierarchy defines a superset-subset relationship
that is fundamental to achieving subset routing. Informally,
subset routing follows a dissemination tree rooted at the ren-
dezvous node. The ID of every child node in the tree is one
Hamming distance away from its parent and has Hamming
weight less by one. The shaded nodes in Figure 2 illustrate
a subset routing tree. As shown, node 0111 has three im-
mediate children, 0011, 0101, and 0110. When an event
reaches its rendezvous node (in Figure 2, event 1100111
reaches node 0111), the event is recursively forwarded to
the nodes one level down the tree until it reaches all nodes in
the tree. In the example in Figure 2, event 1100111 is sent
to 0110, 0101, 0011, and from there to 0010, 0100 and
0001. The ways in which routing tables are constructed in
Reach guarantee that children nodes are always in the par-
ent’s routing table (and vice versa). In a subset routing tree,
every non-root node hosts identifiers that are subsets of the
event identifier. Thus, an event eventually reaches all sub-
set subscriptions by starting from the rendezvous node and
traversing down the tree.

One might observe that the subset routing tree is not
unique (e.g., in Figure 2, 0110 can also be parent to 0100).
We use a deterministic algorithm to build a tree and at the
same time, eliminate potential duplicate messages. The de-
tails of the subset routing algorithm are as follows: When
a message � reaches its rendezvous node

�
,
�

finds the chil-
dren of

�����
and forwards the event to each such child. When

a child node � , such that
�����
	������

, receives this message,
it generates the children of

�����
and forwards the message

to them, and so forth. In the meantime, each node uses a
deterministic algorithm to eliminate duplicate messages to
children in common with other nodes. A possible algorithm
would be to use a public hash of the message identifier as
an indexing mechanism to determine who is responsible for
the common children.

At a more intuitive level, the content-based multicasting
mechanism in Reach ensures that a message is forwarded
to each subscription that requests all or a subset of the at-
tributes present in the message content. The multicast al-
gorithm generates ������ messages where � ( ����� ) is the
number of marked attributes in the � -bit suffix of the mes-
sage identifier, and � is the number of overlay hops to reach
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Figure 2. Dissemination of event 11000111 in
a network of size �� ( � = 4, � = 8).

the rendezvous node (i.e. the root of the tree).
In contrast to other DHT-based overlay networks, Reach

identifiers encode meaningful application-level informa-
tion, i.e., attributes. As a result, the neighboring relation
in Reach reflects a semantic relation that is not preserved
in standard peer-to-peer overlay networks. This semantic
relationship in the overlay layer is the key to an efficient
implementation of content-based multicast. Without it, a
separate overlay message would be required to reach each
potentially distant subset ID in the overlay layer.

3.3 Dynamic Networks

We have thus far described Reach when the network size
is a power of two. In this section we relax this assumption
and discuss arbitrary network sizes. Assuming Reach boot-
straps from a network of �� nodes, we discuss node joins
and leaves in turn.

Node joining: We assume that a new node joins Reach
by contacting an existing Reach node. The Reach node,
upon receiving a join request, divides the set of identifiers
that it hosts between the new node and itself. Consider the
scenario of a four-node network. Suppose node 01 receives
a join request, it first creates two new node IDs, 001 and
101, by adding a leading bit to its original  -bit node iden-
tifier. It then updates its own ID to 001 and labels the new
node 101. Node 001 will continue to host identifiers whose
3-bit suffix match 001, and give the rest to the new node,
101. As a last step, 001 adds 101 to its routing table, in-
forms its original neighbors, 11 and 00, of its new ID, and
introduces 101 as a new neighbor to them. Node 00 and 11
update their routing table accordingly. Figure 3 depicts an
example node join scenario.

It should be noted that a Reach node processes a join re-
quest only when its own ID has equal or fewer number of
bits than all of its neighbors. If the node’s ID has more bits
than any of its neighbors, it simply forwards the join request
to a neighbor whose ID has fewer bits than its own. Note
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Figure 3. Example of a node joining a Reach network with ��� existing Reach nodes.

that in some cases a node will need to drop neighbors from
its routing table after a join operation. Consider the exam-
ple of a split at node 001, whose ID is being updated to
0001. A neighbor 1011 before the split is now two Ham-
ming distances away from 0001. As a result, 0001 simply
drops 1011 from its neighbor set.

Assuming � is the network size, on average �����
	�����
nodes are affected for each join operation (i.e., having to
update their routing tables). At the end of a join operation,
each node hosts a set of identifiers that has the node ID in
its suffix.

Node leaving: Our algorithm for node leaving is similar
to node joining. If node � with an ����� -bit identifier is to
leave the network, it contacts node � who shares the � -bit
suffix with � .1 � will then host all of � ’s virtual identifiers
and update its node ID to the � -bit suffix. � will inform all
of its neighbors to drop � from their routing tables and to
add � if it’s not present. � will update its neighbors on its
new node identifier. Again, �����
	����� nodes will be affected
by a single leave operation.

We note that a network with varying length node IDs has
a size that is not a power of two. It should be clear that
the routing and event dissemination mechanisms in Reach
can carry on exactly in the same manner even with varying
length node IDs—Hamming-distance based routing with
different length IDs would simply route on the largest suffix.
The average path length in such a network is still �����
	������
when the network size is between � and ��� . The joining
and leaving operations can be repeated as many times as the
attribute space allows—for an � -bit attribute space, the net-
work can grow to at most ��� nodes where each node hosts
a single virtual identifier.

Concurrent Joins/Leaves: The join/leave algorithm de-
scribed thus far assumes that nodes join and leave the net-
work in a serialized manner. In a scenario with concurrent
joins and leaves, nodes in the network may operate on out-

1There should only be one such node in the network and it is in � ’s
routing table.

of-date neighbor tables. We define the global gap as the
largest difference in the ID length of any pair of nodes in
the network. As shown in [1], networks with large global
gaps have longer average path lengths than those that do not.
Handling concurrent joins and leaves with out-of-date rout-
ing tables can result in a large global gap. A possible rem-
edy to reduce the global gap in Reach is by imposing a limit
on the number of join/leave requests a node can process be-
tween subsequent heartbeat messages from neighbors. As-
suming the heartbeat messages carry up-to-date IDs from
the neighbors, a node can update its routing table before
processing subsequent requests. A detailed discussion and
analysis of concurrent joins/leaves is out of the scope of this
paper.

4 Discussion

4.1 Naming

In Reach, we assume a globally-static attribute space
and use a bit vector for naming. This naming scheme pre-
serves high-level application semantics, which gives rise
to a content-based abstraction that is fundamentally more
powerful than standard DHTs. An interesting question is
whether information content can be effectively represented
by such a bit-vector representation. For example, if the
application in question consists of querying the content of
newspaper articles, using a separate bit to represent every
newspaper ever published is clearly not an option. A more
rational approach would call for some kind of hierarchical
attribute space for which high-level filtering and routing are
followed by filtering on more fine-grained attributes.

We emphasize that the attribute representation prob-
lem is independent of the Reach architecture and routing
scheme. Use of a hierarchical attribute space, for instance,
may better facilitate certain applications, but it will not re-
sult in fundamental changes to the Reach infrastructure de-
sign.
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4.2 Finer-Grain Filtering

Currently, Reach only allows clients to express inter-
est in particular attributes. A more powerful subscription
language would allow filtering based on the values of at-
tributes. Augmenting Reach’s functionality to achieve this
is simple: the routing scheme (including point-to-point and
subset routing) in Reach need not change, but subscriptions
can be accompanied by arbitrarily complex filters on the
values of the attributes. When a message is being matched
to the subscriptions, the finer-grain filters on attributes val-
ues will be invoked. This way, an event matches a subscrip-
tion if and only if the event identifier matches the subscrip-
tion identifier and the value-based filter covers the event at-
tribute values.

4.3 Fault Tolerance

Our current design does not specifically deal with fault
tolerance. We note that link failures at the physical network
layer can be masked with similar mechanisms as those in
[16, 11]. However, our routing scheme will break down if
a physical intermediate node fails. Since every Reach node
serves as a rendezvous point for some particular content,
straightforward replication of all the rendezvous nodes is
not a viable option. We note that Reach falls in the general
vein of hypercube models, and fault tolerance can poten-
tially be dealt with by adopting a hypercube fault-tolerance
mechanism (e.g.,[8]). Further investigation is needed to
determine if these mechanisms can adapt to dynamic net-
works such as Reach. We are also investigating other more
fault tolerant methods for traversing the subset tree.

4.4 Load Balancing

In a random subscription and event workload, Reach’s
mapping of event IDs to rendezvous node is evenly dis-
tributed between all nodes in the system. However, in real-
ity, it is possible that certain rendezvous nodes will become
overloaded due to popular event identifiers. Reach currently
does not have specific mechanisms to deal with load bal-
ancing. A potential load-balancing scheme could replicate
subscriptions up the dissemination tree. A parent node can
then probablistically decide whether to fulfill the children’s
subscriptions. Another scheme could allow an overloaded
node, � , to push an identifier, ��� , to another less overloaded
node, � . � would send all subscriptions that match ��� to � .
When an event labeled with ��� is published, � would then
forward the event to � to let � fulfill the subscriptions for
��� . This is similar to load balancing mechanisms as found
in [12].

4.5 Quenching

Another potential optimization for Reach is incorporat-
ing a quenching mechanism to reduce unnecessary com-
munication due to lack of subscriber interest. A quench-
ing mechanism would be as follows: when a subscription
reaches its rendezvous node, the node sends an interest bit to
all its neighbors whose IDs are supersets to his ID. Quench-
ing is performed recursively; that is, an interest bit from a
child node will cause an interest bit to propagate upward
to the parents and superset nodes only if the interest bit has
not been communicated previously. Therefore, an event will
only be delivered to children nodes that have indicated in-
terest prior to the publication of the event. This is similar to
quenching performed by Siena[4].

5 Related Work

As Reach is inspired by supporting content-based ser-
vices with dynamic server infrastructures, it is important to
contrast our design with others that have similar goals.

5.1 Publish/Subscribe Networks

Current pub/sub networks such as [2, 4] are capable
of supporting powerful content-based services. Compared
to Reach, they provide more expressive subscription lan-
guages and finer grain content-based services.

However, many pub/sub implementations require broad-
casting subscriptions to the entire network. As network size
increases, subscription registration becomes prohibitively
expensive. There exist pub/sub designs that explore cov-
ering relationships between subscriptions to reduce broad-
cast traffic [4], but such designs only benefit if the workload
lends itself well to such optimizations. In contrast, subscrip-
tion registration in Reach does not require broadcast and
traverses only ���
	����� of the network nodes.

In general, pub/sub services are built on top of a static
network infrastructure, and indeed many routing and for-
warding algorithms rely on this static nature. We note
that many applications may benefit from more general net-
work settings including dynamically changing server popu-
lations. Reach, as other peer-to-peer systems, supports a dy-
namic network infrastructure and as a result allows the net-
work to scale gracefully as the server population changes.

A pub/sub system that allows for dynamic server popu-
lations is presented in [14]. However, as with other pub/sub
systems, broadcasts to the network are necessary to estab-
lish the content-based routing paths.

5.2 Application Level Multicast

Information services such as Bayeux [16], Scribe [11]
and i3 [12] are built on top of structured overlay networks.

78



These systems provide application-level multicast services
using the rendezvous-based communication model. In these
systems, information is associated with an identifier that is
a hash of the data content. Each data identifier is mapped
to the rendezvous node whose ID is the closest match to the
identifier. These systems only allow exact (or near exact)
matching of subscriptions and data IDs and are incapable of
supporting more sophisticated content-based operations.

Furthermore, application-level multicast services require
the explicit creation of multicast groups and setup of ren-
dezvous nodes. As [4] points out, there does not appear to
be a universally optimal mapping from multicast groups to
recipient interests. In Reach, multicast groups are implic-
itly defined by the superset/subset relationship, and thus do
not need explicit management. As a result, subscribers only
receive messages matching their interests, and publishers
need not duplicate messages to reach all relevant multicast
groups.

A system that shares similar goals with Reach is Hermes
[7]. Hermes implements a “type- and attribute-based” rout-
ing scheme that extends the expressiveness of subscriptions
and supports event hierarchies. Hermes incorporates event
hierarchies in the system by explicitly notifying “ancestor”
identifers of the existence of new “descendant” identifiers.
Thus, a published event with the ancestor identifier will
also be forwarded to the rendezvous node of the descen-
dant identifier. This scheme adds support for event hier-
archies. However, nodes in a Hermes event hierarchy are
more likely to be scattered throughout the network, thereby
resulting in a large overhead for propagating an event to all
of its descendants. In contrast, Reach attains efficiency by
constructing a network wherein the super/subset identifiers
are immediate neighbors in the overlay infrastructure.

6 Conclusion

In this paper, we presented a design for content-based
multicasting atop a peer-to-peer rendezvous communication
abstraction. Our approach offers benefits from both pub/sub
and rendezvous models. From pub/sub, we implement an
important class of information services, namely content-
based multicasting. We adopt an expressive form of sub-
set matching, and route publications efficiently on “subset
trees” by utilizing subset relationships in the routing proto-
col. From the peer-to-peer model, we accomodate dynamic
joins and leaves, and thereby gain benefits of resource shar-
ing that have not been previously exploited in pub/sub sys-
tems. We showed that by exploiting semantic relationships
in the overlay structure, we are able to achieve an efficient
implementation of content-based multicast.
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Abstract

The paper proposes a novel approach to mobility in pub-
lish/subscribe (pub/sub) systems that relies on notification
persistency. The existing solutions apply proxy subscribers
that take the role of disconnected subscribers, store notifi-
cations published during disconnections, and deliver them
to subscribers after reconnection to the pub/sub system. The
system perceives a constant number of subscribers which is
inefficient if it serves a large number of subscribers that are
often disconnected. We argue that the system should not be
burdened by proxy subscribers during subscriber discon-
nections, but rather store persistent notifications, and de-
liver valid notifications to subscribers when they reconnect
to the system. Preliminary experiments show that the pro-
posed solution can improve the observed scalability weak-
ness of the existing solutions.

1. Introduction

The inherent characteristics of pub/sub middleware, such
as loose coupling, asynchronous and persistent communica-
tion, and system extendibility, are found suitable for the de-
sign of mobile applications that need to adapt to highly dy-
namic and volatile conditions in mobile environments [3].
The existing pub/sub systems are optimized for stationary
environments [2, 4, 8, 6]. The mobility-related operation
is managed by the application layer through a sequence of
subscribe-unsubscribe-subscribe requests: A subscriber de-
fines subscriptions when connecting to a pub/sub system,
unsubscribes prior to disconnection, and re-subscribes after
reconnecting to the system. However, the subscriber will
not receive notifications that are published during the time
of disconnection. The queuing approach is commonly ap-
plied to solve the problem of lost notifications [1, 5, 10].
A system broker, or a special proxy acts as a proxy sub-
scriber during subscriber disconnections. The proxy stores
notifications published during disconnections in a special

subscriber’s queue, and delivers them to the subscriber after
its reconnection. If the subscriber reconnects through a new
system broker, a handover procedure is performed which
transfers the stored notifications to the subscriber and up-
dates its subscriptions in the broker network.

We propose a novel approach to mobility in pub/sub sys-
tems: Rather than queuing notifications for disconnected
subscribers, the network of brokers stores persistent noti-
fications until their validity period expires. We argue that
notification publishers need to define the validity period
of published notifications, the system must assure notifica-
tion storage, and deliver valid notifications to subscribers
when they reconnect to the pub/sub system. If a subscriber
connects to the system after notification expiry, the noti-
fication will not be delivered to the subscriber because it
no longer holds valuable information. Notification persis-
tency is by no means a new characteristics in the existing
pub/sub systems: The Java Message Service (JMS) supports
mobility using durable subscriptions and persistent notifi-
cations. However, the available JMS implementations are
mainly centralized and offer no routing optimizations for
distributed pub/sub architectures.

We have implemented a prototype system to show the
adequacy of the proposed solution. The prototype can be
distinguished from other pub/sub implementations by the
inherent support for publisher and subscriber mobility. Fur-
thermore, we have used the prototype implementation to
evaluate the proposed solution, and to compare it with the
approach based on queues.

The paper is structured as follows. Section 2 presents
the proposed solution: We outline the extensions of the
routing algorithms to support mobility using persistent no-
tifications, and discuss the characteristics of the approach.
Section 3 describes the prototype implementation, defines
the metrics for performance evaluation of pub/sub systems,
and presents initial evaluation results that compare the pro-
posed approach with the queuing approach. In Section 4,
we discuss mobility solutions in the existing systems, and
Section 5 concludes the paper.
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2. Mobility Support with Persistent Notifica-
tions

A pub/sub system comprises a set of publishers and a set
of subscribers that interact by performing actions. The oc-
currence of an action is an event that changes a system state.
The events occurring in the system are connect, disconnect,
publish, subscribe, unsubscribe, and notify. Publishers and
subscribers connect and disconnect from the system, and
change the system state by modifying the set of connected
publishers and subscribers. Publishers publish notifications
using the event publish, and change the set of published per-
sistent notifications. Publishers define a validity timestamp
which specifies the validity period of a published notifica-
tion. A notification is removed from the set of persistent
notifications when its validity period expires. Subscribers
activate subscriptions by generating an event subscribe, and
invalidate them using the event unsubscribe. The system is
responsible for matching a published notification to the set
of active subscriptions, and for notifying subscribers with
a matching subscription about the existence of the notifica-
tion using the event notify.

A pub/sub system may have a distributed architecture to
solve the scalability problem which is particularly impor-
tant in mobile environments where clients roam in different
network domains and can connect to “the closest” broker.
A distributed pub/sub system comprises a set of intercon-
nected brokers that exchange messages carrying events to
maintain a consistent view of active subscriptions and per-
sistent notifications in the system. Brokers exchange sub-
scription messages to create delivery paths connecting a
publisher to a set of potential subscribers. The routing algo-
rithms used for creating delivery paths are mainly based on
reverse path forwarding [2, 6], and use subscription equality
or subscription covering to reduce the number of messages
exchanged between system brokers, and the number of en-
tries in broker routing tables. A recently proposed solution
applies an algorithm based on core trees [8].

The existing solutions for client mobility in distributed
pub/sub systems use the queuing approach (Q-app) for stor-
ing notifications in special queues during subscriber discon-
nections [1, 5]. We propose an approach based on persistent
notifications (PN-app) that requires the delivery of valid no-
tifications after the activation of a new subscription in the
system. When a subscriber reconnects to the system, it re-
activates its subscriptions and therefore receives valid stored
notifications. The PN-app is an extension of the subscribe-
unsubscribe-subscribe procedure that does not modify the
applied routing algorithm, e.g., the reverse path forwarding,
or the core-based tree algorithm. Here we shortly describe
the extensions of the basic algorithm:

• When a broker receives a publish message, it first
stores the notification in the persistent notification con-

tainer, and subsequently delivers it to interested sub-
scribers and neighboring brokers. The broker removes
the notification from the container when its validity pe-
riod expires, and maintains a list of valid notification
ids that have been sent to subscribers and brokers.

• When a broker receives a subscribe message, either
from a subscriber, or a neighboring broker, it checks
the list of persistent notifications and delivers a match-
ing valid, and previously undelivered notification to
the subscriber, or the broker.

• When a broker receives a connect message from a sub-
scriber, it activates the subscriber’s subscriptions. The
subscriber must provide a list of active subscriptions
and a list of received valid notification ids to avoid du-
plicate notifications.

• When a broker receives a disconnect message from a
subscriber, it deactivates the existing subscriber sub-
scriptions, and terminates delivery paths in the broker
network.

The mechanism that compares the list of valid received
notification ids to those that should be sent to a subscriber,
or a neighboring broker prevents the delivery of duplicate
notifications. We assume that notification ids are unique
within the system, and that they are removed from the list
when notifications expire. A notification can be undeliv-
ered because a broker network may introduce the delay that
can lead to notification expiry prior to its delivery to a sub-
scriber.

The differences between the Q-app and the PN-app are
in the following:

• Notification storage. In case of the Q-app, system
brokers store queues per each disconnected subscriber.
For the PN-app, brokers maintain persistent notifica-
tions, and the list of valid notifications sent to sub-
scribers and neighboring brokers.

• Subscriber’s reconnection to the system. When ap-
plying the Q-app, a reconnecting subscriber first reac-
tivates its subscriptions at the new broker to update the
delivery path in the broker network, and next, the new
broker retrieves the notifications from the subscriber’s
queue maintained by the old broker and delivers them
to the subscriber. In case of the PN-app, the subscrip-
tion reactivation will initiate the delivery of valid noti-
fications along the new delivery path to the subscriber.
Prior to notification delivery to the client, the edge bro-
ker checks whether the subscriber has already received
a valid notification by comparing it to the list of re-
ceived notification ids.

• Subscriber’s data. A subscriber in the system apply-
ing the Q-app needs to know the identifier of the old
broker together with the list of active subscriptions to
reconnect to the system. In case of the PN-app, a list of
received and valid notification ids, and the list of active
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subscriptions is needed.
• Perceived number of system subscribers. Sub-

scriber queues act as proxy subscribers for discon-
nected clients which gives the impression that sub-
scribers are constantly active in a system that uses the
Q-app. The PN-app maintains no active subscriptions
for disconnected subscribers.

A persistent notification is stored by a subset of network
brokers until its validity period expires. It is maintained by
a single broker if, at the time of its publishing, there were
no remote subscribers for the notification. The notification
will eventually reach a reconnecting subscriber following
a newly-created delivery path, and be stored on each bro-
ker it traverses. The subscriber might have already received
the notification if it has previously resided on the broker
through which the notification has been published: The no-
tification will be routed to the new broker, however, it will
not be delivered to the subscriber since its id is in the list of
subscriber’s received notifications. This in the known over-
head of the approach that causes superfluous traffic in the
broker network, and increases the usage of broker memory
and processing time. At the other extreme is the situation in
which all brokers have a notification copy. A reconnecting
subscriber will receive a notification copy from the access
broker without causing extra traffic in the broker network.

Potential advantages of the proposed approach when
compared with the Q-app are the following: avoidance of
the handover procedure that transfers notifications from the
old to the new broker, reduced size of broker routing ta-
bles due to decreased number of perceived subscribers in
the system, and memory consumption related to the stor-
age of notifications in the system. The expected disadvan-
tage is related to control traffic: The PN-app generates an
increased number of subscriptions and unsubscriptions for
terminating the old and creating the new delivery paths. The
Q-app suffers from the same problem if the probability that
a subscriber reconnects to the same broker is low. If sub-
scribers frequently connect to the same broker, the number
of control messages is reduced because there is no need to
update an existing delivery path. The maintenance of the list
of received and valid notification ids is an additional broker
overhead in case of the PN-app.

3. Evaluation

We use the implementation of the prototype system
MOPS (Mobile Publish Subscribe) to investigate the ade-
quacy of the proposed approach, to evaluate the system per-
formance in mobile environments, and to compare it with
the system performance when applying the Q-app. Both
approaches are used with the routing algorithm based on
subscription covering.

3.1. The Prototype System MOPS

The MOPS infrastructure comprises a set of intercon-
nected brokers that form an acyclic communication graph.
There is a single spanning tree for notification delivery con-
necting a publisher to a group of subscribers, and each bro-
ker is a single point of system failure. The broker network
is built incrementally by connecting a new broker to an ac-
tive broker, and can be extended during system operation.
Clients, i.e., publishers and subscribers, are mobile entities
that can connect to different brokers. The communication
is realized in the form of messages transported using TCP
to assure reliable communication. The communication be-
tween a client and a broker is truly push-based without open
connections. A client registers as connected with a broker,
and provides a time-to-live parameter (TTL) specifying the
period it expects to be served by the broker. The broker
maintains a list of connected clients, and removes a sub-
scriber from the list in case a notification cannot be deliv-
ered to the subscriber prior to TTL expiry.

The MOPS system supports typed notifications that
carry a list of attributes. It offers type-based and attribute-
based subscriptions, and implements type-based routing
with support for subscription covering in the broker net-
work. Attribute-based notification filtering is performed by
the edge broker prior to notification delivery to subscribers.
What distinguishes it from other pub/sub prototype imple-
mentations is the inherent support for publisher and sub-
scriber mobility that has been integrated into the system de-
sign, rather than added as an extension to an existing system
supporting stationary clients. The system can be configured
to use either queues for storing notifications on behalf of
disconnected subscribers, or persistent notifications main-
tained by the brokers.

3.2. Metrics

The performance of a pub/sub system in a dynamic en-
vironment with mobile clients is largely influenced by its
efficiency. We propose the usage of the following metrics
for mobile pub/sub system evaluation:

• Broker processing load. The processing load expe-
rienced by a broker can be measured by the rate of
processed messages. Messages carrying notifications
transport the actual information, while subscription
and unsubscription messages represent control load
that creates and updates delivery paths. We differen-
tiate between received and sent messages, and classify
them according to the type of events they transport.

• Bandwidth consumption. A desirable property of
a distributed pub/sub system is to consume minimal
bandwidth. The rate of processed messages, as in the
case of broker processing load, gives a good estimate
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of the physical bandwidth consumption.
• Notification delay. Efficient notification delivery re-

quires minimal delay, i.e., the period between notifi-
cation publication and receipt. In case of mobile sub-
scribers, the delay is increased due to subscriber dis-
connections from the system, and it depends on the
duration of disconnection periods and notification va-
lidity periods.

3.3. Preliminary Experimental Results

We show the experimental results that enable prelimi-
nary assessment of system performance when applying the
PN-app, and the Q-app. The results are obtained using a
working prototype that simulates the real working environ-
ment, instead of a model simulation. There are some im-
plementation differences that cause an increased process-
ing load for system brokers in case of the PN-app due to
a garbage collector that purges expired notifications from
persistent notification containers. Therefore, we have de-
cided to use the metrics that are not largely infl uenced by
the processing latency to enable a just comparison of the
two approaches. The experiment investigates the broker’s
processing load, and bandwidth consumption in terms of
the rate of processed messages, and the number of stored
notifications. The experiment does not investigate the noti-
fication delay because it is largely infl uenced by the applied
routing policy, which is the same for both approaches, and
by the actual system implementation which would favor the
Q-app.

We ran the experiment under the same initial conditions
for the Q-app and the PN-app. After forming a network of
brokers, we initiated a set of mobile subscribers and station-
ary publishers. Each experiment run lasted 20 minutes, and
we conducted 5 runs with the same initial setting.

Input parameters. We are using a network of seven
brokers forming a tree structure. The number of publishers
is constant, p = 7, and each publisher is stationary and
connected to one of the brokers. Publishers publish notifi-
cations at a constant rate of pubRate = 0.5 notifications/s.
We use a complex type hierarchy consisting of 20 types,
and publishers generate notifications of a randomly chosen
type with a uniform probability. Each notification carries a
payload of 100 bytes. The validity period for notifications
in case of the PN-app is set to 5000 ms to avoid undelivered
notifications.

We varied the number of subscribers in the system, s =

1, 5, . . . , 35. Subscribers are mobile and can connect to
all system brokers except to B1 because it is the root node
of the broker network, and therefore the system bottleneck.
We use the random mobility model in the experiment: A
subscriber chooses the next broker randomly from the set of
available brokers. Each subscriber connects to a new broker

with a constant connection rate in the range from 0.2 to 0.6

connections/s, and the connection duration is 50% of the
connection period.

Figure 1: Connected subscribers per broker

Figure 1 shows the measured average number of sub-
scribers connected to a broker as the total number of sub-
scribers in the system changes. It is visible that subscribers
do not connect to B1, and that other brokers evenly share
the subscriber load. In case of the total of 15 subscribers in
the system, there is on average one subscriber connected to
each broker. All subscribers subscribe to the top notification
type, and should receive all published notifications. We use
the simple subscription scenario to test the implementation
and check that notifications are received without duplicates.

Experimental results. Figure 2 shows the average num-
ber of stored notifications on a broker as the number of sub-
scribers in the system increases. As expected, the number
of stored notifications increases linearly with the number of
subscribers for the Q-app, since notifications are stored per
each disconnected subscriber in a separate queue. The num-
ber of stored notifications for the PN-app reaches its maxi-
mum value as soon as each published notification is stored
once on each broker and remains constant regardless of the
number of subscribers in the system.

Figure 2: Queued and persistent notifications

Figure 3 shows the average rate of received and sent no-
tification messages per each broker. The rate of received
notification messages increases for both approaches until
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s = 15 when there is on average 1 subscriber connected to
each broker, and reaches the maximum value determined by
the number of system publishers, and their publishing rates.
Clearly, the rate of sent notification messages increases as
the number of subscribers increases, because the number of
notification destinations increases accordingly. The Q-app
generates a larger number of notification messages than the
PN-app when s ≥ 7, because in case of the Q-app, notifica-
tions are sent to subscriber queues during the disconnection
period, while in case of the PN-app, notifications are cached
on brokers they traverse, and from there delivered to recon-
necting subscribers. The notification rate in case of the Q-
app is further increased by notification exchange during the
handover procedure.

Figure 3: Rate of received and sent notifications

Figure 4 shows the average rate of received and sent un-
subscription messages per broker. As expected, the Q-app
generates less unsubscription messages than the PN-app be-
cause the Q-app does not generate unsubscription messages
in case the old and the new broker are the same, which is
the case for the PN-app. The rate of sent unsubscription
messages decreases as the number of subscribers increases,
because there is no need to propagate unsubscriptions since
there are other subscribers with an active matching sub-
scription that are connected to brokers.

Figure 4: Rate of received and sent unsubscriptions

Finally, Figure 5 depicts the average rate of all received
and sent messages per broker and can be used to asses the

broker processing load. It is visible that the PN-app poses
less load on a broker as the number of subscribers in the
system increases. The gain is 10% in this particular exper-
iment when s = 35, and would become significant in case
of a large number of subscribers.

Figure 5: Rate of received and sent messages

To conclude, the PN-app is superior when compared to
the Q-app with respect to the consumption of broker mem-
ory for storing undelivered notifications if we assume that
the number of subscribers in the system is significantly
larger than the number of brokers. Furthermore, the PN-
approach introduces less processing load on brokers for the
conducted experiment as the number of subscribers in the
system increases, and therefore consumes less bandwidth
on links connecting the brokers. The preliminary results
show that the load introduced by control messages for the
PN-app is acceptable when compared to the Q-app.

4. Related Work

A number of authors agree that the mobility support in
pub/sub systems should be offered by the pub/sub middle-
ware itself, and not delegated to the application layer [9,
12]. The existing solutions extent the established pub/sub
systems that are optimized for stationary environments by
adding special proxy subscribers taking the subscriber’s
role for disconnected subscribers [1, 5].

The mobility service developed within the project
SIENA [1] uses client proxies and a special client library
to manage subscriptions on behalf of a subscriber. A client
proxy runs as a special component at an access point, and
stores messages for a disconnected subscriber in a special
queue. The client library mediates a move-out procedure
from the old broker, and a move-in procedure when a sub-
scriber reconnects to the new broker. The old and the new
proxy perform a handover procedure that transfers mes-
sages from the old proxy to the new one, and subsequently
to the subscriber. Clearly, the overhead of the proposed so-
lution is the existence of a new component in system, the
client proxy. The reported experimental results prove the
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applicability of the implementation, investigate the number
of duplicate and lost messages, but define no other metrics
to evaluate system performance. Best to the author’s knowl-
edge, the presented experimental results are the first attempt
to evaluate pub/sub system performance in a mobile setting.

The solution presented in this paper is compliant with
the algorithm for physical mobility developed within the
project REBECA [5, 12] that uses the Q-app where the last
serving broker takes the role of a proxy subscriber. When a
subscriber connects to a new broker, it re-issues its subscrip-
tions, and the broker network finds the old broker by locat-
ing a broker at the junction of delivery paths to the new and
the old broker. It is straightforward to find a junction broker
if the broker network applies simple routing, because each
broker keeps entries about all active subscriptions. The no-
tifications stored by the old broker are routed through the
junction to reach the new broker, and subsequently the sub-
scriber. The authors do not justify why subscribers cannot
maintain the information about the last visited broker which
significantly complicates the algorithm that needs to locate
the junction broker. The algorithm needs further extensions
in case routing based on covering is applied since simple
routing generates large routing tables. There are currently
no results that evaluate the performance of the approach.

Mobility support in Elvin [10] is one of the first im-
plementations offering mobility to subscribers in a pub/sub
system. The solution puts a proxy server between the origi-
nal server and a mobile device for storing messages for dis-
connected subscribers. A subscriber must always connect to
the central proxy server which can become a performance
bottleneck and induce significant network traffic due to po-
tential triangular routing.

Recently, some of the systems that implement the
JMS specification support mobility [7, 11] by offering a
lightweight JMS-compliant API for Java-enabled mobile
terminals that can be used to implement JMS-based pub-
lishers and subscribers. However, the available implemen-
tations offer no routing optimizations for distributed archi-
tectures.

5. Conclusion

The paper presents an approach to mobility in pub/sub
systems that uses a sequence of subscribe-unsubscribe-
subscribe requests, and relies on notification persistency to
assure the delivery of notifications published during sub-
scriber disconnections. We have investigated the adequacy
of the approach using a prototype system, presented initial
results that investigate its performance, and compared it to
the solution based on queues. The preliminary experimen-
tal results show that the proposed approach is superior to the
queuing approach with respect to the broker processing load
and memory consumption as the number of subscribers in

the system increases, assuming that subscribers move fol-
lowing the random mobility model. Future work should
examine the notification delay introduced by the approach,
and investigate system performance for different subscriber
mobility models and subscription scenarios.
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Abstract 
 

As event-based middleware is currently being applied 
for application component integration in a range of 
application areas, a variety of event services have been 
proposed to address different application requirements. 
The emergence of ubiquitous computing systems has 
given rise to application integration across multiple areas 
and as a result, has led to systems comprising several, 
independently operating event services. Even though 
event services are based on the same communication 
pattern, application component integration across 
heterogeneous services is typically prevented by the 
constraints imposed by their respective event models. 

This paper presents the design and implementation of 
the Federated Event Service (FES). The FES enables 
heterogeneous event services to cooperate and to operate 
as a single logical service. It therefore facilitates building 
event-based systems in which the application 
requirements cannot be met by a single event service. 
 
 
1. Introduction 
 

Event services provide asynchronous, decoupled, 
anonymous message-based communication.  This 
facilitates scalable distributed systems composed of 
autonomous concurrently-executing entities. There are 
many event services in existence addressing wide ranging 
issues such as Internet scale (Siena [1]), quality of service 
(CORBA Notification Service (CNS) [2]), and mobility 
and location awareness (STEAM [3]). When integrating 
systems that use distinct event services it may be 
necessary to inter-work their event services to facilitate 
communication between the systems. 

There is currently no standard solution available for 
heterogeneous event service inter-working. In the absence 
of a standard solution, system developers are forced to 
roll their own solutions. This is problematic as such 
solutions can cost time, money and effort.  These 
solutions may be sub-optimal since developers, unless 
they are experts in event systems and event system inter-
working, may not have considered or understood all of 
the issues involved. 

A federated service is a collection of autonomous 
concurrent services that may be linked together to provide 
a single logical service. This paper presents the design 
and implementation of the Federated Event Service 
(FES), a standard mechanism for federating 
heterogeneous event services. We believe that such a 
mechanism is a valuable solution for addressing the event 
service inter-working problem described above. We also 
believe that this mechanism is a viable alternative to 
bespoke solutions for building or extending event-based 
systems, when requirements cannot be met by a single 
event service. 

The remainder of this paper is structured as follows: 
Section 2 surveys related work. Section 3 discusses event 
service federation and related issues. Section 4 describes 
the design of the FES. Section 5 and section 6 discuss a 
test implementation and usage of the FES. Section 7 
concludes this paper by summarizing our work. 
 
2. Related Work 
 

Based on our survey of related work there seems to be 
little research into the area of federating or inter-working 
heterogeneous event services. Most of the interest, for 
commercial reasons, lies in the inter-working of the 
CORBA Notification Service (CNS) and the Java 
Message Service [4]. This inter-working requirement is a 
less difficult problem than generic event service inter-
working as it is a bilateral inter-working requirement 
supporting similar event models, feature sets and event 
structures. 

In [5] events are used to federate components of any 
granularity including event services. Similar to the FES, 
the approach in [6] uses a common event model and 
gateways to provide interoperability between event 
services. However, these approaches do not emphasize 
the issues involved with and the opportunities to be 
gained from heterogeneous event service federation. Our 
work is specifically concerned with addressing the issues 
involved with inter-working and federation of 
heterogeneous event services and aims to provide this 
mechanism as transparently as possible to existing 
systems. 
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3. Federating Event Services 
 

A federated event service provides a single logical 
event service to clients; however, it consists of a number 
of autonomous event services. The federation mechanism 
is transparent to the participating event services and event 
services are unaware of other event services in the 
federation. Federation improves reliability – if an event 
service fails, the rest of the event services are still 
available. Services in a federation share the processing 
load and this can improve performance and scalability. 
Event services can still be administered individually. This 
facilitates easier management of a large service. 

Many issues must be considered in the design of a 
system for the federation of heterogeneous event services. 
Some of these issues face any system inter-working effort 
while others are particular to event service inter-working. 
Important issues that we are aware of are briefly 
summarized here. 

Event model heterogeneity: An event model consists 
of a set of rules describing a communication model that is 
based on events. Event models are discussed and 
classified in [7]. For a federated service to be valuable it 
must cater for a wide variety of event models. Important 
features including event propagation support, event type 
support, event filtering support, and event service specific 
features such as mobility and QoS must be considered. 

Communication: Requests issued across multiple event 
services may be subject to failure if an individual event 
service fails. Allowances have to be made for the fact that 
mobile event services such as STEAM may be involved 
in the communication path. Adequate routing protocols 
must be considered 

Naming: Event services use varying mechanisms to 
identify event types and instances, e.g. event channels 
(CORBA Event Service (CES) [8], CNS), subscription 
filters (Siena, CNS) and subject identifiers (STEAM, 
COSMIC [9]). The design must also consider identifier 
uniqueness across the federation, case sensitive names 
and varying maximum name lengths. Event service 
federation introduces the requirement for individual event 
service identification, to allow requests to be directed at a 
subset of the federation and events to be forwarded to the 
correct event services. Routing events and requests to all 
event services is not a scalable option. The event service 
federation may also require a unique identifier to allow 
event services to participate in more than one federation. 

Scalability: How can the sizing limits of an individual 
event service or system be maintained when the event 
service participates in a federation? What performance 
overheads are introduced? 

Security: Security in federated event services unveils 
many issues such as system wide administration, 
authentication and authorization issues. For a good 

overview of security issues as they pertain to event 
services, see [10]. 

Transparency: As previously explained it is important 
that the federation remains as transparent as possible to 
event services and systems. In addition event services 
may have multiple client applications and it may not be 
realistic or even possible to update them to provide 
support for federation due to cost, time or unavailability 
of source code. 

Integrating semantically misaligned events: Events 
generated in different systems may contain identical 
contents but in different forms. As discussed in [6], such 
events may be propagated between systems assuming 
mapping information is available in the systems involved. 
 
4. FES Architecture 
 

As shown in Figure 1, a FES system consists of two or 
more event services and one or more gateways that bridge 
them. A gateway interfaces to each event service by 
means of an adapter. The gateways in a FES system form 
a completely distributed system. Each gateway is an equal 
peer in the system. There are no centralized points of 
control or failure and gateways do not maintain any 
global state. 
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Figure 1. An example FES system. 

An event service that a gateway, or any event service 
client, is directly connected to is known as a direct event 
service. An event service that a gateway, or any event 
service client, is not directly connected to is known as an 
indirect event service. An event service that is used to 
route a request is known as an intermediate event service. 

The FES supports event announcement, subscription 
and publication requests. These requests may be issued at 
any event service or gateway. The gateways propagate 
requests to the relevant event services. A distinction must 
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be made between normal event service requests as issued 
by a client to its direct event service (event service 
request) and requests issued by a client to event service(s) 
in the federation (FES request). 

For example in figure 1, subscriber s issues an event 
service request to event service A. In addition s also 
issues the same subscription request as a FES request to 
the federation. The request is propagated to event services 
B, C, and D by the FES gateways. Any event published in 
the federation that matches the subscription request will 
be propagated back to event service A by the gateways 
and finally to subscriber s. 
 
4.1. The FES Event Model 
 

The FES event model acts as a common language 
between event services. To define the event model for 
proof of concept purposes, three basic types are required: 
string, double and long. These basic types are 
based on CORBA basic IDL types [11]. 

A FES Event is a structured event that is composed 
of a subject, a set of parameters and a set of attributes. 
Identifiers are case sensitive. The subject (type string) 
identifies the application event type, e.g. “DeviceOffline”. 
The identifier (or the subject) must be unique within a 
FES system. Parameters contain application specific data. 
Attributes represent the non-functional properties of an 
event such as the delivery priority of an event. Parameter 
and attributes may be accessed by index and by identifier. 
An event may contain 0 or more parameters. A parameter 
consists of an event unique parameter index of type 
long; an event unique parameter identifier of type 
string; a type identifier of type long that specifies the 
type of the parameter data and the parameter data. 
Attributes have the same structure as parameters. The 
FES does not place any limit on event size although this 
implementation of the FES does not support event 
fragmentation. 

The FES supports any event service attribute that may 
be applied on an event-service-by-event-service basis 
(hop-by-hop) by adapters. The FES defines an open 
ended set of attributes and associated semantics, such as 
event delivery priority and event validity proximity. 
Adapters may ignore attributes that their event services do 
not support.  Default semantics are also specified for each 
attribute. These defaults are applied by adapters when 
attributes must be supplied at an event service but are not 
specified in an incoming event, for example when 
mapping a location ignorant CNS event to a location-
aware STEAM event. 

The structured event type was chosen as this type is 
commonly supported in event models. It allows flexible 
filtering. It is relatively easy to map an un-typed event to 
a structured event. The CNS specification defines how 
CES un-typed events should be mapped to CNS 

structured events. The CES/CNS typed events are rarely 
used, as they are difficult to understand and implement [2, 
p.212]. Parameter/attribute access by identifier and index 
and case sensitive identifiers help to facilitate the 
mapping of event models to the FES event model. 

The FES supports event filtering via the FES filtering 
language. At a minimum the FES filtering language must 
support subject based filtering. The FES approach to 
filtering does not depend on the extent of its filtering 
prowess. The FES makes use of two filters whenever a 
consumer makes a subscription request to an indirect 
event service. (1) The subscription as made by the 
consumer at the direct event service in the direct event 
service filtering language (direct filter). (2) The 
subscription as made by a gateway on behalf of the 
consumer at an indirect event service in the indirect event 
service filtering language (indirect filter). The filter that is 
applied at the indirect event service must always define 
the same set of events or a superset of the events that was 
defined by the filter that was specified by the subscriber 
at the direct event service. In the case where a superset of 
events is specified at the indirect event service, unwanted 
events may cross a FES system to the direct event service. 
However, these events will not reach the consumer, as the 
direct event service filter will filter them out. The original 
filter in the FES filtering language must be preserved at 
all times so that it may be applied consistently at all 
indirect event services. 

FES requests define the functions that are supported 
by the FES. A request specifies the event service where it 
originated from (the source event service), the event 
service(s) at which the request should be applied 
(destination event service(s)), and the request parameters. 
For example, a subscription request specifies the filter 
that should be applied. A publication request specifies the 
event that should be published.  

The FES may distribute requests to one or more 
destination event services. Requests are one-way 
functions that may be applied at most once to each 
destination event service.  

An announcement request specifies a particular event 
type that may be published by an event service producer. 
Event services may propagate this information to 
consumers. This facility allows event services and 
consumers to prepare for future event arrival. An 
unannouncement request specifies an event type that will 
no longer be published by an event service producer in 
the future. This facility allows event services and 
consumers to tear down resources that are will no longer 
be required to handle events of a certain type. A 
subscription request defines the events that a consumer of 
an event service is interested in.  The consumer supplies a 
filter to specify this. An unsubscription request defines 
the events that a consumer of an event service is no 
longer interested in. The consumer supplies a filter to 
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specify this. A publication request defines an event that a 
producer of an event service has published to an event 
service. These requests are different from the other kinds 
of requests as they are generated automatically by the 
FES whenever it receives an event from an event service. 

A client of a FES system may specify the event 
services that a request is sent to via a request distribution 
list. A distribution list provides functionality that is not 
part of normal event services, i.e. clients may target 
specific sets of subscribers and publishers. Clients need 
not be bound to certain event service instances. Instead 
they may specify the type of event service, or a range of 
event services to send a request to assuming that a 
suitable event service naming convention was employed. 
Distribution lists improve the scalability of the system.  

A FES request is encapsulated in an Event derived 
ControlEvent. Control events are the only means by 
which requests may be communicated to gateways and by 
which gateways communicate. A gateway acts as a 
producer and a consumer of control events for each of the 
event services that it is connected to. Therefore a request 
may be forwarded to a gateway by publishing the relevant 
control event to an event service to which the gateway is 
connected. A request may be propagated over many 
gateways and event services in this fashion to reach a 
particular event service. In addition control events may be 
passed to a gateway by other means such as user input or 
via command line parameters. 
 
4.2. FES Gateways and Adapters 
 

The FES is realized by a set of event services that are 
connected by gateways. Gateways subscribe to their 
direct event services via adapters for control events.  

When a gateway receives a control event it examines 
the event’s distribution list to determine whether the 
request contained within should be applied at a direct 
event service and/or whether the event should be 
forwarded to other gateway(s) for application at indirect 
event service(s). 

If the request should be applied at a direct event 
service then the gateway unwraps the request details and 
carries out the necessary request. For example, if the 
request is a subscription request, then the control event 
contains a filter. The subscription request is then made via 
the event service’s adapter. If for example the request is a 
publication request then the control event contains an 
event. This event is extracted and published to the event 
service via the adapter. 

If the request should be applied at an indirect event 
service(s) then the gateway must make a routing decision 
to decide which of its directly connected event services it 
should publish the control event to in order to route the 
request to the correct gateway(s). 

The gateway must manage some local state 
information regarding the requests that it has made to its 
direct event services. For example, this includes 
information pertaining to subscriptions that have been 
made at a direct event service. When a publish request is 
then received from an adapter, the gateway can determine 
the distribution list for the event. 

The adapter pattern is used to encapsulate 
heterogeneity among event services in the FES. This 
includes encapsulating event service requests and the 
mapping of FES requests to event service specific 
requests and vice-versa. FES model mapping is an 
implementation detail of an adapter. Generally, there are 
three kinds of event mapping that an adapter may 
perform: user-defined (via configuration information 
and/or plug-in code), automatic, and combined user-
defined/automatic event mapping. The integrity of a 
control event must be maintained at all times so requests 
may be applied consistently at event services. The size of 
control events can vary dynamically since they may 
contain serialized FES events. Therefore, depending on 
the maximum event size in a FES system, event services 
with limited event size may not be suitable as 
intermediate event services. 

The FES adapter interface defines five main methods 
corresponding to the FES requests described above. The 
adapter implementation must map these methods and 
events to event service specific functions and events. If an 
event service does not support announcements and/or 
subscriptions then null implementation can be provided 
for these methods. On start-up an adapter implementation 
must subscribe to its event service for control events. If 
an event service does not support filtering then the 
adapter must do its own filtering to single out control 
events. Received control events must be passed to the 
gateway for processing. All other events received by an 
adapter must be converted to publication control events 
before passing them to the gateway. 
 
4.3 Using the FES 
 

The following steps outline how the FES may be used 
to federate heterogeneous event services. 
1) Identify the events to be propagated between event 

services. 
2) Select and/or implement appropriate event service 

adapters. 
3) Configure gateways with event mapping information 

if necessary. 
4) Place gateways between appropriate event services to 

allow inter-event service communication to occur. 
5) Event propagation between event services is initiated 

by forwarding a relevant subscription request to the 
appropriate gateway(s). This can be generally 
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achieved by publishing the corresponding control 
event to any event service in the federation. 

 
4.4. Assessment 
 

The FES architecture addresses some of the issues 
outlined in section 3. A common, flexible FES event 
model and the adapter pattern are used to address event 
model heterogeneity and naming issues. The FES is 
transparent to event services. Existing event service 
clients require modification to support dynamic FES 
requests. Modifications are not required to propagate a 
static set of event types between event services. 
Distribution lists can aid scalability. The FES cannot 
provide end to end request/event context support (e.g. 
QoS attributes), unless all event services in the request 
path provide the necessary support. Other issues are left 
open for future work. 
 
5. Implementing FES Gateways and 
Adapters 
 

Two approaches were considered for implementation 
of the FES. 

In the compiled approach, a configuration file that 
describes event mappings, event services and gateways is 
input into a tool that generates FES systems. This tool 
produces the necessary FES system code including 
gateways and adapters. Support for different types of 
event services can be plugged into the tool. This approach 
produces efficient run-time translation and mapping code, 
as there is no need to look up and interpret this 
information at run time. This approach can also produce 
closer mappings to event service APIs and interface 
languages. However, a change in the configuration will 
require a re-build of the system or parts of the system and 
a reinstallation. 

The interpreted approach requires the development a 
generic gateway component and an adapter for each event 
service. Gateways and adapters read event mapping and 
configuration information on startup and apply this 
information when translating and mapping data. This 
approach produces slower run-time code than the 
compiled approach as configuration information is 
accessed and interpreted at run time for each event and 
request. However, a change in the configuration will only 
require a restart of the relevant FES components. 

It was decided to initially implement the interpreted 
approach as this approach is easier to develop, test and 
debug. The implementation supports subject based 
filtering only. To test the FES design the STEAM, Siena 
and CNS event services were chosen as FES participants. 
These event services have sufficiently different event 
models, event services, feature sets and implementations 

to test the FES design. All adapters implement automatic 
event mapping, automatically mapping between event 
service structured events and the FES structured event at 
run time. The development platform was Visual C++ 6.0 
on Windows 2000 Professional. The Win32 TAO CNS 
implementation was used [12, 13]. 

Implementing the STEAM adapter was relatively 
straightforward. STEAM proximity information is 
mapped to a FES “Proximity” attribute. The subject based 
filtering of STEAM easily maps to the FES filtering 
requirement. 

The CNS adapter maps the CNS priority attribute to a 
FES “Priority” attribute. The CNS allows filtering on any 
part of a CNS structured event. The CNS adapter maps 
the FES event subject to the event_name field of a 
CNS structured event header. 

The Siena C++ API does not support the event push 
propagation model. Therefore the Siena adapter manages 
a separate thread to pull events from Siena and push these 
events to the gateway. The Siena structured event maps 
well to the FES event. However, Siena has no concept of 
an event subject. Therefore for automatic event mapping 
the Siena parameter “FES_Subject” is used by the adapter 
implementation to specify the subject of the event Siena 
filtering supports filtering on any parameter in the event. 
 
6. Using FES Gateways and Adapters 
 

The following use case describes a traffic monitoring 
system that is composed of three heterogeneous event 
services that are federated via the FES. This system 
monitors traffic speeds at various locations in a city and 
logs the license number and speed of vehicles that exceed 
speed limits. In this system, vehicles broadcast various 
events over an ad hoc wireless network using the STEAM 
event service that include the current speed of the vehicle. 
The current speed of the vehicle is published every 
second via a “Speed” event on the car’s onboard real time 
network via a real time event service (RTES). This event 
contains the car’s current speed and its license number. A 
FES gateway is used to inter-work the RTES and STEAM 
event services. Fixed roadside traffic monitors located at 
or near speed limit signs subscribe for these speed events 
and publish them on a wide area fixed Siena event 
service. Each monitor contains a FES gateway inter-
working the STEAM and Siena event services. The 
subscription filter employed at the STEAM event service 
in each monitor depends on the speed limit in the area. In 
the city traffic control office there exists a traffic control 
application. This application allows the operator to set the 
speed limits for various areas in the city. The roadside 
signs dynamically display the current speed limit. In 
addition, setting a speed limit changes the corresponding 
subscription to the STEAM event service at the roadside 
monitor. 
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Figure 2 outlines the configuration of the test 
application that we developed to simulate this use case. 
Here CNS acts as the RTES. G1 is a CNS/STEAM 
gateway. It is passed simulated GPS locations to ‘move’ it 
between traffic monitors. CNS PUB is a CNS publisher in 
the ‘vehicle’ that publishes varying “Speed” events every 
second to the CNS event service. G2 and G3 act as the 
roadside STEAM/Siena gateways. SIENA SUB is a Siena 
subscriber, subscribing for specific “Speed” events. The 
STEAM event service is collocated with the relevant 
gateways. On start-up a ‘hardwired’ subscription request 
is issued to G1 to specify a filter of “Speed”, with a 
distribution list of “Cns” and with the source specified as 
“Siena”. 
 

Vehicle

Traffic Monitor

CNS PUB

STEAM/Siena
Gateway G2

Traffic Monitor

STEAM/Siena
Gateway G3

Siena Server

Traffic Monitoring
App

Siena SUB

CNS STEAM/CNS
Gateway G1

Ad-hoc wireless l ink

Fixed Internet l inks

Siena

 
Figure 2. Test FES Application - Traffic Monitoring 

System. 

 
7. Conclusions 
 

This paper presented the design of the Federated Event 
Service (FES) – a system for inter-working and federating 
heterogeneous event services. A proof of concept 
implementation and test application were presented in 
order to show that distinct event services can be federated 
with the FES. 

Several issues pertaining to heterogeneous event 
service federation were outlined and discussed. Some of 
the raised issues as well as issues related to request 
tunneling, automatic configuration, and federation 
monitoring remain open for future research. 
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Abstract

Publish-subscribe systems route events to interested
subscribers through a distributed network of routing ta-
bles. We present a self-stabilizing algorithm that main-
tains these routing tables in a consistent distributed
state, and recovers from faults in the network. Neighbor-
ing message routers periodically exchange their rout-
ing table state, and take corrective actions if (and only
when) necessary. We formally prove that the resulting
algorithm brings the system back to a legal global state
if it starts out in a faulty state.

Further, we show how to reduce the size of the pe-
riodic message exchanges by exchanging “sketches”
of the routing tables which are much smaller than
the routing tables themselves. We present a message
size/accuracy tradeoff of using these sketches, which are
based on Bloom filters. We have simulated our algo-
rithm, and present our results of studying the important
special case of a transient edge failure in greater detail.

Due to space constraints, we will give an overview of
our results in this paper, and we refer to our technical
report for further details.

1 Introduction

Publish-subscribe systems provide a loosely coupled
middleware to distributed applications. In such systems,
messages from senders (or publishers) are routed to re-
ceivers (or subscribers) based on their content, rather
than on a fixed destination address. Receivers in turn
express their interest in receiving a certain class of mes-
sages by submitting subscriptions, which are predicates
on the message content. If the publish-subscribe sys-
tems are to be scalable to large networks, then the event
routing must be performed in a in a distributed fashion.
Many systems such as [CRW01, ASS+99, Muh02] show
how to construct a distributed network of routing tables
to accomplish this task.

In this work, we are concerned with the fault tol-
erance of the routing tables. Faults are inevitable in
such a distributed system built over a wide-area network.
For example, a loss of a subscribe/unsubscribe message
could lead the system to a state where the routing ta-
bles are inconsistent with each other. A more serious
fault might be the corruption of a routing table, or even
a router crash. Any fault detection/recovery mechanism
must be decentralized, and should have a low overhead
of detection/correction.

We propose a fault detection and recovery mecha-
nism for distributed publish-subscribe networks based
on self-stabilization. Self-stabilization is a general fault-
tolerance technique, introduced by Dijkstra[Dij74]. In-
formally, a system is self-stabilizing if, starting from an
arbitrary initial global state (perhaps faulty), it quickly
reaches a “legal” global state. The advantage of self-
stabilization is that it addresses all faults through an uni-
form mechanism. Rather than enumerate all possible
faults that could occur in the network and take corrective
actions for each of them, we present one set of rules and
actions which handles all possible faults in the router
state. When these actions are consistently followed, the
system will be quickly restored to a “legal” state after
router faults.

The correctness of the publish-subscribe system is a
global system property. No single node in the system
will be able to say whether or not the system is in a cor-
rect state. However, we show that the predicate speci-
fying that the global system state is correct can be writ-
ten as the conjunction of many local predicates, each of
which can be checked in a decentralized way using local
actions. This property will help us in designing a local
algorithm for the fault-tolerance. We prove that our al-
gorithm leads the system to a legal state, and the time
taken is proportional to the diameter of the graph.

If implemented in a straightforward way, self-
stabilization presents a large message overhead. At first
glance, it seems necessary for the nodes to pass their
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complete routing tables to their neighbors. The rout-
ing tables are typically large (a few thousands of sub-
scriptions), and since this exchange has to take place
periodically, this could lead to significant message traf-
fic. To reduce this overhead of checking, we propose
to communicate small space “sketches” of the routing
tables, instead of the whole routing tables themselves.
Our sketches are based on Bloom Filters[Blo70]. These
can be used to detect inconsistencies between routing
tables very accurately, and yield space improvements of
two orders of magnitude.

We formally analyze the space/accuracy tradeoff of
checking using our sketches. Our analysis of the false
positive probability of using Bloom filters to check set
equality is novel. All previous analyses of Bloom filters
focused on the false positive probability for checking the
set membership.

In summary, our contributions are as follows:
(1)We present a local, self-stabilizing algorithm for
adding fault-tolerance and recovery to publish-subscribe
systems. We prove that irrespective of what global state
the system begins in, it will reach a legal global state,
and quantify the time (number of parallel steps) taken to
do so.
(2)We present a way to reduce the overhead of fault-
tolerance by communicating “sketches” of the routing
tables as opposed to the routing tables themselves. We
analyze the space-accuracy tradeoff provided by these
sketches.
(3)We have simulated the self-stabilization algorithm,
and these simulations reinforce our theoretical analy-
sis. We found that though the algorithm is correct in
all cases, it needs further tuning, and may not lead to the
most efficient recovery in every case. We have analyzed
an important special case, that of a transient edge fail-
ure, and this demonstrates how the choice of a timeout
for initializing the fault recovery can be very important
for the overall performance.

Related Work: Existing work study the fault tol-
erance problem from the perspective of topological
changes, such as tree partitioning, grafting/pruning of
branches. Siena[CRW01] briefly suggests using system
primitives, like subscribe/unsubscribe, to allow subtrees
to be merged or to be split. In [PCL03], the authors ar-
gue that subscribing and unsubscribing should be treated
asymmetrically and propose an optimization over the
Siena approach. In another paper [CFLP04], they op-
timize the special case of a link failure and a link forma-
tion occurring in parallel and push the reconfiguration
overhead for this special case to a minimum.

On the other hand, some systems like
Scribe[RKCD01] and Hermes [PB02] are built on
top of a distributed hash table, which take advan-

tage of the peer-to-peer routing substrate to achieve
fault-tolerance.

All current work handles a limited range of faults
such as message losses and link formation/failure; they
do not provide a comprehensive mechanism like we do.

2 Model

We deal with a publish-subscribe network whose
nodes are organized into a single spanning tree. We
assume that all communication links are FIFO. Each
node holds a routing table. Many data structures have
been proposed for fast matching and forwarding of
events[CW03, ASS+99]; we will not be concerned with
the exact form of this data structure. For our purposes,
the routing table is a set of tuples of the form (sub, R)
where sub is a subscription, and R is a set of neighbor-
ing nodes from which the subscription was received. If
any event arrives that matches sub, then it is forwarded
to all nodes in R, except for the node from which the
event arrived.

Self-stabilizing algorithms can be built in a modular
fashion[GM91]. Our algorithm stabilizes the state of the
routing tables on a tree-based publish-subscribe system.
This can be layered on top of another algorithm which
stabilizes the spanning tree itself.

3 Self-stabilization Algorithm

The self-stabilization algorithm is concerned with
the consistency between the routing tables held by the
nodes. Neighboring nodes periodically exchange the
states of their routing tables. A node takes corrective ac-
tions if its routing information is inconsistent with some
neighbor. Each node makes local corrections indepen-
dently and asynchronously. Through a sequence of local
corrections, we restore the consistency among the dis-
tributed routing tables.

3.1 Local Legality Implies Global Legality

The definitions of legal local/global states lie at the
core of our algorithm. Before defining them, we first
introduce some notations and concepts.

An undirected edge connecting nodes a and b is de-
noted by {a, b}. It is composed of two directed edges,
denoted by (a, b) and (b, a). For node v, let N(v) denote
the neighbor set of v. If we remove edge {a, b} from the
tree T , the whole tree is divided into two parts. The sub-
tree rooted at a is denoted by T b

a and the subtree rooted
at b is denoted by T a

b .
For directed edge (a, b), the filter Fa→b is the union

of all subscriptions registered at node a, which sends
matching events to node b; in other words, it is the set of
all subscriptions that a has so far received from b. The
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set Sa
b is the union of all subscriptions that are generated

by nodes in the subtree T a
b .

Definition 1 A system is quiescent if there are no sub-
scribe/unsubscribe messages in transit.

Suppose the neighbor set of b, N(b) =
{n1, n2, . . . nk, a}. Let Xb→a denote the subscrip-
tions in transit from b to a and Yb→a denote the
unsubscriptions in transit from b to a. Let Lb denote
the local subscriptions issued by node b. We first define
what it means for an edge to be locally legal.

Definition 2 The directed edge (a, b) is locally legal, iff
Fa→b ∪ Xb→a − Yb→a = ∪k

i=1Fb→ni
∪ Lb.

Definition 3 The undirected edge {a, b} is locally legal,
iff both (a, b) and (b, a) are locally legal.

We now define what it means for an edge to be glob-
ally legal.

Definition 4 If the system is quiescent, then edge {a, b}
is globally legal, iff Fa→b = Sa

b and Fb→a = Sb
a.

We assume that every received subscription will be
forwarded unless it is a duplicate. Definition 4 holds un-
der this assumption. Regarding any other optimization
in subscription forwarding, the computation of S and F
can be adapted to keep Definition 4 valid.

Definition 5 A publish-subscribe system is in a legal
state if one of the two conditions holds:
(1)it is quiescent and all edges are globally legal or
(2)it can be reached from a legal quiescent state by a
finite sequence of transitions.

The global legality of edges is hard to check directly,
since it is a predicate that involves the state of the whole
system. However, the local legality of an edge can be
(more) easily checked. We now state a theorem which
shows that the predicate defining the global legality of
the system can be written as the conjunction of many
local predicates, one for each edge.

Theorem 1 The publish-subscribe system is in a legal
state iff every edge is locally legal.

This proof and the following proofs are all omitted
due to space constraints. We refer interested readers to
our technical report[ST04].

3.2 The Edge Stabilization Algorithm

Given the above theorem, we only need to stabilize
each directed edge into a legal state, and the system will
reach a globally legal state. It is easy to set a (faulty) di-
rected edge to a legal local state using appropriate sub-
scriptions/unsubscriptions. However, stabilizing a faulty
edge might “disturb” a neighboring edge, and cause it to
move from a legal to an illegal state, so that the global

state is still illegal. Informally speaking, such “distur-
bances” can flow only along a simple path in the tree,
and have to eventually stop at a leaf. Thus, eventually
the system will reach a globally legal state.

A timer is assigned to each directed edge in the net-
work, and the (directed) edge stabilization procedure is
initiated upon expiry of the timer. The period of the
timer controls the frequency of stabilization, and hence
the message overhead (more discussion of the timer ap-
pears in Section 5). The source node of a directed edge
is responsible for the stabilization. A single round of the
procedure consists of two phases: an observe phase fol-
lowed by a correction phase. We describe the algorithm
for directed edge (a, b). All the directed edges are being
stabilized in parallel in this manner.

Variables:

(1) N(a) = {n1, n2, . . . , nk, b}
(2) S(a) = ∪k

i=1Fa→ni
∪ La

(3) C1 = S(a) − Fb→a

(4) C2 = Fb→a − S(a)

Actions at Node a
Event: timeout at t1 (observe phase)

(1) compute S(a) at time t1
(2) send an “observer” to b
(3) reset the timer for the next round

Event: get the reply from b (correction phase)

(1) (comment: b’s reply is Fb→a)
(2) if (S(a) = Fb→a)
(3) return;
(4) else
(5) compute C1, C2

(6) send C1, C2 to b

Actions at Node b
Event: receive an “observer” from a (observe phase)

(1) compute Fb→a

(2) return Fb→a to a

Event: receive C1 from a (correction phase)

(1) subscribe to each record contained in C1

Event: receive C2 from a (correction phase)

(1) unsubscribe to each record contained in C2

It is important to note that the correction phase at
node b is initiated only if edge (a, b), and hence the
whole system was not in a legal state. Thus, if the sys-
tem is in a legal state, then the self-stabilization will not
add any additional subscriptions/unsubscriptions to the
system.

Theorem 2 Starting from any initial state (perhaps
faulty), if (1)no further faults occur and (2)every di-
rected edge in the tree executed the above stabilization
process, then the system will reach a legal global state.
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4 Reducing the Message Overhead

An important component of the local stabilization al-
gorithm is the checking of the equality between the two
tables S(a) and Fb→a. One way to do this is to send the
entire table Fb→a across from node b to node a, but this
would result in a large message overhead for the follow-
ing reasons:
(1)The objects being sent across and compared are large
sets of subscriptions. These routing tables might con-
tain thousands of subscriptions, and if each subscription
takes a few tens of bytes, then these messages would
be of the order of a few hundred kilobytes or more. In
addition, comparing these large sets would be signifi-
cant computational overhead. (2)Self-stabilization is a
periodic system behavior, which further exacerbates the
above problem.

Our approach to reducing this overhead is as follows.
Instead of sending the entire routing tables across, we
send only a sketch of the table to the neighboring node.
This sketch takes much smaller space than the table it-
self. These sketches are compared at the neighboring
node, and if they are found to be inconsistent, then there
must be a fault, and now a full comparison of the rout-
ing tables is initiated to recover from the fault. For the
common case when the routing tables are consistent with
each other, the whole routing table will not have to be
sent across, leading to a very efficient checking process.

However, these sketches are inherently lossy. There
is some probability that the routing tables are actually
inconsistent, but the sketches do not reveal it. We are
able to quantify this probability of a false positive, and
we show that a sketch which uses only a few bits per
subscription is able to provide a false positive probabil-
ity of less than 10−3.

We note that this is the first work, to our knowledge
which suggests compression of messages in this way in
a self-stabilizing algorithm. We summarize the desirable
properties of a sketch:

(1) The size of the sketch should be small compared to
the original routing table size

(2) It should be able to detect inconsistencies with high
probability, and with low computational overhead

(3) The cost of maintenance should be low, i.e. every
time a subscription or unsubscription is received, we
should be able to update the sketch quickly.

(4) Since we need to compute the union of routing ta-
bles while checking, we need to be able to (quickly)
compute the sketch of the union of sets given the
sketches of the sets.

We considered various techniques for maintaining
these sketches, including hashing and checksums. Our
final solution, which satisfies all the above properties,
is based on Bloom filters. Below we analyze the var-

ious tradeoffs associated with using a Bloom filter for
the purpose of testing equality between sets.

4.1 Bloom Filter for Testing Set Equality

A Bloom filter is a compact representation of a set to
support membership queries. It was invented by Burton
Bloom in 1970 [Blo70]. In [FCAB00], it is shown how
to derive the probability of a false positive for a mem-
bership query in using the Bloom filter.

In self-stabilization, we do not use a Bloom filter to
test for set membership, but to compare if two sets are
equal. More precisely, we want to check if the union of
a few sets (S(a) = ∪k

i=1Fa→ni
∪ La) equals another

set (Fb→a). This calls for a new analysis of the trade-
offs between the false positives and the parameters of
the Bloom filter. We now sketch our analysis of the false
positive probability for the context of set equality, and
graph the resulting tradeoffs obtained.

Let BS denote the Bloom filter of set S. Let m denote
the size (in bits) of the Bloom filter, and k the number
of hash functions. We want to compute the probability
that BA and BB are equal, though A and B are unequal.

Let α = e−
k|B|

m and β = e−
k|A|

m . Let p denote the false
positive probability, i.e. the probability that BA = BB

though A 6= B.

Theorem 3
p ≤ min {pA, pB}

where

pA < α ·

k·|A−B|
∏

i=2

(

i − 1

m
+

(

1 −
i − 1

m

)

· α

)

(1)

and

pB < β ·

k·|B−A|
∏

j=2

(

j − 1

m
+

(

1 −
j − 1

m

)

· β

)

(2)

We now sketch the false positive probabilities for var-
ious values of k, m/n and |A − B| in Figure 1. Clearly,
the probability decreases (leading to a more accurate test
for equality) when the difference between the sets is get-
ting large. As k increases, the computation overhead for
maintaining the Bloom filter increases. The parameter
m/n is the number of bits used per element. As it in-
creases, the space overhead also increases, but the false
positive probability decreases. Thus, by using 4 bits per
element and 2 hash functions, the false positive rate for
sets differing by 3 elements is only about 0.001, and this
can be further decreased by increasing k or m/n.

5 Simulations
The self-stabilization procedure is a periodic sys-

tem behavior, whose period is controlled by a
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Figure 1. The Probability of a False Positive
Under Various m/n and k Combinations.

The y-axis is the error probability, in a log-scale. The
x-axis is the size of the difference, |A − B|.

timer(Section 3.2). Since this period is fixed, the pro-
cedure is executed at regular intervals. However, this
regular behavior does not always yield the best perfor-
mance, though it is always correct. One special case is
that of a transient edge failure, which we consider now.

In face of an edge failure, some subscriptions become
obsolete, since they were generated by nodes in a par-
tition which is now unreachable. These subscriptions
have to be (usually) removed, else the endpoints of the
broken edge will continue to receive useless events. But,
if the broken edge comes back up quickly, then these ob-
solete subscriptions become useful again. In such a case,
it is better to delay the unsubscribing after the link fail-
ure.

Since the setting of the timer is independent from the
event of link failure, there is no synchronization between
the time of the link failure and the activation time of the
next round of stabilization. As a result, the next round
of stabilization might kick in soon after the link failure,
which may not be ideal for the performance.

A better approach is to reset the timer based on the
network condition. This leads to our adaptive strategy,
which delays the stabilization timeout until the node re-
ceives a sufficient number of unwanted events, rather
than depending on a fixed timeout.

We conclude by presenting some experimental results
which compare various timeout strategies. Our perfor-
mance metric is the reconfiguration overhead, which is
defined to be the total number of hops traversed by both
unsubscribe/re-subscribe messages and unwanted events
under a single link failure. We study the following three
strategies:
(1)The “strawman algorithm” (the name borrowed from
[PCL03]). Upon a link failure, it resets the timer and
initiates the stabilization without delay.
(2)The “static algorithm” with no change to the preset

timer.
(3)Our “adaptive algorithm”. Upon a link failure, the
timer is reset, but the stabilization is activated once a
sufficient number of unwanted events are received, or
when the link is re-formed.

5.1 Simulation Setting

In our simulations, both an event and a subscription
are chosen to be 3-character random strings. An event
matches a subscription if the two strings are identical.
The topology is a single spanning tree, consisting of 100
nodes.Each simulation scenario is uniquely identified by
a combination of the following parameters:

Publish Rate: The publish rate regulates the system

load. We simulate two scenarios: a light system load us-
ing a publish interval of 5.0 seconds and a heavy system
load using a publish interval of 0.1 seconds.
Subscribe Rate: The subscribe rate controls the density

of the subscriptions. We set the subscribe interval to be
2.0 seconds. In addition, each router can subscribe to at
most 20 event patterns.

Fixed Delay: This is the timeout used by the “static”

algorithm. We choose two timeout values: a longer one
of 10 seconds and a shorter one to be 3 seconds.

Figure 2. Reconfiguration Overhead Under
Heavy System Load

Under a heavy load (Figure 2), the endpoints expect
to receive more unwanted events. It’s ideal to unsub-
scribe early to limit the increasing cost of unwanted
events. In Figure 2, the strawman curve has the lowest
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Figure 3. Reconfiguration Overhead Under
Light System Load

overhead, as it unsubscribes without delay. The adaptive
curve has a slight increase, for it delays unsubscribing a
little bit. The static algorithm has a poor performance,
but a shorter timeout brings down the overhead by 50%.

Under a light load (Figure 3), the cost of unwanted
events is negligible due to the rare occurences of un-
wanted events. It is better to delay unsubscribing.
Therefore any static algorithm with large timeout per-
forms well under this condition. Meanwhile the adap-
tive algorithm also yields the same amount of cost. This
time both the strawman and the static strategy with short
timeout value generate huge overhead. As a compari-
son, our adaptive algorithm saves two thirds of the cost
of the strawman approach.

In summary, neither the static nor the strawman do
well for both the lightly loaded and heavily loaded cases.
However, the adaptive algorithm for triggering the re-
configuration shows a good (though not optimal) perfor-
mance in both cases.
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Abstract 
 
In this work we leverage the advantages of the Chord 

DHT to build a content-based publish-subscribe system that 
is scalable, self-organizing, and well-performing. However, 
DHTs provide very good support only for exact-match, 
equality predicates and range predicates are expected to be 
very popular when specifying subscriptions in pub/sub 
systems We will thus also provide solutions supporting 
efficiently subscriptions with range predicates in Chord-
based pub/sub systems. 
  
 
1. Introduction 
 

Publish/subscribe systems are becoming very popular for 
building large scale distributed systems/applications. The 
main functionality of pub/sub systems is the delivery of 
published notifications from every producer (publisher) to 
all interested consumers (subscribers).  Publishers, who are 
completely unaware of the existence of the consumers, 
publish events (information) through the system by 
specifying the values of a set of well defined attributes. The 
consumers are expressing their interest through appropriate 
subscriptions and wait until they are informed about a 
matching event. A publish/subscribe infrastructure is 
responsible for matching events to related subscriptions and 
delivering the matching events to interested consumers.  

Building a centralized publish/subscribe system has the 
advantage of having a global image of the system and thus 
making the matching algorithm much easier to implement. 
This approach suffers from scalability problems as the 
number of publications and subscriptions increases. Thus, 
the decentralized approach is more appropriate. The main 
challenge in a distributed environment is the development 
of an efficient distributed matching algorithm.  

The peer-to-peer (p2p) paradigm is appropriate for 
building large-scale distributed systems/applications. P2p 
systems are completely decentralized, scalable, and self-
organizing.  A popular class of them is the �structured� p2p 
systems. The most prominent of these systems are built 

using a Distributed Hash Table (DHT [7],[8],[9]), which is 
a mechanism that provides scalable resource look-
up/routing. 

 
2. Related work 
 
2.1 Publish/Subscribe systems 
 

There are two types of publish/subscribe systems: i) 
topic based and ii) content based. Topic based systems are 
much like newsgroups. Users express their interest by 
joining a group (a topic). Then all messages related to that 
topic are broadcasted to all users participating to the 
specific group. 

Content-based systems are preferable as they give users 
the ability to express their interest by specifying predicates 
over the values of a number of well defined attributes. The 
matching of publications (events) to subscriptions (interest) 
is done based on the content (values of attributes).  

Publish/subscribe systems can be built in a distributed 
manner, avoiding the lack of scalability and fault-tolerance 
of centralized approaches. Distributed solutions are mainly 
focused on topic-based publish/subscribe systems [1], [2], 
[3]. Some attempts on distributed content-based 
publish/subscribe systems use routing trees to disseminate 
the events to interested users based on multicast techniques 
[4], [5], [15], [16].  Some other attempts use the notion of 
rendezvous nodes which ensure that events and 
subscriptions meet in the system [14].  

Some approaches have also considered the coupling of 
topic-based and content-based systems.  The authors in [6] 
used a topic-based system (Scribe [1]) that is implemented 
in a decentralized manner using a DHT (Pastry [7]). In their 
approach the publications and the subscriptions are 
automatically classified in topics, using an appropriate 
application-specific schema. A potential drawback of this 
approach is the design of the domain schema as it plays 
fundamental role in the system�s performance. Moreover, it 
is likely that false positives may occur. 
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2.2 Chord and DHTs  

 
Distributed Hash Tables (DHTs [7], [8], [9], [11]) have 

been adopted to create peer-to-peer data networks. In a 
DHT each node has a unique identifier (nodeID) selected 
from a very large address space. Each message can be 
associated with a key which is a unique identifier of the 
same type as nodeID. The main functionality of a DHT is 
the following: giving a (message, key) pair the system 
locates (routes the message) to the node whose nodeID is 
numerically closest to that key. DHTs ensure that routing 
requires O(log(N)) hops to locate/store a message (where N 
is the maximum number of nodes in the network). 

Chord [9] is a fairly simple structured peer-to-peer 
network based on a DHT. Compared to unstructured peer-
to-peer networks like Gnutella [12] and MojoNation [13] 
where neighbors of peers are defined in rather ad hoc ways, 
Chord is structured because of the way peers define their 
neighbors. Chord provides an exact mapping between node 
identifiers (nodeID) and keys associated with messages 
using consistent hashing Error! Reference source not 
found.. NodeIDs and keys are mapped to a large circular 
identifier space, e.g. 0�2160 for 160-bit IDs. Values in this 
space can be viewed as positions in the ring defining the 
name/identifier space. Thus, given a key, Chord maps it to 
the (ring position) node whose nodeID is equal to the key. If 
this node does not exist, the key is mapped to the first 
successor of this node on the ring. This node is called the 
successor of the key.  

Chord efficiently determines the successor of an 
identifier (key) in ½log(N) hops on average (and in 
O(log(N) hops in the worst case). In the steady state each 
node maintains routing information of up to O(log(N)) other 
nodes. Adding or removing a node from the network can be 
achieved at a cost of O(log2(N)) messages.  Chord has 
become very popular and has been used as a building block 
for several large-scale distributed systems. 

 
2.3 Contribution: Publish/Subscribe systems over 
DHTs 
 

We choose to use Chord because of its simplicity and 
popularity within the peer-to-peer community. We leverage 
the advantages of Chord to build a content-based publish-
subscribe system that is scalable, self-organizing, and well 
performing.  

Furthermore, although DHTs provide very good support 
for exact-match equality predicates (i.e. find the node 
storing the item with id=itemID) they do not provide good 
support for range predicates (which are typically very 
popular when specifying subscriptions in pub/sub systems). 
We will show how to build Chord-based pub/sub systems 

which can support range predicates. We will first provide a 
startup solution and will then extend the Chord substrate to 
further improve the performance of matching events against 
subscriptions with range predicates. As far as we know, this 
is the first work that: (i) leverages DHT research to build 
large scale content-based pub/sub systems and (ii) while 
supporting subscriptions with range predicates efficiently.  

Event 1 

Type Min 
vmin(!)

Max 
vmax(!)

Precision 
vpr(!) 

Name 
 

Value 
v(!) 

string - - - Exchange =NYSE
string - - - Symbol =OTE 
float 0.0 20.0 0.01 Price =8.40 
float 0.0 20.0 0.01 High =8.80 
float 0.0 20.0 0.01 Low =8.22 

Figure 1. An event example. 
 

Subscription 1 

Name Value 
Exchange =NYSE 
Symbol =OTE 

Price <8.70 
Price >8.30  

Subscription 1 

Name Value 
Symbol =OTE 

Price =8.20 
Low <8.05  

        Figure 2. Example with two subscriptions. 
 
3. Publish/Subscribe over Chord 

 
The Event/Subscription Schema. 
The event schema of this model (Figure 1) is a set of typed 
attributes. Each attribute ai consists of a type, a name and a 
value v(ai). The type of an attribute belongs to a predefined 
set of primitive data types commonly found in most 
programming languages. The attribute�s name is a simple 
string, while the value can be in any range defined by the 
minimum and maximum (vmin(ai), vmax(ai)) values along 
with the attribute�s precision vpr(ai). 

The subscription schema is more general (Figure 2), 
allowing to express a rich set of subscriptions which contain 
all interesting subscription-attribute data types (such as 
integers, strings, etc) and all common operators (=, ≠,<, >, 
etc.). An event matches a subscription if and only if all the 
subscription�s attribute predicates/constraints are satisfied. 
A subscription can have two or more constraints for the 
same attribute which can be thought as if we had two or 
more different subscriptions with unique constraints over 
their attributes. Finally, an event can have more attributes 
than those mentioned in the subscription attributes. 
 
The Subscription Identifier. 

A subscription id is the concatenation of three parts: 
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1. c1: The id of the node receiving the subscription (i.e., 
where the subscription �belongs�). The size of this field 
is m bits in a Chord ring with an m-bit identifier address 
space.  

2. c2: The id of the subscription itself. The size of this field 
in bits is equal to the rounded-up base-2 logarithm of the 
maximum number of outstanding subscriptions a node 
can have (e.g. if each node needs to manage 1,000,000 
of subscriptions, c2 will be 20-bits long). 

3. c3: The number of attributes on which constraints are 
declared. The maximum value of this field is equal to the 
total number of attributes supported by the system.  

1 0 0 0 1 1 1 0 1 
!   c1=2   " !   c2=2  " !   c3=5   " 

Figure 3. An example subscription id (subID). 
 

Assume an example Chord ring with a 3-bit identifier 
address space. Each node can support 8 outstanding 
subscriptions with an attribute schema including 7 
attributes. The subscription id depicted in Figure 3 
identifies subscription 3 (c2=3), belonging to node 4 (c1=4), 
comprised of constraints on 5 attributes (c3=5).  

We should note that for every subscription there is a 
node in the network storing metadata information for it. 
That node is identified by the c1 field of the subscription id 
and it keeps metadata information about the subscription 
(for example the IP address of the user that generated the 
subscription etc.). 
 
3.1 Processing subscriptions 

 
Consider, for simplicity, that there is an example pub/sub 

system supporting only one attribute (a1). In general, 
subscriptions specify a single value or a range of values for 
the attribute a1. The main idea behind our approach is to 
store the subscription ids into those nodes of the Chord ring 
that were selected by appropriately hashing the values of 
the attributes in the subscriptions. The matching of an 
incoming event can be performed simply by asking those 
nodes for stored subscription ids. 

 
3.1.1 Storing subscriptions. Storing subscription is done 
using the hash function provided by Chord (later we will 
change this to improve performance). Consider that this 
hash function h() (e.g., SHA-1) returns an identifier 
uniformly distributed in the address space used for node 
identifiers. Thus, the result of this hash function h() for the 
value v(ai) of the attribute ai   is k (k=h(v(ai))).  

In the case where a subscription contains an equality 
operator on the single attribute of the example schema, we 
place the subscription id at the node whose id is the least id 
which is equal or greater to k (that is successor(k) from the 
Chord API). Therefore, the subID will be placed at the 

following node: successor(h(v(ai))).  
Things are slightly more complicated with ranges of 

values. In this case, we map the range on the Chord network 
storing the subID to all the mapped nodes. Suppose that 
there is a subscription declaring a range of values over the 
attribute, ai which is defined to be between vlow(ai) and 
vhigh(ai). Since all values between vlow(ai) and vhigh(ai) are 
finite, e.g. n (remember that the attribute ai was declared 
with a specific precision vpr(ai)), we follow n steps and at 
each step we store at a Chord node, which is chosen by 
hashing the previous value incremented by the precision 
step, the subID of the given subscription (the algorithm can 
be seen in Figure 4). 

 

 
Figure 4. The procedure of storing subscriptions 

 
 If our schema consists of many attributes, we follow the 

above procedure for each attribute in every subscription. 
The only difference is that we keep a different list of 
subscription ids at each Chord node for every attribute in 
our schema. For example, consider the case of subscription 
1 of         Figure 2. The attributes are being processed one at 
a time starting with Exchange. The subscription id of 
subscription 1, say subID1 will be placed at 
successor(h(�NYSE�)) node in the list dedicated for 
attribute Exchange and at successor(h(�OTE�)) node in the 
list dedicated for attribute Symbol. As you can see, there is a 
range constraint over the Price attribute, 8.30<Price<8.70. 
Since the precision of the attribute Price is defined to be 
0.01, the subID1 will be placed in 39 Chord nodes defined 
by successor(h(vj(Price))) for the following sequence of 
values 8.31, 8.32, �, vj(Price), �, 8.68, 8.69.  
 
3.1.2 Updating subscriptions. Updating a subscription 
involves a procedure during which the values of all 
attributes contained in the subscription are updated using 
the standard API of the Chord system. In the case of 

subID : subscription id 
ai : attribute i , Lai : List of subIDs for attribute ai 
vpr(ai) : precission of attribute ai 
v(ai) : value of attribute ai, h() : Chord hash function 
 
 
1.  For every attribute ai in subscription 
2.  if ai has equality constraint 
3.    store subID in node = successor(h(v(ai)) 
    in the Lai list. 
4.  else if ai has a constraint in  [vlow(ai), vhigh(ai)] 
5.   v = vlow(ai) 
6.   while v ≤ vhigh(ai) 
7.    store subID in node = successor(h(v)) 
    in the Lai list. 
8.    v = v + vpr(ai) 
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equality only two nodes are affected. First, the node that is 
mapped to the old, stale, value is forced to delete the subID 
for the attribute that belongs to the subscription with 
identifier subID. Second, a new node is going to store the 
subID, depending on the id returned from the Chord�s hash 
function passing the new updated value. In other words, we 
delete the subID from the node with 
nodeID=successor(h(vstale_value(ai))) and  then we add it to 
the node with nodeID = successor(h(vupdated_value(ai))). 
 

 
Figure 5. The matching algorithm. 

 
As we said before, ranges are spread all over the Chord 

ring. Thus, updating a range (in other words updating the 
vlow(ai) and vhigh(ai) values) results in following the above 
procedure for all Chord nodes that store the subID for the 
given range of values. The procedure we follow depends on 

the new values of the range bounds (vlow_NEW(ai) and 
vhigh_NEW(ai) ) compared to the old ones. If vlow_NEW(ai)  < 
vlow(ai) we store the subID to a number of nodes that are 
going to cover the [vlow_NEW(ai), vlow(ai)) range. The same 
procedure holds when vhigb_NEW(ai) > vhigh(ai) resulting in 
covering the range (vhigh(ai), vhigb_NEW(ai)]. In the case where 
vlow_NEW(ai)  > vlow(ai) or  vhigb_NEW(ai) < vhigh(ai) we delete 
the subID form the nodes covering the range [vlow(ai), 
vlow_NEW(ai))and (vhigh_NEW(ai), vhigb(ai)] respectively.    

Deleting subscriptions is done as explained above since 
the updating includes the deleting procedure.  
 
3.2 Processing events: The matching algorithm 

 
The distributed matching algorithm should be able to 

cope with expected very high loads, determined by high 
event arrival rates. 

Suppose that an event arrives at the system with Na-event 
attributes defined.  The matching algorithm starts by 
processing each attribute separately. It first tries to find the 
node which stores subIDs for the value v(ai) of the attribute 
ai. This node is the n=successor(h(v(ai))). The algorithm, 
then, stores the list of unique subIDs found to be stored in 
node n in the list Lai designated for ai. After processing all 
attributes, Na-event lists of subIDs will be stored. Suppose, 
now, that a subIDk presented in at least one of those lists 
consists of Nk-sub attributes (Nk-sub can be easily derived from 
the field c3 of the subID defined in section 3). Then, the 
subIDk matches the event if it appears in exactly Nk-sub lists 
collected from the Chord ring.  The matching algorithm can 
be seen in Figure 5. 

 
Example: Matching events with subscriptions. 

Suppose that we have the subscriptions of         Figure 2 
generated by two clients connected to a Chord node and the 
event of Figure 1. First, the algorithm will collect all the 
subIDs lists in which the values of the event attributes, 
satisfy the corresponding constraints of the subscriptions.  

For this to be done, the algorithm starts with attribute 
Exchange and retrieves the subID list (LExchange) from node 
successor(h(�NYSE�)). This list contains only the subID1. 
Hence, we have LExchange"subID1. For the attribute Symbol 
the corresponding list is LSymbol"subID1, subID2, since 
both subscriptions are satisfied for the specific event. For 
the attribute Price only subscription 1 is satisfied and, thus, 
the list is LPrice"subID1. Finally, for the attribute Low only 
subscription 2 is satisfied and the list is LLow"subID2. 
 After this phase of the matching process the collected 
subscription ID lists are: 

LExchange��. 
LSymbol��� 
LPrice���.. 
LLow���... 

"subID1 
"subID1, subID2 
"subID1 
"subID2 

subIDi : subscription id of subscription i 
Na-event-i : number of attributes defined in the event i 
Na-sub-i : number of attributes defined in a subscription i 
Nlist-sub-i : number of collected lists that subIDi is stored 
ai : attribute i 
Lai : List of subIDs for attribute ai 
v(ai) : value of attribute ai 
h() : Chord hash function 
Delivery List: the list of subIDs that the event is going to 
be delivered. 
 
 
1. for every eventj arriving at the system 

subIDs lists collection phase 
2.  for every attribute ai in eventj with value v(ai)  
3.   go to node successor( h( v(ai) ) ) 
4.   retrieve the list Lai of subIDs found there 

Matching phase 
5.  for every list Lai of subIDs  
6.   for every subIDk  
7.    retrieve the number of attributes defined  

from the c3 field: Na-sub-k 

8.    count the number of collected lists that subIDk 
is stored: Nlist-sub-k 

9.    if Na-sub-k equals Nlist-sub-k 
10.    we have a match  
11.    remove subIDk from all lists 
12.    store subIDk in the Delivery List 

Delivery phase 
13. for every subIDi in the Delivery List  
14.  contact the node that keeps the subscription. Its 
   nodeID is the c1 field of the subIDi   
15.   retrieve the IP of the client that generated the  

subscription with id : subIDi 

16.  deliver the event to the client 
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Subscription 1 was found in three lists while subscription 
2 was found in two lists. By processing appropriately the 
subIDs of subscriptions 1 and 2 (the c3 part) we can find out 
that both subscriptions have constraints over three 
attributes. Since subscription 1 was found in three lists, a 
match is implied and so we keep the subID1 in order to 
inform the node which generated the subscription about the 
matched event. This is done by consulting the node storing 
the subscription (with nodeID equal to the c1 field of the 
subID1) and holding metadata information for subID1, in 
order to locate the IP address of the client that generated the 
subscription. Then, the event is delivered to the interested 
client. Subscription 2 on the other hand is dropped since the 
number of lists that the subID2 was found in is 2 while the 
number of attributes defined in it is 3.     
 
3.3 Expected performance 

 
In a Chord network with N nodes and 2m-bit address 

space the average number of nodes that must be contacted 
to find a successor is ½log(N) hops.  

 
Figure 6. Storing range values with Chord. 

 
During the subscription storage procedure, the average 

number of hops needed to store a subID depends on the 
type of constraints over the attributes. In equality 
constraints, the average number is ½log(N), since the subID 
is stored in a single node, i.e. the successor(h(v(ai))). When 
the constraint is a range of values (e.g. [vlow(ai), vhigh(ai)]) 
over the attribute ai with precision vpr(ai) (in   Figure 1 the 
vpr(Price) of attribute Price is 0.01) then 

)(
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=  nodes are affected leading to r!½log(N) 

hops on average in order to store the subID. 
The update/deletion of subscription again depends on the 

type of constraints over the attributes. For an equality 
constraint, an update can be performed by contacting 
2!½log(N)=log(N) nodes. For ranges the number of nodes is 
k!log(N) on average, where k depends on whether the new 
range is smaller or wider compared to the previous one. 
 The event-processing (matching) process involves 
contacting Na-event!½log(N) nodes to collect the subscription 
ids lists. Thus, we see that, by design, our proposal leads to 

fast and scaleable event matching. 
 
4. Improving performance 

 
When trying to store a subscription over the Chord ring 

with attributes defined by a range of values, we need 
perform r!½!log(N) hops on average for every attribute 
(note that r depends on the precision of the value as well as 
the vlow(ai),  and vhigh(ai),  values of the range interval). In 
this section we extend the Chord�s functionality so that 
range attributes will require r+½!log(N) hops.    
 
4.1 OPChord : Order Preserving Chord 

 
We use a  2m-order preserving hash function (OPHF) in 

order to store the sequential values of a range interval in 
sequential nodes over the Chord ring. 

 
Expected performance. 

We need to perform ½!log(N) hops on average to locate 
the node which will store the minimum value of the range 
(that is vlow(ai) for the attribute ai). Then, we have to 
perform r hops to store the remaining values in the range. 
This approach leads to r+½!log(N) hops in total. 

 
The Order Preserving Hash Function. 

Suppose, now, that every attribute ai is characterized by 
vmin(ai): the minimum value that ai can take, vmax(ai): the 
maximum value that ai can take, and vpr(ai): the precision of  
ai . If vj(ai) is defined to be any value in the interval 
[vlow(ai),vhigh(ai)], the OPHF is: 
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The so(ai) is defined to be: 
))(_()( iio anameattributehashas =  

and is used to randomize the node on the Chord ring where 
the minimum values of different attributes will be stored, 
leveraging thus different subsets of the Chord network. 
Hash() is the base hash function used by Chord (e.g. SHA-
1). Note that there is a different OPHF for every attribute. 
 
4.2 Subscription and event processing with OPHF 

 
The algorithms are generally the same as the ones 

presented earlier. The only main difference is the use of 
OPHF instead of the base hash function of Chord. 

 
Example: Storing subscription. 

Consider a Chord ring with 3-bit identifiers and 8 nodes 
and a subscription of a single integer attribute a arriving at 
node 3 with constraint: 0< v(a) <4.  Using Chord (Figure 6) 
would require O(r!log(N)) hops to store the subID at three 
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nodes (in this example r equals 3, as there are 3 distinct 
values in the interval (0,4)), Hashing the first value (a=1) 
returns node 6 requiring to access O(log(N)) nodes to reach 
node 6 (½!log(N) on average). Repeating the previous step, 
the other nodes that will store the subID are 2 and 4, 
requiring overall O(r!log(N)) hops at most (in our example, 
6 hops). 

 
Figure 7. Storing range values with OPHF/Chord. 

 
Suppose, now, that we use OPHF/Chord (Figure 7). We 

need to perform O(log(N)) hops only once at the very first 
time when trying to reach the first node (node 6). Then, 
storing the subID at nodes 7 and 0 requires two more hops.    
 
4.3 Discussion 

 
Load balancing in the Chord system is based on the 

randomness guarantees of the consistent hashing function. 
We have investigated load balancing within the OPHF 
architecture, but it is beyond the scope of this paper.  

We should also briefly note the �small domain problem�: 
when the number of nodes in the network is much greater 
than the domain of attribute values, this could lead to have k 
�useless� nodes between two consecutive (ring positions) 
values in the range. In this case we need to pay an overhead 
of extra hops in order to store subIDs for a range of values, 
in the OPHF design. We have developed solutions that 
alleviate the extra-hop problems; however, they are beyond 
the scope of this paper. 

 
5. Concluding remarks  

 
In this work we have shown how to leverage a popular 

DHT, Chord, towards building scalable, self-organizing, 
well-performing, content-based pub/sub systems. We have 
shown how to support subscriptions that involve equality 
and range predicates and the associated performance 
benefits. Our proposal favors fast and scaleable event 
processing. This is achieved by essentially turning the task 
of event processing into a DHT lookup operation. To our 
knowledge this is the first work that meets these goals. 
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Abstract

With the growing size and complexity of software sys-
tems, software verification and validation (V&V) is becom-
ing increasingly important. Model checking and testing are
two of the main V&V methods. In this paper, we present
a framework that allows for testing and formal modeling
and analysis to be combined. More precisely, we describe a
framework for model checking and testing implicit invoca-
tion software. The framework includes a new programming
language – the Implicit Invocation Language (IIL), and a
set of formal rule-based transformation tools that allow au-
tomatic generation of executable and formal verification ar-
tifacts. We evaluate the framework on several small exam-
ples. We hope that our approach will advance the state-of-
the-art in V&V for event-based systems. Moreover, we plan
on using it to explore the relationship between testing and
model checking implicit invocation systems and gain insight
into their combined benefits.

1. Introduction

With the growing size and complexity of software sys-
tems, software verification and validation (V&V) is becom-
ing more and more important. Testing and model check-
ing belong to the two categories of software V&V: test-
ing/inspection and formal methods. While testing focuses
on the actual behavior of the program, model checking fo-
cuses on the mathematical model. Testing and model check-
ing are complementary: testing is lightweight but incom-
plete while model checking is more heavyweight but com-
plete. A major problem with testing and model checking is
that they usually require different software artifacts. Infact,
there is often a large semantic gap between the software
developer artifacts that are tested and the artifacts that are

1This work is supported by the Natural Sciences and Engineering Re-
search Council of Canada (NSERC) and the Ontario Graduate Scholarship
Program (OGS).

accepted by model checkers. The gap between artifacts typ-
ically has to be bridged by humans with little tool support.
Thus, there is a possibility for spurious results when the
finite-state model does not correspond exactly to the soft-
ware system.

To alleviate this problem, we have developed a transfor-
mational framework for the testing and model checking of
implicit invocation (II) or publish-subscribe systems. IIsys-
tems are event-based and have two primitives. First, compo-
nents can announce or publish events. Second, other com-
ponents can listen or subscribe to events that are announced.
A centralized message server or event dispatcher receives
announced events and uses them to invoke the appropriate
subscriber methods. We have chosen to focus on II systems
for several reasons. In the context of testing, II systems
feature a lot of non-determinism due to concurrent execu-
tion of components and the event dispatcher. In the context
of model checking, this non-determinism often causes the
model to be excessively large. Additionally, II has become
increasingly popular as an event-based architecture.

Our framework includes a new programming language
– the Implicit Invocation Language (IIL). IIL is a special-
purpose language that is designed specifically for software
systems that use the II architectural style. The primary ad-
vantage of IIL for programming II systems is that it lever-
ages our knowledge about II and provides a notation with a
level of abstraction that is convenient to read and write.

Rather than write a compiler, we have chosen to imple-
ment IIL for simulation and testing by source transforma-
tion to an existing executable language. We have chosen
to translate II into Turing Plus, a concurrent programming
language [11].

Model checking systems written in IIL involves the use
of an existing II model checking system originally devel-
oped by Garlan and Khersonsky [6, 7] that we have ex-
tended in [2]. This system involves representing an II sys-
tem in an XML intermediate representation that is translated
into a finite state machine which is analyzed by a standard
model checker. The model checker allows for the analysis
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Figure 1. Our transformational framework

of Linear Temporal Logic (LTL) properties. We integrate
our previous model checking approach with IIL by provid-
ing an automated transformation from IIL into the XML in-
termediate representation.

Figure 1 shows the overall structure of our transforma-
tional framework. All of our transformation tools are imple-
mented using TXL, a programming language and rapid pro-
totyping system specifically designed to support rule-based
source to source transformation [5]. Each tool is fully au-
tomated and is based on formal rewriting rules expressed
in terms of the syntax of the source language and the tar-
get language. The framework allows for a powerful com-
bination of two complementary V&V techniques. We hope
that our automated approach will allow us to explore the
relationship between testing and model checking and gain
insight into the possible benefits of their combined use.

We will next provide an overview of the II architectural
style in Section 2 before introducing IIL in Section 3. In
Section 4 we will discuss the execution and testing of II
systems using Turing Plus and in Section 5 we will discuss
model checking II systems. Section 6 describes our eval-
uation of the framework and Section 7 discusses how our
framework relates to existing research work. Finally, we
outline our conclusions as well as possible future work in
Section 8.

2. II systems

An II system is characterized by six parameters: com-
ponents, events, event-method bindings, an event delivery
policy, a shared state, and a concurrency model.

Events are the primary method of communication be-

tween components. The components in the system can
announce events. Upon receiving events from the com-
ponents, the event dispatcher sends the events out to all
subscriber components that have requested to receive that
particular type of event (Figure 2). The correspondence
between events that are announced and the methods in a
component instance that are invoked in response to these
announcements is defined in the event-method bindings.
Event-method bindings instruct the dispatcher where to
send events. The event delivery policy, a set of conditional
delivery rules, instructs the dispatcher when and how to
send them.

Shared State
Component

N

Component

1 . . . 

InterfaceInterface

Event

Dispatcher

Environment

(external event source)

Delivery

Policy

Shared Data Exchange

Event Announcement

Event Delivery

Figure 2. II system structure [6]

3. An II language (IIL)

IIL is a programming language designed especially for
expressing II systems. IIL includes the following spe-
cial features: component declarations, event declarations,
announcement statements, dispatcher declaration, delivery
statements, event-method bindings, and property declara-
tions. We will now discuss these features in the context of
a Set-Counter example [17]. The Set-Counter example in
IIL is presented in Figure 3. Due to space limitations, this
example has been elided and is provided primarily to show
the main features and overall structure of an IIL program.

The Set-Counter system involves two examples of com-
ponent declaration: aSet and aCounter. TheSet com-
ponent contains a set of objects and theCounter compo-
nent keeps a count of the objects in the set. Figure 3 shows
the IIL representation of theSet component. All compo-
nents in IIL can have variables which describe component
properties and methods which describe actions.

The Set-Counter example contains four event declara-
tions. Two of the declared events (EnvAdd, EnvRemove)
are external events (also called environment events). The
declarations contain an event name and event announce-
ment properties. Environment events represent external be-
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system SetAndCounter {
external event EnvAdd {1..N}, EnvRemove {1..N};
event Insert(int {1..2} numElements);
event Delete(int {1..2} numElements);

dispatcher delivers Insert, Delete {
if (Insert.count > Delete.count) {

deliver Immediate Insert;
deliver Random Delete;

}
else {

deliver Random Insert;
deliver Immediate Delete;

}
}

int {0..3} setSize;

SetAndCounter() {
Set s = new Set();
Counter c = new Counter();

bind EnvAdd to s.Add();
bind EnvRemove to s.Remove();
bind Insert to c.CountIns(Insert.numElements);
bind Delete to c.CountDel(Delete.numElements);

property AlwaysCatchesUp =
(G F (setSize = c.counter));

property ...
}

component Set
announces Insert, Delete
accepts EnvAdd, EnvRemove {
int {0..2} value;

Add() {
value = {1,2}; //nondeterministic choice
if ((setSize + value) < 4) {

setSize = setSize + value;
announce Insert(value);

}
}

Remove() {
...

}
}

component Counter
accepts Insert, Delete {
int {0..3} counter = 0;

CountIns(int {1..2} number) {
counter = counter + number;

}

CountDel(int {1..2} number) {
...

}
}

}

Figure 3. The Set-Counter example in IIL

havior that can affect the II system. The other two declared
event are local events (Insert, Delete) which are de-
clared with an event name and optional event data.

Components in an IIL program can contain announce-
ment statements which define the announcement of locally
declared events. For example, in the componentSet the
Insert event is announced in theAdd method.

In addition to components and events, a dispatcher is
declared. The dispatcher is responsible for event delivery
and defines the delivery policy. Environment events will be
delivered immediately by the dispatcher while local events
will be delivered according to the delivery policy, which is
composed of delivery statements. In our Set-Counter exam-
ple we have included a delivery policy which states that if
there are currently moreInsert events waiting to be de-
livered thanDelete events, then anInsert event is de-
livered immediately and aDelete event is delivered ran-
domly (i.e., delivered sometime in the future). Otherwise
the opposite occurs.

Event-method bindings are needed to register the meth-
ods to the events for event delivery. For example, in the Set-
Counter example we see that theEnvAdd event is bound to
theAdd method in the Set components. That is, when an
EnvAdd event is announced theAdd method ins will be
invoked.

In addition to the special language features used to con-
struct an II system, IIL also allows for LTL property dec-
larations. The properties that are declared can be veri-

fied using our model checking process. For example the
propertyAlwaysCatchesUp in the Set-Counter example
states that the global variablesetSizewill always eventu-
ally be equivalent to thecounter variable in the Counter
componentc.

4. Translating IIL programs into executable
Turing Plus programs

As previously mentioned, IIL has no compiler and re-
quires transformation to an executable language for testing
and simulation. We have chosen to transform IIL into Tur-
ing Plus, an extension of the programming language Tur-
ing [10]. We decided to use Turing Plus for execution of II
systems because Turing Plus, as a concurrent programming
language [11], has a simple and general concurrency model.

Before implementing our automated transformation
from IIL to Turing Plus we first had to develop a model
of II in Turing Plus that captured the semantics of an IIL
program. The two main design issues in developing this
model were: implicit method invocation and the concur-
rency model.

4.1. Implicit method invocation

Turing Plus does not support II directly. The first prob-
lem we need to solve is to find a mechanism to carry out II
in Turing Plus.
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According to Garlan and Scott, “implicit invocation sup-
plements, rather than supplants, explicit invocation” [8]. In
our Turing Plus model, we take this approach and use three
steps of explicit invocation to implement II (see Figure 4).
That is, an explicit method call is used in event announce-
ment, event delivery and bound method invocation. The
three main elements of our implementation of II in Turing
Plus are:

1. A system event warehouse, a set of queues, is built to
receive all the announced events. When components
announce an event or an environment event is gener-
ated, it will be sent to the system event warehouse.

2. The dispatcher removes the events in the system event
warehouse and delivers them. Environment events will
be delivered immediately. Local events will be deliv-
ered according to the delivery policy. The dispatcher
delivers the events in the system event warehouse by
calling the bound component to receive the event.

3. Each component has a component event warehouse to
receive the events delivered by the dispatcher. The
component will invoke the bound method after it re-
ceives the delivered events.

Our modeling of II in Turing Plus thus divides event-
method bindings into two parts: the event-component bind-
ing information contained in the dispatcher and the event-
method binding information contained in the components.

System Event Warehouse

Receives and stores the events

announced by components

Component Event Warehouse

Receives and stores the events

delivered by the dispatcher

Set

Component Event Warehouse

Receives and stores the events

delivered by the dispatcher

Counter

event announcement

event

delivery

event

access

Dispatcher
Delivers the events in the system

events warehouse

event

delivery

Figure 4. Implicit method invocation for the
Set-Counter example in Turing Plus

4.2. The concurrency model

The concurrency model determines how to assign and
manage threads in the system. In [7], Garlan and Kherson-

sky propose several models of concurrency including a sin-
gle thread of control for all components and separate threads
of control for components.

In our implementation, we fix the concurrency model to
use a single thread for each component. Each component,
the event dispatcher, and the system have a thread defined
by a “run process”. For example, in Figure 5 we see that the
Set-Counter example has 4 threads. To ensure that the exe-
cution semantics of an IIL program in Turing Plus matches
its model checking semantics in SMV, all of the threads in
an Turing Plus implementation of an II system are synchro-
nized by theRendezvous monitor.

“run” process

Environment

event generation

“run” process

Check event queues

in the system event

warehouse, and

deliver events using

delivery policy.

Dispatcher

“run” process

Check event queues

in the component

event warehouse,

and invoke bound

methods.

Counter

Rendezvous

(monitor)

“run” process

Check event queues

in the component

event warehouse,

and invoke bound

methods.

Set

Figure 5. The II concurrency model for the
Set-Counter example in Turing Plus

4.3. Transformation of IIL to Turing Plus

The structure and syntax of Turing Plus programs is very
different from IIL programs. Figure 6 provides a summary
of how information in an IIL program is used in generating
each part of a Turing Plus program.

Our automated tool for transforming IIL to Turing Plus
consists of a set of formal transformation rules written in
TXL, a popular source-code transformation language that
has been used in numerous industrial and academic projects
over the past 10 years. Unfortunately, due to space restric-
tions we cannot include these rules in this paper. For exam-
ples of TXL rules see [18].

5. Translating IIL programs into SMV models

To model check systems written in IIL we use the exist-
ing approach we previously presented in [2]. This approach
is an extension of an II model checking system originally
developed by Garlan and Khersonsky in [6, 7]. This ap-
proach focuses on the automatic analysis of II by represent-
ing an II system in an XML parameterized representation.
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Once the XML input has been created, a Java transforma-
tion tool converts the information into a set of finite state
machines. This set of state machines can then be checked
using the Cadence SMV model checker [14]. We currently
check properties written in LTL.

A major drawback to our model checking work pre-
sented in [2] was that it was not completely automatic since
user interaction was required in developing the XML repre-
sentation. The approach presented in this paper overcomes
this deficiency and completely bridges the gap between ar-
tifacts by automating the process of generating finite state
models for software systems written in IIL.

5.1. Transformation of IIL to XML

Originally, due to the verbose nature of XML, IIL started
out as a replacement to the XML intermediate language that
would be easier to read and write. In addition to improving
the syntax, IIL evolved into a special-purpose language that
includes notational conveniences such as variable declara-
tions in methods, the use of for loops and the use of switch
statements.

As with the transformation to Turing Plus, our transfor-
mation from IIL to XML is done using an automatic trans-
formation tool written in TXL. The transformation from IIL
to XML involves two steps. In the first step the notational
conveniences of IIL are removed. For example, for loops
are unrolled. The program is also reorganized to follow the
program order required by the XML representation. After
the first step the IIL program is a statement-by-statement
match to the XML representation. The second step of the
transformation involves the syntax translation from IIL to
XML.

6. Evaluation

To evaluate our transformational framework we use three
examples: the Set-Counter example, the Active Badge Lo-
cation System (ABLS), and the Unmanned Vehicle Control
System (UVCS) [2]. Our evaluation of each example in-
volved modeling the example in the IIL language and veri-
fying that our transformation tools from IIL to Turing Plus
and from IIL to XML worked correctly.

Our evaluation shows that IIL programs are substantially
smaller in size than the corresponding Turing Plus imple-
mentation used for testing and both the XML and SMV rep-
resentations used for model checking. Table 1 summarizes
the results and illustrates the advantage of using a special-
purpose language convincingly. Note that the ABLS and
UVCS values in the table are the average of several ex-
ample systems implemented in IIL. Our evaluation of our
automatic transformation tools also demonstrated that the
semantics was well preserved during all of the transforma-
tions.

Example
IIL

(KB)

TP

(KB)

TP

(% IIL) 

XML 

(KB)

XML

(% IIL) 

SMV 

(KB)

SMV 

(% IIL) 

Set-Counter 2 13 650% 9 450% 24 1200% 

ABLS 3 13 444% 8 278% 23 767% 

UVCS 8 16 200% 21 263% 38 469% 

Overall 5 14 315% 13 281% 28 622% 

Table 1. File size comparison

7. Related work

Rapide [13] and Eventua [15] are two existing special-
purpose languages for event-based systems. Rapide is an
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executable architecture definition language. It is intended
for modelling the architectures of concurrent and distributed
systems. Eventua is an object-oriented language that in-
cludes native support for events by including classes, fields,
a self keyword, and parameter passing for both methods
and events. An Eventua program can be transformed to the
%$ς-calculus, the underlying formalism, for execution.

Bandera [4] and the Spin model checker [12] provide
automatic translation from a general purpose programming
language to a standard model checker. Our approach differs
in that we limit ourselves to a special-purpose II language.

In the Cadena project at Kansas State University [9],
the model checker Bogor was used to analyze BoldStroke
– an event-based real-time middleware architecture devel-
oped by Boeing. BoldStroke was modeled using CORBA’s
Interface Definition Language. The model construction was
only partially automatic.

As an alternative to our approach, it would be interesting
to explore the use of Java to represent event-based systems
(e.g. using the Message-Driven Thread API for Java [1],
or publish/subscribe infrastructures like Elvin [16] or Siena
[3]) and to use Bandera for automatic model extraction and
analysis.

8. Conclusion

We have presented a framework for specifying, testing,
and model checking II systems. It consists of a high-level
language for specifying II systems and two fully automatic,
formally specified translations: one into the Turing Plus
language for execution and testing, and one into the input
language of a standard model checker [18]. The frame-
work demonstrates how automatic source code transforma-
tion can be used to combine the convenience of a special-
purpose language with the benefits of two complementary
V&V techniques: testing and model checking.

We believe that our work provides a useful test bed for
studying the relationship and possible synergies between
testing and model checking. In particular, it might al-
low us to investigate the following questions: To what ex-
tend can parallel testing be used to increase confidence in
model checking results and in the correctness of the model
checker? How can testing be used to simplify or optimize
the model checking? Can model checking be used to evalu-
ate the coverage offered by the test suite? Would it be useful
to integrate temporal logic properties into the testing effort
through, for instance, run-time safety analysis?

In addition to studying the relationship and possible syn-
ergies between testing and model checking, another future
direction of research is the extension of our framework for
use with more general forms of publish-subscribe systems.
For example, II systems that support dynamic bindings and
additional concurrency models.
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