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Abstract. Resource management is a precondition to build reliable, extensible
middleware and to host potentially untrusted user components. Resource
accounting allows to charge users for the resource consumption of their deployed
components, while resource control can limit the resource consumption of
components in order to prevent denial-of-service attacks. In the approach pre-
sented here program transformations enable resource management in Java-based
environments, even though the underlying runtime system may not expose
information concerning the resource consumption of applications. In order to
accurately monitor the resource utilization of Java applications, the application
code as well as the libraries used by the application – in particular, the classes
of the Java Development Kit (JDK) – have to be transformed for resource
accounting. However, the JDK classes are tightly interwoven with the native code
of the Java runtime system. These dependencies, which are not well documented,
have to be respected in order to preserve the integrity of the Java platform. We
discuss several hurdles we have encountered when rewriting the JDK classes
for resource management, and we present our solutions to these problems.
Performance evaluations complete this paper.

Keywords: Bytecode rewriting, Java, JDK, program transformations, resource
management.

1 Introduction

Resource management (i.e., accounting and controlling physical resources like CPU
and memory) is a useful, yet rather unexplored aspect of software. Increased security,
reliability, performance, and context-awareness are some of the benefits that can be
gained from a better understanding of resource management. For instance, accounting
and controlling the resource consumption of applications and of individual software
components is crucial in server environments that host components on behalf of various
clients, in order to protect the host from malicious or badly programmed code. Resource
accounting may also provide valuable feedback about actual usage by end-clients and
thus enable precise billing and provisioning policies. Such information will currently
be furnished in an ad-hoc way by the underlying operating system, but higher software
layers would definitely benefit from receiving it through standardized APIs in order to
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enable portable and tightly integrated implementations of policies at the middleware
level.

Java [9] and the Java Virtual Machine (JVM) [12] are being increasingly used as
the programming language and deployment platform for such servers (Java 2 Enterprise
Edition, Servlets, Java Server Pages, Enterprise Java Beans). Moreover, accounting and
limiting the resource consumption of applications is a prerequisite to prevent denial-of-
service (DoS) attacks in mobile agent systems and middleware that can be extended and
customized by mobile code.Yet another interesting target domain is resource-constrained
embedded systems, because software run on such platforms has to be aware of resource
restrictions in order to prevent abnormal termination.

However, currently the Java language and standard Java runtime systems lack mech-
anisms for resource management that could be used to limit the resource consumption of
hosted components or to charge the clients for the resource consumption of their deployed
components. Prevailing approaches to provide resource management in Java-based plat-
forms rely on a modified JVM, on native code libraries, or on program transformations.
For instance, KaffeOS [1] and the MVM [6] are specialized JVMs supporting resource
control. JRes [7] is a resource control library for Java, which uses native code for CPU
control and rewrites the bytecode of Java programs for memory control.

Resource control with the aid of program transformations offers an important ad-
vantage over the other approaches, because it is independent of any particular JVM and
underlying operating system. It works with standard Java runtime systems and may be
integrated into existing middleware. Furthermore, this approach enables resource control
within embedded systems based on modern Java processors, which provide a JVM im-
plemented in hardware that cannot be easily modified [5]. In this approach the bytecode
of ‘legacy’ applications is rewritten in order to make its resource consumption explicit.
Thus, rewritten programs will unknowingly keep track of the number of executed byte-
code instructions (CPU accounting) and update a memory account when objects are
allocated or reclaimed by the garbage collector. These ideas were first implemented in
the Java Resource Accounting Framework (J-RAF) [4], which has undergone a complete
revision in order to provide far better reliability, programmability, and performance. De-
tails concerning the new bytecode rewriting scheme of J-RAF21 can be found in [10].
The drawback of this approach is that we cannot account for the resource consumption
of native code.

In this paper we focus on the solutions developed specifically for correctly and
efficiently rewriting the Java runtime support, called the Java Development Kit (JDK).
Typically, rewriting the bytecode of an application is not sufficient to account and control
its resource consumption, because Java applications use the comprehensive APIs of the
JDK. Therefore, resource-aware versions of the JDK classes are needed in order to
monitor the total resource consumption of an application. Ideally, the same bytecode
rewriting algorithm should be used to rewrite application classes as well as JDK classes.
However, the JDK classes are tightly interwoven with native code of the Java runtime
system, which causes subtle complications for the rewriting of JDK classes. In this paper
we report on the difficulties we encountered with JDK rewriting and on our solutions

1 http://www.jraf2.org/
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to these problems. While we describe the problems and solutions in the context of CPU
management, they apply for memory management in a similar way. Finally, we present
benchmark results of different strategies for JDK rewriting on various Java runtime
systems.

This paper is structured as follows: In the next section we explain the basic idea of our
program transformations for CPU management. In section 3 we discuss the problems
in applying these transformations to the JDK classes, and in section 4 we show the
necessary refinements for JDK rewriting. Section 5 presents a tool that helped us extend
certain JDK classes. In section 6 we discuss performance measurements of different
program transformation strategies. Finally, section 7 concludes this paper.

2 Transformation for Resource Control

In our approach the bytecode of each Java method is rewritten to expose its CPU con-
sumption.2 Every thread has an associated ThreadCPUAccount that is updated while
the thread is executing the rewritten code. In each basic block of code the number of
executed bytecode instructions is added to a counter within the ThreadCPUAccount.
Periodically, the counter is checked and if it exceeds a dynamically adjustable threshold,
a method is invoked on the ThreadCPUAccountwhich reports the thread’s CPU con-
sumption to a user-defined CPU manager. As multiple ThreadCPUAccounts may be
associated with the same CPU manager, the manager is able to aggregate the CPU con-
sumption of a set of threads. For instance, a CPU manager may be responsible for a set
of threads executing within a component (such as a Servlet or a mobile agent). The CPU
manager may implement an application-specific accounting, scheduling, and controlling
policy. For example, the CPU manager may log the reported CPU consumption, it may
try to terminate threads that exceed their allowed CPU quota, or it may delay threads
if their execution rate is too high. Because the task of executing scheduling policies is
distributed among all threads in the system, we call this approach self-accounting. While
the details and APIs of our self-accounting scheme are presented in [10, 2], in this paper
we exclusively focus on the particularities of transforming the classes of standard Java
runtime systems.

The code in table 1 illustrates how the ThreadCPUAccount could
be bound to a thread using a thread-local variable (thread-local variables
are bound to Thread instances, i.e., each thread has its own copy). The
method ThreadCPUAccount.getCurrentAccount() returns the
ThreadCPUAccount associated with the calling thread. The thread-local vari-
able has to be set whenever a thread is created.

As each Java method has to access the ThreadCPUAccount, a simple transforma-
tion scheme may load the ThreadCPUAccount on method entry as shown in table 2.3

2 The rewriting operation is normally performed statically, and this can happen either once for
all (as would be expected in the case of standard classes like the JDK), or at load-time (for
application-level classes).

3 For the sake of easy readability, we show the transformation at the level of the Java language,
whereas our implementation operates at the JVM bytecode level.
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Table 1. Binding ThreadCPUAccounts to threads using thread-local variables

public class ThreadCPUAccount {
private static final ThreadLocal currentAccount = new ThreadLocal();

public static ThreadCPUAccount getCurrentAccount() {
return (ThreadCPUAccount)currentAccount.get();

}
...

}

Table 2. Simple rewriting scheme: The ThreadCPUAccount is loaded on method entry

void f() {
ThreadCPUAccount cpu = ThreadCPUAccount.getCurrentAccount();
... // method code with accounting
g();
...

}

Table 3. Optimized rewriting scheme: The ThreadCPUAccount is passed as extra argument

void f(ThreadCPUAccount cpu) {
... // method code with accounting
g(cpu);
...

}

Here we only show the method entry as well as the exemplary invocation of a method
g(), whereas the actual accounting code is not presented in this paper (see [10] for
details).

Unfortunately, it turns out that an entry sequence as depicted in table 2 causes high
overhead. Access to thread-local variables requires loading of the Thread object rep-
resenting the currently executing thread. Thus, we opted for a different transformation
scheme as illustrated in table 3. In this approach the ThreadCPUAccount is passed
as additional argument to methods/constructors. This scheme works insofar as all in-
vocation sites are updated to provide the additional actual argument. In the best case,
the ThreadCPUAccount.getCurrentAccount() method will be invoked only
once at program startup, and then the resulting account will flow through the extra
arguments during the rest of the execution.

Because native code may invoke Java methods and we do not modify native code, we
have to preserve a method with the same signature as before rewriting.4 For this reason,
we add wrapper methods as shown in table 4, which load the ThreadCPUAccount

4 One example is the main() method, which by convention has to have exactly one argument,
an array of strings containing the command-line arguments; the main() method will very
likely be invoked at startup by native code, or by Java code making use of the reflection API,
hence the invocation sites cannot be updated by our systematic scheme.
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Table 4. Wrapper method with unmodified signature

void f() {
ThreadCPUAccount cpu = ThreadCPUAccount.getCurrentAccount();
... // account for execution of wrapper
f(cpu);

}

Table 5. Reverse wrapper for native method

void n(ThreadCPUAccount cpu) {
... // account for execution of reverse wrapper
n();

}

native void n();

and pass it to the resource-aware methods that take the ThreadCPUAccount as extra
argument. Compatibility with non-rewritten and non-rewritable code is thus ensured.

As we do not change native methods, they do not receive the additional
ThreadCPUAccount argument. Because rewritten Java methods will invoke methods
with the extra argument, we provide reverse wrappers for native methods, as depicted in
table 5.

3 Applying the Transformation to JDK Classes

While the transformations presented in the previous section are conceptually simple and
work well with application classes, they cannot be directly applied to JDK classes. In
this section we summarize the difficulties we encountered when rewriting the JDK. In
the following section we will elaborate solutions to these problems.

3.1 Thread Without Thread Object

The implementation of ThreadCPUAccount.getCurrentAccount() invokes
ThreadLocal.get(), which calls Thread.currentThread(). During the
bootstrapping of the JVM there is no Thread object associated with the thread that
loads and links the initial JDK classes. If Thread.currentThread() is executed
during the bootstrapping process, it will return null. Hence, at this initial stage thread-
local variables must not be used. Consequently, if we use the ThreadCPUAccount
implementation shown in the previous section and rewrite all JDK classes (including,
for instance, the static initializers of Object and Thread) according to the scheme
presented before, the bootstrapping of the JVM will fail.

3.2 Endless Recursion When Accessing Thread-Local Variables

Another problem is related to the implementation of the class ThreadLocal.
If all JDK classes – including ThreadLocal – are rewritten accord-
ing to the transformations given in the previous section, the execution of
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ThreadCPUAccount.getCurrentAccount() will result in an end-
less recursion, since the wrappers of the ThreadLocal methods will invoke
ThreadCPUAccount.getCurrentAccount() again.

3.3 Native Code Depending on a Fixed Call Sequence

In the JDK certain methods rely on a fixed invocation sequence. Examples include
methods in Class, ClassLoader, DriverManager, Runtime, and System.
These methods inspect the stack frame of the caller to determine whether an operation
shall be permitted. If wrapper methods (or reverse wrappers for native methods) are
added to the JDK, the additional stack frames due to the invocation of wrapper methods
will violate the assumptions of the JDK programmer concerning the execution stack.

While in [13] the authors claim to have added wrapper methods to all JDK methods
without any problems, we discovered the problem mentioned before during the execution
of the SPEC JVM98 benchmarks [14]. The problem was not easy to detect, simple
applications may execute successfully in a JDK with wrapper methods.

4 Solving the Difficulties of JDK Rewriting

In this section we refine the implementation of
ThreadCPUAccount.getCurrentAccount() and the transformation rules for
the rewriting of JDK classes.

4.1 Refined Implementation of ThreadCPUAccount

To solve the problems discussed in sections 3.1 and 3.2, we decided to
avoid the JDK implementation of thread-local variables and to attach the
ThreadCPUAccount directly to the Thread object. For this purpose, we add
the field ‘public ThreadCPUAccount org jraf2 cpuAccount;’ to the
Thread class.5 Moreover, we modify the Thread constructors in order to al-
locate a new instance of ThreadCPUAccount and to store it in the field
org jraf2 cpuAccount. Consequently, whenever a Thread is allocated, it will
receive its own ThreadCPUAccount instance. For these modifications, we have
developed a simple but convenient tool to patch and extend legacy code, which we
present in section 5. Another advantage of this approach is that the access to the
org jraf2 cpuAccount variable is faster than using the JDK implementation of
thread-local variables, because we avoid the lookup in a hashtable.

In table 6 we show some part of the code of the refined implementa-
tion of ThreadCPUAccount. If Thread.currentThread() returns null
during the bootstrapping of the JVM, a default ThreadCPUAccount is re-
turned. This simple check solves the problem outlined in section 3.1. More-
over, during bootstrapping Thread.currentThread() may return a Thread

5 To ensure that malicious applications do not directly access the added public variable, we verify
each class before rewriting to ensure that it does not refer to that variable. The methods of the
reflection API can be modified as well in order to prevent access to the variable.
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Table 6. Implementation of ThreadCPUAccount based on a modified Thread class

public class ThreadCPUAccount {
private static final ThreadCPUAccount defaultCPU = new ThreadCPUAccount();

public static ThreadCPUAccount getCurrentAccount() {
Thread t = Thread.currentThread();
if (t == null) return defaultCPU;
ThreadCPUAccount cpu = t.org_jraf2_cpuAccount;
return cpu == null ? defaultCPU : cpu;

}
...

}

object which has not yet been completely initialized. In this case, a default
ThreadCPUAccount is returned, too. To avoid an endless recursion when calling
ThreadCPUAccount.getCurrentAccount() (see section 3.2 for details), we
have to ensure that Thread.currentThread() does not receive a wrapper calling
ThreadCPUAccount.getCurrentAccount(). Usually, this is not an issue, if
Thread.currentThread() is implemented as a native method. For the same rea-
son, the method ThreadCPUAccount.getCurrentAccount() itself is excluded
from rewriting.

4.2 Analysis and Refined Rewriting of JDK Classes

In order not to violate assumptions regarding the structure of the call stack when a JDK
method is invoked, we have to make sure that there are no extra stack frames of wrappers
of JDK methods on the stack. A trivial solution is to rewrite the JDK classes according
to the transformation shown in table 2. However, as we have mentioned before, such a
rewriting scheme may cause high overhead on certain JVMs.

A first step towards a more efficient solution is to ensure that native JDK methods
are always invoked directly. That is, reverse wrappers as depicted in table 5 are to be
avoided for native JDK methods. For this purpose, we have developed a simple tool to
analyze the JDK, which gives out a list of methods L that must not receive wrappers.
This list is needed for the subsequent rewriting of JDK and of application classes, since
invocations of methods in L must not pass the extra ThreadCPUAccount argument.

Obviously, L includes all native JDK methods. Additionally, we have to consider
polymorphic call sites that may invoke native JDK methods. In this case, the extra
ThreadCPUAccount argument must not be passed, since the target method may be
native and lack a reverse wrapper. Hence, if a native method overwrites/implements a
method m in a superclass/interface, m has to be included in L. We use the following
simple marking algorithm to compute L.

1. Compute the class hierarchy of the JDK. For each class, store the class name, a
reference to the superclass, references to implemented interfaces, and a list of the
signatures and modifiers of all methods in the class.

2. Mark all native methods.
3. Propagate the marks upwards in the class hierarchy. Let mc be a marked method,

which is neither static nor private. Furthermore, let C be the class defining mc, and
A the set of ancestors of C, including direct and indirect superclasses as well as all
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Table 7. Rewriting scheme for JDK methods: The code is duplicated

void f() {
ThreadCPUAccount cpu = ThreadCPUAccount.getCurrentAccount();
... // method code with accounting
g(cpu);
...

}

void f(ThreadCPUAccount cpu) {
... // method code with accounting
g(cpu);
...

}

implemented interfaces. For each class or interface X in A, if X defines a method
mx with the same signature as mc, which is neither static nor private, mark mx.

4. All marked methods are collected in the list L.

The JDK methods in the list L are rewritten as follows:

– Native methods do not receive the reverse wrapper shown in table 5.
– Abstract methods are not modified; the signature extended with the extra argument

is not added.
– The signature of Java methods is not touched either; they are transformed according

to the simple rewriting scheme given in table 2.

So far, we have ensured that native JDK methods are always invoked directly. How-
ever, as we have mentioned in section 3.3, there are JDK methods which require that
their callers are not invoked through wrappers either. To respect this restriction, the code
of each JDK method not included in L is duplicated, as presented in table 7.6 As there
are no wrappers for JDK methods, the call sequence within the JDK remains unchanged.
While the code is approximately duplicated (with respect to the rewriting scheme for
application classes), the execution performance does not suffer significantly, because
the ThreadCPUAccount is passed as argument whenever possible.

5 Extending Java Legacy Code

We have developed a simple tool called MergeClass, which allows to insert new func-
tionality into compiled Java classfiles. With the aid of MergeClass it is possible to plant
new features into standard JVMs and to experiment with the modified JVM. After the
desired extension has been written in Java and has been compiled, MergeClass directly
merges it into given classfiles. This approach is more favorable than resorting to low-
level tools, such as disassemblers, assemblers, or decompilers, which would require to
patch each class manually and separately. Moreover, many Java decompilers have prob-
lems to correctly decompile certain Java classfiles, e.g., obfuscated classes. Compared

6 In this sample we assume that method g() is not in the list L. Otherwise, the extra argument
must not be passed to g().
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with tools for aspect-oriented programming, such as AspectJ [11], our MergeClass tool
is simple and limited, but it is easy to use, it does not require to learn new language
features, and it enables a very fast development and experimentation cycle.

5.1 The MergeClass Tool

The MergeClass tool takes 3 or 4 arguments. The first two arguments refer to existing Java
classfiles. The first one is the class to be extended (usually legacy code), the second one
is the extension to be merged into the first one (usually developed in Java and compiled
with a standard Java compiler). The third argument specifies the output file to hold the
resulting Java classfile. The fourth argument is optional, it defines a configuration file to
parametrize the merging process.

MergeClass reads the original input classfile IO and the extension input classfile IE .
In order to merge IE into IO, IE has to fulfill several restrictions:

– IE must extend one of the following 3 classes:
1. java.lang.Object, allowing to merge simple extensions that are indepen-

dent of IO.
2. The superclass of IO, enabling the merging of classes with the same superclass.
3. IO, allowing to merge the most specific subclass into its superclass (if all con-

straints are met, this process may be iterated).
– IE must not define more than 1 constructor. The constructor must not take any

arguments. (Its signature has to be ‘()V’.)
– IE must not have inner classes.

The resulting output class O has the same name, accessibility, and superclass as IO.
It implements the union of the interfaces implemented by IO and IE . O is final if IE is
final, i.e., the extensibility of IE overrules the extensibility of IO. (This feature may be
used to ‘open’ a final legacy class by adding interfaces and making it extensible.)

If no special configuration file is defined, MergeClass first copies all members (fields,
methods, and constructors) of IO into an in-memory representation of O. Then it copies
or merges all members of IE into O with the following transformations or checks:

T1: All references to the name of IE have to be replaced with a reference to the name
of IO.

T2: If IE extends IO and code in IE invokes a private method in IO (how this is possible
will be explained at the end of this section), the invokevirtual bytecode in-
struction is replaced with an invokespecial bytecode instruction, as for private
methods (in the resulting class) invokespecial has to be used.

C1: If there is a name clash (i.e., IE and IO define a field with the same name or a method
with the same name and signature), an exception is thrown and no result classfile
is created (as will be explained later, the optional configuration file can be used to
resolve such name conflicts).

The static initializer and the constructor of IE cannot be simply copied into O, but
they have to be integrated with the code copied from IO. More precisely, if IO and IE

both define a static initializer, the code in the static initializer of IE has to be appended
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to the code of the static initializer taken from IO. In a similar way, if IE defines a non-
trivial constructor (i.e., a constructor that does more than just invoking the superclass
constructor), the code of the constructor of IE has to be appended to the code of each
constructor taken from IO. The following transformations are necessary to append code
from IE to code from IO:

T3: return instructions in the code taken from IO are replaced with goto instructions
that jump to the begin of the code to be appended from IE . Redundant goto
instructions are removed.

T4: As the structure of the appended code remains unchanged, exception handlers in IE

are to be preserved.
T5: In the constructor of IE the initial invocation of the superclass constructor is stripped

off.

With the aid of a special configuration file, the merging process can be customized.
The configuration file allows to deal with name clashes and to mark special methods in
IE whose code shall be merged into certain methods of IO.

For each member in IE (except for the constructor and static initializer), the config-
uration file may define one of the following properties:

– DiscardInConflict: If there is a name clash, the member in IO will be pre-
served.

– TakeInConflict: If there is a name clash, the member in IE will replace the
member in IO.

Moreover, for a void method M in IE that takes no argu-
ments, the property InsertAtBegin(regular expression) or
AppendAtEnd(regular expression) may be defined. As a consequence, M
will not be copied directly into O, but its code will be merged into all methods of IO

whose name match the given regular expression. If M is a static method, only static
methods in IO are considered for a match, otherwise only instance methods may match.

The code of M may be inserted in the beginning or at the end. If it is appended at the
end, the transformations T1–T4 are applied. In addition, the following transformation is
needed:

T6: If M is appended to a non-void method in IO, the method result is stored in an
otherwise unused local variable and each return instruction in the appended code
is replaced with a code sequence to load the result onto the stack and to return it.

If the code of M is to be inserted at the beginning, the transformations T1, T2, and T4
have to be complemented with the following transformations (note that T3 is replaced
with T7):

T7: return instructions in the code to be inserted from IE are replaced with goto
instructions that jump to the begin of the code taken from IO. Redundant goto
instructions are removed.

T8: All local variable indices in the code inserted from IE are incremented accordingly
in order to avoid clashes with local variables used in the code of IO. For an instance
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method, the local variable 0 remains unchanged, since by default it holds the refer-
ence to this. This transformation ensures that the inserted code cannot mess up
with the arguments passed to the method taken from IO.

If multiple InsertAtBegin or AppendAtEnd expressions apply to a given
method in IO, the code merging happens in the order of the definition of the properties
in the configuration file.

As mentioned before, it may be necessary that IE references private or package-
visible members in IO. For this purpose, we offer a complementary tool, MakePub-
licExtensible, which takes as arguments the names of two Java classfiles, an input file
and an output file. The output file is created by making the input class public and non-
final, as well as making all its members public. Hence, the Java source of IE may extend
the class that results of applying MakePublicExtensible and access all of its members.
The compilation of the Java source of IE will succeed, because the accessibility and
extensibility constraints have been removed. Afterwards, IE is merged with the original
IO. Of course, in the merged class the code taken from IE may access all members.
The class resulting from applying MakePublicExtensible is discarded. It is only needed
temporarily in order to be able to compile the sources of IE .

5.2 Extending Thread Using MergeClass

Table 8 illustrates how the Thread extensions described in section 4 can be separately
implemented, compiled, and injected into the Thread class using our MergeClass
tool. MergeClass adds the fieldorg jraf2 cpuAccount tojava.lang.Thread.
Moreover, it appends the allocation of aThreadCPUAccount object to each construc-
tor in Thread.

Table 8. Thread extension

public class ThreadExtension extends java.lang.Thread {
public ThreadCPUAccount org_jraf2_cpuAccount;

// to be appended to each constructor:
public ThreadExtension() {org_jraf2_cpuAccount = new ThreadCPUAccount();}

}

Using MergeClass we have been able to experiment with different strategies of
maintaining accounting objects. We have implemented the thread extensions in pure
Java and compiled them with a standard Java compiler. Furthermore, we were able to
test the thread extensions with various versions of the JDK without any extra effort (apart
from applying MergeClass). We also integrated some more elaborate features into the
Thread class, for instance a mechanism that initializes the newThreadCPUAccount
with the CPU manager of the calling thread’s ThreadCPUAccount. This ensures that
a spawned thread will execute under the same CPU accounting policy as its creator
thread. For details concerning CPU managers, see [10]. Moreover, the thread extensions
can be easily adapted for other accounting objects, such as memory accounts (for details
concerning memory accounting in Java, see [3]).
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Fig. 1. Overhead of CPU accounting: JDK and benchmarks transformed with the simple scheme

6 Evaluation

In this section we present some benchmark results comparing the accounting overhead
of different rewriting strategies on various JVMs. We ran the SPEC JVM98 benchmark
suite [14] on a Linux RedHat 9 computer (Intel Pentium 4, 2.6 GHz, 512 MB RAM). For
all settings, the entire JVM98 benchmark was run 10 times, and the final results were
obtained by calculating the geometric means of the median of each sub-test. Here we
present the measurements made with IBM’s JDK 1.4.1 platform in its default execution
mode, with Sun’s JDK 1.3.1 in its ‘client’ mode, as well as with Sun’s JDK 1.5.0 beta
platform in its ‘client’and ‘server’modes. While IBM JDK 1.4.1 and Sun JDK 1.5.0 rep-
resent recent JVMs with state-of-the-art just-in-time compilers, we intentionally added
an older JVM for comparison.

The most significant setting we measured was the performance of a rewritten JVM98
application on top of a rewritten JDK. Figure 1 shows the relative overhead of the simple
transformation scheme of table 2 applied to the JDK as well as to the benchmark classes.
In the beginning of each method Thread.currentThread() is invoked. We ex-
pected this rewriting scheme to result in high overhead on certain JVMs (worst case).
In particular, the older Sun JDK 1.3.1 performs badly in this setting, the overhead is up
to 1090% for the mtrt benchmark, the geometric mean is about 350% overhead. Appar-
ently, Thread.currentThread() is not implemented efficiently on this JVM. For
the other JVMs, the average overhead is about 40% in this setting. Because of this big
difference, we used a logarithmic scale in figure 1.
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Fig. 2. Overhead of CPU accounting: JDK transformed with the simple scheme, benchmarks with
the wrapper scheme

For the measurements in figure 2, the JDK classes were rewritten according to the sim-
ple transformation scheme (table 2), whereas the benchmark classes were transformed
using the wrapper strategy of table 3. In this setting, Sun JDK 1.3.1 incurred an overhead
of about 80%, whereas on the other JVMs we measured only 25–30% overhead.

For figure 3, the JDK classes were transformed based on the scheme of table 7 (no
wrappers, code duplication), while the benchmark classes were rewritten according to
the wrapper scheme of table 3. In this setting, all JVMs incur an overhead of 30–40%. For
Sun JDK 1.3.1, this scheme gives the best results. Interestingly, for the other more recent
JVMs, this scheme does not improve the performance, which can be explained as follows:
On the one hand, the rewriting of the JDK classes significantly increases the code size
and hence causes overheads during class loading and just-in-time compilation. On the
other hand, the number of invocations of Thread.currentThread() is reduced.
For recent JVMs with a rather fast implementation of Thread.currentThread()
this rewriting scheme does not pay off, but for the older Sun JDK 1.3.1 the benefits
of reducing the number of Thread.currentThread() invocations outweigh the
overheads due to the increased code size.

We can conclude that current JDKs shall be transformed using the simple scheme,
whereas older releases will perform better when rewritten with code duplication. For li-
braries other than the JDK and for application classes, the wrapper scheme performs best.

Note that we did not apply any optimization apart from passing
ThreadCPUAccount objects as extra arguments. Currently, we are evaluating
optimizations that reduce the number of accounting sites in the rewritten code. For
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Fig. 3. Overhead of CPU accounting: JDK transformed with code duplication, benchmarks with
the wrapper scheme

instance, we are working on control flow optimizations that increase the average size
of basic blocks of code and therefore reduce the proportion of accounting instructions
during the execution of rewritten programs. In particular, we are considering special
cases of loop unrolling which do not result in a significant increase of the code size, but
allow to remove accounting instructions from loops. Initial measurements of optimized
CPU accounting, which are not presented in this paper due to space limitations, indicate
that such optimizations allow to further reduce the overhead to about 20% and below
on current standard JVMs.

The rewriting process itself takes only a very short time, although our tools have not
yet been optimized to minimize the rewriting time. For example, rewriting the 20660
methods of the 2790 core classes of IBM’s JDK 1.4.1 takes less than one minute on our
test machine. The implementations of our tools are based on the bytecode engineering
library BCEL [8], which provides an object representation for the individual bytecode
instructions. Optimizing our tools for dynamic rewriting of classes during class loading
may require resorting to a lower-level bytecode representation.

We have also considered using tools for aspect-oriented programming in order to
define the sites where accounting is needed and to insert the accounting code there.
However, in our approach accounting sites are ubiquitous, as they are based on the low-
level concept of basic blocks of code. Most tools for aspect-oriented programming, such
as AspectJ [11], allow to define only higher-level pointcuts, such as method invocations,
the beginning of exception handlers, etc. With such tools it is not easily possible to
express that accounting code is to be inserted into each basic block of code. Moreover,
it would be difficult to specify our particular scheme of passing acocunting objects as
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extra arguments (which involves the creation of wrapper methods or the duplication of
code) with current aspect languages. For our purpose, the direct manipulation of the
JVM bytecode is the best suited approach, which allows us to implement low-level
transformations and optimizations.

7 Conclusion

Program transformation techniques allow to transparently integrate resource manage-
ment into Java-based systems, although current Java runtime systems do not support this
feature. To account for the total resource consumption of an application component, it
is not sufficient to rewrite its classes, but all used libraries, including middleware and
JDK classes, have to be transformed, too.

In this paper we have outlined the difficulties of modifying the classes of standard
JDKs. The native code of the Java runtime system relies on several low-level assumptions
regarding the dependencies of Java methods in certain JDK classes. Thus, program
transformations that are correct for pure Java may break native code in the runtime
system. Unfortunately, these dependencies are not well documented, which complicates
the task of defining transformation rules that work well with the Java class library.

Moreover, the transformed JDK classes may seem to work as desired even with large-
scale benchmarks, while the transformation may have compromised the security model
of Java. Such security malfunctions are hard to detect, as they cannot be perceived when
running well behaving applications. We have experienced that a minor restructuring of
the method call sequence completely breaks several security checks, which are based on
stack introspection and assume a fixed call sequence. Consequently, modifications and
updates of the JDK are highly error-prone.

In this paper we have presented program transformations for resource management,
in particular focusing on CPU accounting, which are applicable to application classes
as well as to the Java class library. We have developed different transformation schemes
and evaluated their respective performance. The most elaborate scheme results in an
overhead for CPU accounting of about 25–30% (without optimizations to reduce the
number of accounting sites).
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