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AGENTS FOR UBIQUITOUS COMPUTING

Zakaria Maamar, Walter Binder and Boualem Benatallah

Nowadays, advances in location sensors, wireless communications, and global
networking are advancing and deploying the ubiquitous computing vision. Ubiq-
uitous computing aims at making computer use invisible to users. Besides the
central role that hardware infrastructure plays in the expansion and penetration
of ubiquitous computing, other issues still need to be tackled. In this chapter, we
discuss the issue of the value-added of software agents to ubiquitous computing.
Indeed, software agents have a role to play such as, for example in coordinating
the large number of computing devices, whether fixed or mobile, that will popu-
late ubiquitous computing environments. Most importantly, agents in ubiquitous
computing need to be context aware so they can adjust their behavior to different
situations. Therefore, new agents engineering approaches are needed.

Abstract

1. Introduction
The development of new computing and communication devices and the

increased connectivity between these devices thanks to wired and wireless net-
works are enabling various opportunities for people to perform their operations
anywhere and anytime. Samples of devices are multiple and include just cit-
ing a few desktops, cell-phones, and personal digital assistants. Because of
the current trend in the acceptance rate of the devices whether fixed or mobile
by the user community, it is expected that these devices will become so perva-
sive that most users will take them for granted. Generally known as Ubiquitous
Computing (UC), this vision is the object of several research efforts going back
to the statement of M. Weiser about UC (Weiser, 1991). The vision of UC is
to push computational services out of conventional desktop interfaces into en-
vironments characterized by transparent forms of interactivity (Abowd, 1999).
Major hardware developments as well as advances in location sensors, wire-
less communications, and global networking are advancing and implementing
Weiser’s vision towards an UC world (Saha and Mukherjee, 2003).
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Despite the growing interest in UC, there is still some progress to achieve
before UC shifts from the investigation mode to the commercial mode. The
support technology, however, is improving at an impressive pace. Most of the
research and development efforts are aiming at improving the devices them-
selves and the technologies these devices will use to communicate. With regard
to research on devices, the focus is being on offering further functionalities to
users, while reducing size, cost, and power requirements. Since 2001 Java-
enabled phones are available on the market; it is now possible to download
Java applets form servers to be run on such phones. Accessible, personal, and
location-aware are among the main advantages that wireless devices over fixed
devices provision (Yunos et al., 2003). With regard to research on commu-
nication, the focus is being on improving bandwidth and throughput and on
developing new coverage and recovery techniques. At present, the main use
of mobile devices is still voice-oriented, but several indicators show that this is
changing. Third generation networks (e.g., GPRS: General Packet Radio Ser-
vice1, and UMTS: Universal Mobile Telecommunication System2) and recent
development of communication and presentation protocols (e.g., XML: eXten-
sible Markup Language, WAP: Wireless Application Protocol) are being com-
bined to give users a high-quality experience of data-centric services (Ekudden
et al., 2001; Ralph and Shephard, 2001; Wieland, 2003).

Besides the central role that hardware infrastructure plays in the expansion
and penetration of UC, other issues still need to be tackled to better assist de-
velopers of UC applications and potential users as well. Developers are put
on the front line of satisfying the promise of businesses and service providers
of delivering Internet content to mobile devices. Indeed, since an application
for mobile users has different requirements this definitely calls for new tech-
niques to identify and specify these requirements. In addition, because such an
application relies on wireless communication channels, the features of these
channels have to be emphasized during the design phase. Therefore, new soft-
ware engineering techniques enhanced with high-level abstraction concepts are
required to support developers. With regard to users, it is expected that they
will be frequently engaged in complex operations such as searching the net for
better business opportunities. Therefore, their association with intelligent com-
ponents, to act as proxies, is deemed appropriate. Software agents denote these
components (Jennings et al., 1998) and can be gathered into groups of agents

1GPRS is a new non-voice value added service that allows information to be sent and received across
a mobile telephone network. It supplements today’s Circuit Switched Data and Short Message Service.
GPRS has several unique features such as speed and immediacy.
2UMTS is a 3G mobile system being developed by ETSITM within the International Telecommunications
Union’s IMT-2000 framework. UMTS is an European system which is attempting to combine cellular,
cordless, low-end wireless, local area network, private mobile radio, and paging system. It will provide data
speeds of up to 2Mbps, making portable videophones a reality.
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denoted by MAS. UC environments of the near future will be populated by a
large number of computing devices, spread across the network, and often in-
visible. These devices need to be coordinated for better interactions. Devices,
whether carried on by people or embedded into objects, e.g., homes (Edwards
and Grinter, 2001), restaurants (Stanford, 2003), will constitute a global net-
working infrastructure with a new level of openness and dynamics. These in-
teractions raise many new issues that draw on and challenge the field of agents.

One of the main objectives of UC is that devices should provide smart sup-
port to users without forcing them to adjust their behavior. Therefore, the
access to devices should not be complex despite the large number of func-
tionalities that could be made available. Unfortunately, the opposite often
occurs as devices are too complex and people just use the very basic func-
tionalities (Schmidt and Beigl, 1998). An assistant that hides the complexity
of all these operations is necessary. Schmidt and Beigl call this assistant an
accompanying personal device that eases the interactions with and use of de-
vices (Schmidt and Beigl, 1998). In this chapter, agents correspond to such
assistants.

The rest of this chapter is organized as follows. Section 2 provides few
examples on the widespread of UC in people’s daily-life. Section 3 provides
details on the basic concepts that are considered in this chapter including soft-
ware agents, mobile computing, pervasive computing, and finally ubiquitous
computing. Section 4 presents the core components of an UC environment.
Section 5 presents the value-added of agents to UC and explains the ways
agents can contribute to the development and deployment of UC applications.
Finally, section 6 concludes the chapter.

2. Examples on Ubiquitous Computing

UC is attracting the attention of several people from academia and industry
as the various projects illustrate (Saha and Mukherjee, 2003):

Aura (Carnegie Mellon University): the objective is to provide each user
with an invisible halo of computing and information services that per-
sists regardless of location.

Endeavour (The University of California at Berkeley): the objective is
to enhance human understanding through the use of information tech-
nology, by making it dramatically more convenient for people to interact
with information, devices, and other people.

Oxygen (MIT): the objective is to bring abundant computation and com-
munication, as pervasive and free as air, naturally into people’s lives.

Portolano (The University of Washington): the objective is to create a
testbed for investigation into the emerging field of invisible computing
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that describes the coming age of ubiquitous task-specific computing de-
vices.

The Active Badge Location System (Olivetti Research).

One of the expected outcomes of UC is to ease the life of people. Various
examples have been given such as (i) a refrigerator that knows that milk is run-
ning out and thus, needs to be reordered by contacting the supplier; or (ii) a
frozen food that transmits the correct duration and power settings to the mi-
crowave. These two basic examples identify the key elements that should em-
body any UC application namely awareness, access, and responsiveness (Fano
and Gershman, 2002). For instance, the refrigerator has to be aware of the
quantity of milk that is left before it takes any action. Based on that quantity,
the refrigerator may access a yellow-pages system to identify which grocery to
contact using certain criteria such as proximity or free-delivery. The refrigera-
tor may also have to be responsive to the outcomes of its interactions with the
grocery.

Personal Device Assistants (PDAs) and cell-phones are the more “visible”
types of devices that constitute most of current UC environments. However,
there are many other types of devices that surround people without these ones
being aware of their presence (i.e., such devices are unobserved). Today most
household appliances have embedded microprocessors. Each one of these
small devices offers a specific service to users. Interesting and challenging
are the situations when devices will be able to collaborate with each other to
build up more complex services.

3. Background
Software Agents. An agent is a piece of software that acts autonomously to
perform tasks on users’ behalf (Jennings et al., 1998). The design of many
agents is based on the approach that the user only needs to specify high-level
goals instead of issuing explicit instructions, leaving the how and when deci-
sions to the agent. An agent exhibits a number of features that make it differ-
ent from other traditional components including autonomy, goal-orientation,
collaboration, flexibility, self-starting, temporal continuity, character, commu-
nication, adaptation, and mobility. It is mentioned that not all these character-
istics have to be present in an agent. For illustration purposes, certain features
are explained below.

Autonomous: an agent is able to take initiatives and exercise a non-
trivial degree of control over its actions.

Collaborative: an agent does not blindly obey commands, but can mod-
ify requests, ask for clarifications, or even refuse to satisfy certain re-
quests.
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Flexible: an agent’s actions are not scripted; it is able to dynamically
choose which actions to invoke and in what order, in response to the
status of the external environment.

Mobile: an agent transports itself from one host to another across multi-
ple computing platforms where it resumes its operation.

(Chen and Finin, 2002) note that many of the existing research projects on
agents assume that agents will conduct their activities in a controllable envi-
ronment. In this environment, agents can have a complete knowledge and un-
limited resources. However, the authors questioned whether these assumptions
are still valid in UC environments that are open, dynamic, and constituted of
several interdependent but autonomous components. This definitely calls for
new agent-based engineering approaches for UC environments.

Mobile Computing. Mobile computing refers to systems in which compu-
tational components (either hardware or software) change their locations in a
physical environment (Huang et al., 1999). (Bellavista et al., 2001) decom-
pose mobile computing into user, terminal, and access mobility. User mobility
requires providing users with a uniform view of their preferred working envi-
ronment regardless of their current location. Terminal mobility allows devices
to transparently move and connect to different points of attachment. Finally,
access mobility entails the dynamic adaptation of the resources and services to
meet the requirements of mobile users and terminals.

Mobile computing is also seen as a way of increasing the capability of users
to physically carry on computing devices with them while moving (Lyytinen
and Yoo, 2002). As a result, devices are made available to users anywhere
and anytime. A major limitation of mobile computing is the no-adjustment of
the computing model while users on the move. This is mainly due to the un-
awareness of the context that underlies a user business-environment (Brézillon,
2003). To handle this limitation, users have to control and configure the appli-
cations by themselves – an operation most users do not want to be responsible
for.

Pervasive Computing. It is another perspective that makes computers invis-
ible. The core idea is to allow a dynamic deployment of a computing model
after assessing the environment (Lyytinen and Yoo, 2002). Pervasive comput-
ing goes beyond the realm of personal devices; it is almost any device (cloths,
tools, appliances, cars, etc.) embedded with chips can connect an infinite net-
work of collaborative devices. Four aspects motivate the widespread of perva-
sive computing (Ark and Selker, 1999): computing is extended throughout the
environment, users are mobile, information appliances are becoming increas-
ingly available, and communication is made easier between persons, between
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things, and between both persons and things. (Saha and Mukherjee, 2003)
claim that pervasive computing is a superset of mobile computing. In addition
to mobility, pervasive systems call for interoperability, scalability, adaptability,
and invisibility support to ensure that users have a seamless access to comput-
ing whenever they need it.

Ubiquitous Computing. Weiser defines UC as the method of enhancing
computer use by making many computers available throughout the physical en-
vironment, but making them effectively invisible to the user (Weiser, 1993). UC
is considered as an integration effort of mobile computing and pervasive com-
puting (Lyytinen and Yoo, 2002). Indeed, any computing device, while mov-
ing with persons, can incrementally build dynamic models of their environ-
ment and consequently, configure and adjust in response its services. Research
on UC includes various aspects such as technology (small devices, wireless
communication, location sensing, etc.), psychology (privacy concerns, atten-
tion focus, multi-person interaction, etc.), and design (direct interaction, work
patterns, etc.).

Borriello discusses a list of challenges that need to be tackled before UC
applications become widely accepted (Borriello, 2002). These challenges are
related to the characteristics of mobile devices (e.g., small size, low storage
capacity, poor computing performance) and wireless networks (e.g., low band-
width, low throughput, poor reliability). They are summarized as follows:

Heterogeneous networks: multiple types of networks (i.e., wired or wire-
less) and communication protocols to manage networks currently exist.
That has been foreseeable since networks and protocols are applied to
numerous cases with different requirements and expectations. There-
fore, devices will not all have to communicate using the same technique.
To handle such heterogeneity, transport protocols that transfer packets
from one band to another are needed. In addition, protocols that es-
tablish and maintain communications particularly for wireless networks
are important. Besides that, the lack of processing performance of most
mobile devices influences the selection of the communication protocols.
It is known that devices will try to shut down as often as possible for
various reasons such as battery use reduction.

Geographic vs. network topology: it is obvious that a connecting path
between devices differs when seen from a virtual or physical perspective.
A focus on the geographic proximity rather than on the network topology
in UC is preferred. Nearby devices should communicate as directly as
possible while maintaining their respective security. Moreover, devices
have to know with whom they communicate and how the data exchanged
is made secure.
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Short-lived connectivity: because mobile devices depend on batteries
for their operation, they will always try to limit their power consumption
as much as possible. However, a major aspect of any UC environment
is communication, which means a power-consumption increase. There-
fore, tradeoffs between power consumption and connectivity will be at
the core of many works on UC.

Evolution of long-lived systems: as more devices will be everywhere
deployed, it is unlikely that these devices will be all simultaneously up-
graded. Support systems that keep the operation continuity are impor-
tant. Moreover, these systems have to deal with the heterogeneity and
dynamic reallocation of bandwidth. The future will bring many more
types of devices dynamically relocated and communicating at shorter
range.

4. Dimensions of Ubiquitous Computing

Ubiquitous computing is a new way of deploying devices and offering ser-
vices independently of location and time constraints. Indeed, any piece of
information on the Internet will be made available to users anywhere and any-
time. However, because of the heterogeneity and distribution that characterize
the current context, it is expected that users will face several obstacles. To
this end, support mechanisms are needed at the following levels (Schmidt and
Beigl, 1998):

Since users will be given the opportunity to instantly exchange informa-
tion and services with other unknown users, identification and interac-
tion mechanisms are required.

Since users will be localized anytime and anywhere, privacy and se-
curity aspects have to be dealt with carefully. Both aspects affect the
acceptance rate of UC by the community.

Since users will be given the possibility to use different types of devices,
adjusting the devices to the type of users (e.g., novice, expert) is impor-
tant3.

1

2

3

3The 3W Composite Capabilities/Preferences Profiles (CC/PP) working group aims at developing standards
that will enable providers of services to get the capabilities of devices through their profile (Ralph and
Shephard, 2001). Examples of such capabilities are memory capacity, storage capacity, and processing
speed. CC/PP is an XML based scripting language that is used for describing the capabilities of a device
using RDF. The CC/PP profiles of devices may be available on the devices or on a location in the network,
whose URL is known to the device. For some users, revealing even the basic device information contained
in a typical CC/PP profile may be a cause for concern.



User Assistance Dimension. A large variety of devices are made available.
It is unlikely that users will be familiar with them all. Samples of devices in-
clude (Saha and Mukherjee, 2003): traditional input (e.g., mice, keyboards)
and output devices (e.g., speakers, light-emitting diodes); wireless devices
(e.g., pagers, PDAs, palmtops); and smart sensors (e.g., intelligent appliances,
embedded sensors). This diversity is a tremendous burden on users who have
to be trained in each device. This should not be the case. Devices should
become more responsive and friendly by personalizing their functionalities to
users (Nakajima et al., 2003). Therefore, devices should be given the capacity
to sense the environment, which will make their functionalities adaptable to
the current situation. Adaptability is a key approach to deal with the variety of
computing environments and changing settings (Popovici et al., 2003). Indeed,
new modes of interaction have to emerge so user movement and proximity of
devices for instance can be considered (Esler et al., 1999). The main challenge
will be to maintain consistency across devices while adjusting and managing
the multiple interfaces of these devices to the current context of use.

To illustrate the importance of assisting users and performing their opera-
tions in a transparent way, (Maamar et al., 2004) have conducted some research
on hybrid environments that consist of a mixture of fixed and mobile devices.
The research has focused on the identification of the devices on which ser-
vices triggered by users will be performed. The identification was based on
the computing capabilities of devices vs. the computing requirements of ser-
vices. Different types of agents have been devised including user-agents to
provide assistance to users and resource-agents to identify devices (i.e., fixed
or mobile) seen as computing platforms.

Privacy and Security Dimension. Privacy and security are, obviously, inti-
mately related. Privacy is an integral part of users, whereas security is an inte-
gral part of the resources and services users will be authorized to exploit. Un-
like security, which deals with keeping information and resources away from
unauthorized uses, privacy4 gives people the right to control their personal in-
formation, including when, how, and to what extent information about them
could be communicated to others (Kortuem and Segall, 2003).

Privacy is a major concern for users of UC applications (Abowd, 1999;
Satyanarayanan, 2001). Users have to be aware that their steps and actions
can be monitored and stored for possible use in the future (may be against
them). To overcome this concern, potential users have to trust the system in

4In the objective of supporting au automatic assessment of the privacy, P3P standing for Platform for Privacy
Preferences is an initiative under the auspices of the World Wide Web Consortium (W3C). The aim of the
initiative is to establish machine-readable standards that can be automatically compared to the individual
privacy preferences of a user. Using a trusted personal device, sensitive information can be exchanged with
the environment only if the recipient matches the privacy preferences of the sender.
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use (Schmidt and Beigl, 1998). It is necessary to provide privacy mechanisms
that are enough familiar to users so they can easily understand and accept. A
user should have the authority to decide which information to share and which
to keep secret.

Security in UC applications is differently handheld from standard applica-
tions (not-ubiquitous) that are usually deployed on wired communication chan-
nels and powerful computing resources (Kagal et al., 2001). For instance, log-
ging into computers and domains are no longer valid because UC environments
are open and dynamic. This increases security risks and problems with access
control as services and resources are being made available to anyone who has
a mobile device. In addition, the limitations of mobile devices in terms of pro-
cessing, memory, and bandwidth capacity are still hindering the deployment of
security mechanisms on these devices.

Context Awareness Dimension. The integration of the environment and of
the context surrounding users into applications is a good indication to the ac-
ceptability and usability of these applications by users (Brézillon, 2003). De-
vices should sense what the user does need next, what he will probably per-
form, and what actions can be taken to ease his tasks and anticipate his needs.
The computing system should be aware of the user’s context not only to re-
spond in an appropriate manner with respect to the user’s cognitive and social
state but also to anticipate his needs (Siewiorek, 2002).

(Schmidt and Beigl, 1998) claim that a context is more than the current lo-
cation of the user. The context should integrate the people around the user, the
situation (e.g., in a meeting, making a phone call), the environment (e.g., loca-
tion, temperature, time), and the feeling (e.g., pulse, body temperature). Extra
information about the context can make a computing device act and react more
promptly and efficiently. Three examples of first-generation context-aware ap-
plications are discussed in (Siewiorek, 2002): the notification application that
alerts users if they are passing within a certain spatial distance to a task on their
to-do list (e.g., getting a fax from the business center); the meeting reminder
application that alerts users if they are moving away from the site of a meet-
ing whose location has been changed; and finally the activity recommendation
application that recommends possible activities or meetings user might like to
attend based on their interests.

To enhance systems with context-aware capabilities, many issues have to be
addressed. (Satyanarayanan, 2001) has listed several of them, just to cite a few
how is context internally represented? How is this information combined with
system and application state? Where is context stored? Does context reside
locally, in the network, or both? How frequently does context information have
to be consulted? And what is the overhead of taking context into account?
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Agent-based Approaches. (Dey, 2001) argue that one of the major prob-
lems in UC applications is the lack of standards that permit their evaluation.
We believe that the same argument applies to the design, development, deploy-
ment, and maintenance of UC applications. To deal with this lack and provide
an appropriate support to developers, there is a trend of considering the avail-
able approaches and techniques of standard applications (e.g., service discov-
ery protocols such as SLP – Service Location Protocol, and UDDI – Universal
Description, Discovery, and Integration) and adapt them to the UC case. Un-
fortunately, this adaptation does not seem to be straightforward because of the
challenges of UC (Dey, 2001): greater physical space over which the system
operates; greater availability of the system over time; and larger number of
people the system is supporting interactions with and between. Therefore, in-
stead of adapting approaches and techniques to overcome these challenges, it
is important to explore and provide from an agent perspective (because of the
focus of the chapter) the support to design and develop UC applications.

To illustrate this lack of standards in UC, this example is provisioned. Pre-
dictability is one of the evaluation metrics that can be used (Dey, 2001). This
metric presents difficulties when applied to UC applications. Indeed, an ap-
plication is predictable if the user can determine what the effect/impact of a
future input/action would be. This is not simple in UC applications because
of their high degree of unpredictability. UC applications have to adapt their
behavior according to the context of use. However, a user cannot be aware of
all the effects of the actions he performs. These effects keep changing from
one context to another.

With regard to the fields of agents and MAS, it is largely accepted that most
of the achievements whether at the levels of communication languages, coor-
dination protocols, negotiation strategies, or design methodologies (e.g., Gaia,
Tropos, ADELFE, all discussed in this book) have been specifically devised for
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(Kouadri Mostéfaoui, 2003) points out that location is the parameter mostly-
used in context-aware applications. She argues that this is not enough for ex-
ample in service discovery and composition process. Indeed, new types of con-
text parameters are deemed appropriate including user context (e.g., role, iden-
tity, location, preferences, social situation, permissions profile), computing
context (e.g., network connectivity, nearby resources), time context (e.g., day-
time, week, month, season), physical context (e.g., weather forecast, humidity,
temperature) and last but not least context history that records details on other
contexts for future use. Applications can make use of not just the current con-
text, but also past contexts to adapt their behavior for better interactions with
users.

5. Contributions of Agents to Ubiquitous Computing
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standard applications (not-ubiquitous). There is an urgent need to put forward
new software engineering approaches and design techniques for agent-based
UC applications.

(Esler et al., 1999) mention that the technology and protocols used for im-
plementing agents are becoming better understood. The next step should be
oriented towards mobile applications with widely distributed data sources and
intermittent connectivity. Initially, the use of agents in building UC applica-
tions has to satisfy certain requirements that are (Nakajima et al., 2003):

Extreme portability: since the devices that contribute to an UC applica-
tion are extremely heterogeneous, the code to develop agents in charge
of these devices should be portable particularly when it comes to making
agents roam the network of devices. It is unlikely that a single program-
ming language or operating system will be available for all devices in
the near future.

Uniform behavior: since the diversity of the places in which a user can
be (e.g., mall, airport, classroom), agents should enable a uniform way
of accessibility to the services regularly-used through an intelligent ad-
justment. For instance, different user interfaces, each appropriate to a
specific context, should be able to handle the same set of services.

High-level abstract concepts: since the development of UC applications
is complex, concepts and approaches that ease this development are
needed. Agents as a design paradigm have already shown their bene-
fits in various application domains (Moulin and Chaib-draa, 1996).

Survival systems: since UC applications will be important in people’s
daily life, operation continuity and survivability have to be maintained
despite security attacks or system crashes. Agents that monitor the nor-
mal progress of operations will have to make decisions in case corrective
actions are required.

Several concepts and approaches have been developed for standard applica-
tions in general and agent-based applications in particular. However, we stated
that their straightforward use is not granted in the context of UC applications.
Chen and Finin back this statement; they listed the obstacles that need to be
considered in case of, for example, teamwork principles would have to be ap-
plied to UC (Chen and Finin, 2002). These obstacles are decomposed into three
areas. First, with regard to the perception area, the ability to perceive the envi-
ronment in which an agent resides is of importance so the agent can recognize
opportunities and avoid conflicts. However, in an UC environment agents have
a limited perception due to physical obstacles or computing limitations that
could impede their perception of work. Second with regard to the planning
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area, to perform some planning agents need to be capable of constantly acquir-
ing comprehensive knowledge about the state of the world, which includes the
state of the team goal, the commitments of individual team members, and the
plans that the individual agents have to follow. However, because of the lack
of resources on certain computing devices, the difficulty of exchanging plans,
and even the lack of a common plan representation, planning can be hindered.
Finally, with regard to the mobility of devices area, because computing devices
are constantly moving in and out of a network environment, it is important to
know their exact location and duration of presence in the environment to ensure
the existence of long-lasting collaborations. Ubiquitous agents will enter and
leave a community without initial notifications. Tracking them will definitely
be important.

Three essential features should embody agents when deployed in an UC
environment (Sashima et al., 2002): physically groundedness, context sharing,
and device and application independence.

Physically-groundedness feature should enable an agent that is part of
a virtual world to be aware of the context of user who is part of a real
world. The objective is how to effectively support users who are im-
mersed in an UC environment. It is known that conventional human
interface devices are no longer valid and thus, need to be leveraged.
To achieve the physically-groundedness, a spatial information database
could be part of the agent architecture. The agents can notice the subtle
changes of the environment state by monitoring and detecting the re-
vision of data in the database. Despite the simplicity of this solution,
several aspects need to be clarified including how often does the agent
browse the database? How much information is needed to be stored?
And, which information is considered relevant for storage purposes?

Context sharing feature should consider the fact that anyone can re-
ceive a service anywhere and anytime. This calls for a seamless ser-
vice provisioning across different areas. To realize this context shar-
ing, a context-aware service could be implemented as a collection of
autonomous agents. The agents of a service can communicate with the
agents of another service to share information between them. Before
such a context sharing can happen in a transparent way for users and in
a smooth way for agents, a standardization of the agent communication
and knowledge representation mechanisms is important.

Device and application independence feature should promote reusability
of agent-based applications for UC to be developed. Several solutions
could be considered such as the use of agents that hide the diversity of
physical devices and legacy applications.



Capabilities of Agents. A software agent presents a list of attributes that
make it suitable for UC applications. Indeed, there is a natural synergy between
agents, entities that are capable of complex, dynamic interactions, and UC
applications in which such interactions emerge. UC applications are inherently
dynamic with devices continually appearing and disappearing. For instance,
devices to take part to an UC application should be (i) constant, always on
and running; (ii) presence-aware, alerts to the presence of nearby devices and
people; (iii) communicative, able to interact with other collocated devices; and
(iv) proactive, able to perform tasks autonomously without requiring explicit
user intervention (Kortuem and Segall, 2003). The aforementioned features
match quite well the characteristics of what an agent is (see section 3). The
autonomy and goal-orientation of an agent match a device’s proactivity feature.
The temporal continuity and self-starting of an agent match a device’s constant
feature. The flexibility of an agent matches a device’s presence-aware feature.
Last but not least, the capacity to communicate of an agent matches a device’s
communication feature.

Besides these attributes, extra attributes such as mobility, collaboration, and
adaptation of an agent have a major value-added to UC applications. A mobile
agent is an executable program that can move from a source machine to a target
machine where it resumes the suspended operations. Such mobility improves
speed, flexibility, and disconnection handling (Lange and Oshima, 1999). Be-
cause of their asynchronous execution, mobile agents can avoid long periods
of connectivity, reducing network load and thus, saving energy5.

An example of the use of mobile agents in UC is illustrated in (Binder and
Lichtl, 2002) where an architecture of an autonomous station has been devel-
oped. The station does not rely on an external power supply system, but it
comprises a unit for the generation of power in order to ensure its autonomy.
Further, the station is equipped with application-dependent sensors and actua-
tors, and may be deployed in inaccessible environments. Application services
are not hard-coded in the station, instead they are dynamically uploaded on
demand. They are charged for using the resources provided by the station. In
order to support application upload, transmission of results, and remote sys-
tem maintenance, the autonomous station is connected to a public or private
wireless network. Equipped with the necessary sensors and actuators, the au-
tonomous station can be used for several purposes such as on-demand bus stops
and traffic monitoring and tracing.

5 Besides the multiple advantages that the mobile agent technology provisions, several obstacles hinder
the expansion of this technology. For instance, obstacles are not only security-related, but also concerning
performance and scalability. A shipped code consumes bandwidth, and there may be a high startup overhead
to get a mobile agent up and running due to verification and eventually compilation steps.
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With regard to agent collaboration, the satisfaction of a user’s request may
involve several information resources and devices that both are spread across
the network. To make sure that this involvement efficiently happens, there
is a need for collaboration strategies. Such strategies could help for instance
avoiding conflicts on devices and controlling concurrent accesses to resources.
Acting as proxies to users, information resources, and mobile devices, agents
implement the collaboration strategies and thus, hide the complexity of this
implementation.

We see the use of agents in UC at two different levels. The first level con-
sists of associating users with agents to act on their behalf. These agents will
ensure that for example the context is in advance adjusted and set before a user
enters a certain place, or the device is turned-off while a user is attending a
certain meeting. In that case, the user’s profile will be an important part of
the knowledge that embodies the agent. This profile would contain details on
the user such as his level of expertise, his preferences, and his interests. The
second level consists of associating devices with agents that will run on top
of them. These agents will advertise to the agents of the user community the
capabilities of the devices in terms of services to offer and needs to satisfy.
Making agents runnable on resource-constrained devices is still not obvious.
One of the most advanced platforms for that case is the Lightweight Extensible
Agent Platform (JADE-LEAP) (see chapter 13); it is a Java-based FIPA com-
pliant platform that allows a deployment of static agents on devices such as
cell-phones (Adorni et al., 2001). The ability to have agents on small devices
will become invaluable when building applications such as sensor networks
that require large numbers of simple, inexpensive nodes.

Types of Agents. Usually, the identification of the relevant types of agents
that populate an application is based on the roles that these agents will have to
fulfill. In addition, the types of services that agents will have to offer to end-
users or to peers of agents have an impact on this identification process. We
believe that for an agent-based UC application, the following services could
be considered and thus, should help in the selection of the relevant types of
agents:
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Security services to be assigned to agents: users need a way to authenti-
cate themselves before they undertake any operation. These operations
depend on the authorizations given to users by a trusted authority.

Scheduling and device broker services to be assigned to agents: in case
an UC application involves a distributed set of fixed or mobile devices,
scheduling the use of these devices to avoid conflicts is important. Extra
scheduling is also needed if concurrent use of devices is doable. Be-
sides the scheduling, the specification of the capacities of a device is an
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initial step to complete. This specification is important for the broker
services so, the matching between users’ needs and available services
can efficiently occur.

Location data services to be assigned to agents: because of the limited
storage capacity of the majority of mobile devices, the data that an UC
application requires can be spread across the network and thus, need
to be localized, fetched, updated, and restored back to its original host.
Indeed, the networking infrastructure must provide robust data transfer
with replication and discovery. Users must be able to count on their data
arriving when they need and where they need to go without their direct
intervention (i.e., explicit).

Coordination services to be assigned to agents: an UC application may
simultaneously engage several devices that have to interact despite the
wireless communication channels. The coordination of these devices
with respect to the process model underlying that application is impor-
tant.

Tracking and backup services to be assigned to agents: monitoring and
logging the various operations are important in an UC application know-
ing that some devices could become down or temporarily unavailable.
Thus, tracking services that trigger backup solutions are deemed appro-
priate.

Service and Agent Discovery. The current environment features the pres-
ence of multiple providers offering various services (e.g, weather forecast in-
quiry, stock markets tracking, vacation planning). To be able to invoke these
services, future users have to discover and select the appropriate providers.
Currently, the most common approach to connect users (or consumers) to
providers and vice-versa is to insert an intermediate layer between them. Gen-
erally, specific types of components called brokers manage this layer. Brokers
receive from the providers their advertisements of services and from the users
their requests of services. Subsequently, the broker matches the advertisements
to appropriate requests. Brokers are also similar to components known also as
directory facilitator or agent management system (Ratsimor et al., 2002). Ini-
tially, an agent registers its services to one of these two components. Agents
searching for services query either the directory facilitator or the agent man-
agement system to discover the agents that have the services. It should be
noted that brokers, directory facilitators, or agent management systems are
mostly assumed to reside in relatively powerful high-end static hosts and the
communication links between agents are assumed to be wired and stable.

UC applications make the problem of discovering services more complex,
since services and even agents can no longer be discovered using a static struc-



ture. Machines hosting directories are mobile and hence, can move out of the
vicinity at any time. Moreover, mobile devices may be extremely resource-
constrained. Different solutions are put forward for UC applications. In this
chapter, three solutions are outlined. The first solution is based on agents and
the use of the concept of peer-to-peer caching of services between nodes (Rat-
simor et al., 2002). The idea is that each participating device will be able to run
a lightweight version of discovery service mechanisms. In addition, the device
will be hosting at least an agent. Every node advertises its services to other
nodes in its vicinity in accordance with certain policies. The second solution
is based on a meeting infrastructure, on top of which agents, respectively act-
ing on behalf of users and providers, meet in a common place (Maamar et al.,
2001). Because agents can be enhanced with mobility mechanisms, they in-
teract with their owner before they move to the meeting infrastructure. The
idea of the meeting infrastructure is to offload most of the computing related to
service discovery from resource-constrained hosts to fixed and reliable hosts.
The third solution is based on the use of surrogates as Sun Microsystems pro-
motes through its surrogate technology. This technology promotes the use of
mobile objects. Mobile objects take care of orchestrating the interactions be-
tween clients and services. Objects are called surrogates and run on surrogate
hosts.

Offloading the computing from resource-constrained hosts to fixed hosts
has to meet certain requirements. These requirements have been discussed
in (Messer et al., 2002) and summarized as follows:
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Transparent, distributed execution: it should be possible to execute an
application on multiple machines without the application code being
aware that multiple machines are being used. In addition, the plat-
form should give the application the appearance of executing only on
the client device.

Application partitioning: it should be possible to dynamically divide the
application at run time into two (or more) partitions that can be placed
on different devices.

Adaptive offloading: to be effective, it should be possible for the parti-
tioning algorithm to consider available resources and execution patterns
of the application. Based on either resource variation triggers or periodic
re-evaluation, the platform should be able to adapt to load and execution
changes to maintain a good partition decision.

Beneficial offloading: the platform should only offload a portion of an
application if doing so could benefit the user. It should be possible for
the user to specify what is beneficial.



(Obreiter et al., 2003) state that today information is spread across large
numbers of devices; many of them are at the same time wireless and mobile. To
take advantage of all these devices considered as computing resources (some-
times could be exploited in clusters), their cooperation becomes a necessity.
Besides the obvious cooperation that occurs at the application layer, device co-
operation on lower layers (including link, network, transport, and discovery)
may be necessary, too. Unfortunately, cooperative behavior means an increase
of resource consumption which is not in the interest of mobile devices. To pro-
mote the importance of cooperation despite the issues of resource consumption
and reliability of wireless networks, it is suggested to distribute incentives to
the devices that display a cooperative attitude vs. those that display an un-
cooperative behavior (Obreiter et al., 2003). Various types of incentives have
been put forward such as authorizations to use certain resources for a longer
period of time, lowering charges of information routing, and enhancements of
reputation.

In UC, agents have a role to play in promoting cooperation among devices
and implementing incentives policies. We recall that agents can work as proxy
for devices. Agents can be embedded into devices or run on fixed hosts from
where they remotely control devices. Therefore, the attitude of devices will
be depicted through their respective agent. Agents will for instance enforce
the role of devices by supporting their commitments in cooperative interac-
tions. Furthermore, the management of the different layers will be outsourced
to agents, each agent being in charge of a specific layer. The interactions be-
tween agents will be of two types: horizontal and vertical. Horizontal inter-
actions occur when two agents representing the same layer but from different
networks will be cooperating, whereas vertical interactions occur when two
agents representing different layers but from the same network will be cooper-
ating. Besides to horizontal and vertical interactions, top-down and bottom-up
interactions will exist between layers. Top-down occurs from the most abstract
layer to the least abstract layer. And, bottom-up occurs from the least abstract
layer to the most abstract layer.
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Ad-hoc platform creation: it should be possible to create and tear down
the distributed platform between a client and a surrogate at run-time.
Clients should be able to determine which surrogate(s) are the most ap-
propriate to be used based on factors such as latency of access and net-
work bandwidth.

6. Conclusion

In this chapter, we presented the field of ubiquitous Computing and the op-
portunities this field offers to the software agents research community. Ubiq-
uitous computing will be a fertile source of challenges varying from technical
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to social and legal aspects. This large variety of challenges calls for the collab-
oration of several communities besides the agents community. It is the belief
of the authors that the advance of ubiquitous computing depends on overcom-
ing the current limitations of mobile devices. Fortunately, these limitations are
progressively being reduced as technology improves.

Today, a major source of distraction for users is due to the continuous need
of managing their computing resources in each new environment (Sousa and
Garlan, 2002). Situations of changes are multiple and call for a certain form
of assistance that agents in general and adaptive ones (see chapter 8) can pro-
vision. Examples of changes are

When users move to a new environment, their respective agent has to co-
ordinate the migration of all the suspended operations to this new envi-
ronment and negotiate the appropriate support to resume the operations.

When the environment changes, agents have to seek to maintain the same
quality-of-service for the components supporting users’ operations. If
this quality becomes incompatible, agents need to find out alternative
configurations.

When the context changes, agents have to adjust the operations that are
affected by this change. Operations have requirements that depend on
the execution context.

Ubiquitous computing applications are meant to make devices and their
functionalities disappear into people’ surroundings. People should be as lit-
tle conscious as possible of the fact that they are using devices to get a cer-
tain work done. Ubiquitous computing does not promote a single device with
which people interface. Rather, ubiquitous computing promotes multiple de-
vices that adapt themselves to the person as well as the time and place of use.
Agents are deemed appropriate to bridge the gap between people and (using)
all these devices.


